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Abstract. In 2001, Hsuet al. proposed a non-repudiable threshold proxy signature with known
signers. In their scheme, the proxy group cannot deny having signed the proxy signature if they
did. However, Hswet al's scheme is vulnerable to some attacks. A malicious original signer or
malicious proxy signer can impersonate some other proxy signers to generate proxy signatures.
In this article, we shall present our cryptanalysis of the ldsal’s scheme. After that, we shall
propose a new threshold proxy signature that can overcome the weaknesses.
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1. Introduction

The concept of a proxy signature (Mamébal., 1996a; Mambeet al., 1996b) was first
introduced in 1996. The proxy signature scheme allows the original signer to delegate
her/his signing capability to a designated person, called a proxy signer. The proxy signer
generates the proxy signature on a message on behalf of the original signer. After that,
any verifier can check the validity of the proxy signature and can make sure of the original
signer’s agreement on the signed message.

Following the development of the proxy signature scheme, some threshold proxy sig-
nature schemes have been proposed and widely studiedeftééy2001; Hwanget al,,
2000; Hwanget al, 2002b; Kimet al, 1997; Sun, 1999; Zhang, 1997). Iiitan) thresh-
old proxy signature scheme, which is a variant of the proxy signature scheme, the proxy
signature key is shared among a group @ioxy signers delegated by the original signer.
Any ¢t or more proxy signers can cooperatively sign messages on behalf of the original
signer.

Sun (1999) proposed an efficient non-repudiable threshold proxy signature scheme
with known signers based on Kim’s scheme (Kéhal,, 1997). Sun’s scheme is more
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efficient than other threshold proxy signature schemes and has the non-repudiable prop-
erty. The main advantage of Sun’s scheme is that the verifier is able to identify the actual
signers in the proxy group. However, Sun’s scheme is vulnerable to the collusion attack
(Hwanget al., 2000) and the conspiracy attack (H=al., 2001).

Hsuet al.(2001) proposed a new and efficient non-repudiable proxy signature scheme
that could withstand the above attacks. Furthermore, it also outperformed Sun’s scheme
in computational complexity and communication cost. However, we will show that Hsu
et al's scheme is vulnerable to the public key substitution and the insider forgery attacks
in this article. A malicious original signer can impersonate more legal proxy signers
to generate proxy signatures. Besides, the malicious proxy signer can impetsehate
more legal proxy signers to generate proxy signatures. Moreover, the real proxy signers
cannot deny having signed the proxy signature before though they did not.

In this article, we shall show the weaknesses of Hial's scheme and remedy the
problems. In the next section, we shall review Hdual's scheme (the Hsu-Wu-Wu
scheme). In Section 3, we shall show that the Hsu-Wu-Wu scheme is vulnerable to the
public key substitution attack (Sun, 2000) and the insider forgery attaci @li, 2000).

In Section 4, our improved scheme and the security analysis of the improved scheme will
be proposed and presented. Finally, the concluding remarks will be in the last section.

2. Review of the Hsu-Wu-Wu Scheme

The scheme includes four phases: secret share generation, proxy share generation, proxy
signature generation, and proxy signature verification. There exists a system authority
(SA) whose tasks are to initialize the system and to manage the public directory. In the
secret share generation phase, initially, SA selects and publishes the following parame-
ters:

p: a large prime,

q: a large prime factor of — 1,

g: a generator itz F'(p) of orderg,

h(-): a one-way hash function,

M,,: awarrant which records the identities of the original signer and the proxy
signers of the proxy group, parameteendn, the valid delegation time, etc.,

e ASID: (Actual Signers’l D) the identities of the actual signers.

Each use;, with the public identifier; € Z,, owns a private key;; € Z; and
a public keyy; = ¢®* mod p which is certified by a certificate authority (CA). L&b
be the original signer and'p = {Up,,Up,,---,Up, } be the proxy group of. proxy
signers.
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2.1. Secret Share Generation Phase

SA selects the group private ké§; and calculates the group public KBy = ¢*¢ mod
p which is certified by CA. Then, SA randomly create& a- 1)-degree polynomial as

f(v) = Xg + arv + asv? + - - 4+ a;_ 10" mod ¢,

where the random integetis € Z, (i = 1,2,---,t —1).

Foreach/p, € Gp, SA calculates the secret shate= f(v;) and the corresponding
public informationr; = g7 mod p, wherew; is the public identifier fol/p,. Then, SA
separately sendg to Up, via a secure channel and publishesrgél.

2.2. Proxy Share Generation Phase

Uo performs the following steps to delegate the signing capability to

1. Select a random numbkre Z; and calculate’ = ¢* mod p.

2. Calculate the proxy signature key@as= k + xoh(M, || K) mod ¢, where”||”
denotes the concatenation operator.

3. Generate a polynomigh (v) = o + byv + bav? + -+ - + by_1v'~ ! mod ¢, where
the random numbeis € Z, (j =1,2,---,t — 1).

4. PublishB; = g% mod p, for j = 1,2,--- ¢t — 1.

5. Sends; = fo(v;) to Up, € G p via a secure channel.

6. BroadcastM,,, K).

Receivinge;, eachUp, € G p can validate it by checking the following equation

t—1 ]
() »
j=1

If it holds, Up, calculatesr, = o; + v;h(M, || K) mod ¢ as her/his proxy share.
2.3. Proxy Signature Generation Phase

Given a messag®/, anyt or more proxy signers off p will be the proxies forUy to
sign M in this phase. Without loss of generality, B> = {Up,,Up,,--,Up, } be the
actual proxy signersDp as a group performs the following steps to generate the proxy
signature.

1. EachUp, selects a random numbky € Zy and then broadcasts = ¢** mod p.

2. Uponreceiving alt;'s (j = 1,2,---,t;j # i), eachUp, calculates

t
R = Hrjmodp,

j=1
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whereL; = H;Zl,#i(fvj)(vi —v;)~! mod g. Here,s; is the individual proxy
signature which is sent to the designated clerk.
3. Upon receiving;, the designated clerk validates it by checking

h(R||ASID| M)

el o L;
g L Tﬁ<((yon)h(M“’”K)(HB/')K) ypi) mod p.
j=1

Ifit holds, (r;, s;) is the valid individual proxy signature dff . If all the
individual proxy signatures a¥/ are valid, the clerk calculates

¢
S = Zsj mod gq. (2)
j=1

The proxy signature o/ is (R, S, K, M,,, ASID).
2.4. Proxy Signature Verification Phase

Receiving the proxy signaturd?( S, K, M,,, AS1D) of M, any verifier can verify the
validity of the proxy signature and identify the actual signers. The steps of this phase are
described as follows:

1. According toM,, andASID, the verifier can identify the original signer and the
proxy signers, and obtain the necessary public keys from the CA. In addition,
she/he can identify the actual proxy signers, too.

2. The verifier validates the proxy signature by checking

[ t h(R||ASID| M)
g* L RR(K(onG)h(M‘“”K)HyPi) mod p. (3)
=1

If it holds, the proxy signatureR, S, K, M,,, AS1D) for M is valid.

3. The Weaknesses of the Hsu-Wu-Wu Scheme

In this section, we show that the Hsu-Wu-Wu scheme is vulnerable to the public key
substitution attack and the insider forgery attack. A malicious original sigrigj 6r

a malicious proxy signerl{p,) can forge the valid proxy signature without the other
signers’ private keys.

3.1. Public Key Substitution Attack

In this subsection, we will show the Hsu-Wu-Wu scheme is vulnerable to the public key
substitution attack. Suppose the malicious original signer, without any private keys of the
other proxy signers, attempts to forge a valid proxy signature for a message. The steps of
this attack are as follows:
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1. Uo randomly selects a private key, € Z;.
2. Up waits until she/he obtains aryor more proxy signers)p,. Then, instead of
broadcastingo = ¢*°© mod p, she/he calculates

t
, _ —h(My||K)™?
vo = 9"° (Ya) 1Hypi( ™ mod p,
i=1

and reveals the valug, as her/his public key.
3. Up selects two random numbeétsandr, and calculate&” and R as follows:

K = ¢* mod p,
R = ¢g" mod p.

4. Up chooses a messagé at will and calculate$ as
S=rR+ (k+zoh(My||K))h(R|ASIDI|M) mod q.
Then, the proxy signature fad is (R, S, K, M,,, APSID).

Theorem 1. A forged proxy signature generated by, according to the above steps,
namely R, S, K, M,,, ASID), is a valid proxy signature for the messape

Proof. Onreceiptof R, S, K, M,,, ASID), the verifier checks the validity of the proxy
signature of the messagé through (3) as follows.

, ! h(R||ASID| M)
g% = RR<K(yOYG)h<MwllK>HyPi) ,
=1
L —1 (Mo || K) & h(R||ASID||M)
= RR(K(gIO(Yg)‘l Hypih(MwHK) YG) H?JPZ)
=1 i=1
= RR(KgIOh(MwHK))h(RIIASIDHM),

)

— Rt Urzoh(Mu [ K)R(RIASTDIM) 1104 4.
The above equation holds, and the forged proxy signay&( K, M,,, ASID) is
taken for the valid proxy signature for messdge

3.2. Insider Forgery Attack

In this subsection, we will show the Hsu-Wu-Wu scheme is vulnerable to the insider
forgery attack feasible. Suppose a malicious proxy sigher without any private key of
the other proxy signers, attempts to forge a valid proxy signature for an arbitrary message.
The attacker can take the steps as follows:

1. Up, randomly chooses a private key, € Z;.
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2. Up, waits until she/he obtains arty- 1 or more proxy signers)p,. Then,
instead of broadcastings, = ¢””» mod p, she/he calculates

t—1
—1
Yp, =g " (K(ono)h(M“’”K) 11 ypi) mod p,

i=1

and reveals the quantigy, as her/his public key.
3. Up, chooses a random numbeand calculates: as follows:

R = ¢g" mod p.

4. Up, chooses an arbitrary messaeand calculate$ as
S =rR+xzp h(R||ASID| M) mod gq.

Then, the proxy signature faW is (R, S, K, M,,, ASID).

Theorem 2. A forged proxy signature generated by, according to the above steps,
namely R, S, K, M,,, ASID), is a valid proxy signature for the messape

Proof. Onreceiptof R, S, K, M,,, ASID), the verifier checks the validity of the proxy
signature of the messagé through (3) as follows.

, ¢ h(R||ASIDI||M)
g% =R" (K(onG)h(Mw”K) 11 yPi)
i=1

)

t—1 1 t—1

RR(K(onG>h<mw"K>gmpk(K<onG>h<MwK>Hypi) Hypi>h<“SfDM>,
=1

R _x h(R||ASID| M

rR+zp, h(R||ASID| M)

=g mod p.

The above equation holds, and the forged proxy signatre( K, M,,, ASID) is
taken for the valid proxy signature for the message
4. Improvement and Cryptanalysis

In this section, we shall modify the Hsu-Wu-Wu scheme to remedy the weaknesses de-
scribed previously.

4.1. The Improved Scheme
In the Hsu-Wu-Wu scheme, the proxy signature can be forged by a malicious original

signer or malicious proxy singer. To remedy this weakness, we have modified the Hsu-
Wu-Wu scheme, and the revised scheme is as follows.
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In the proxy share generation phase, we reptaagth
o =k+ zoyoh(My|K) mod q.

Therefore, (1) becomes as follows.

t—1 X
g% 7 y%omeHK)K(HB;i) mod p.
j=1

The other steps of the proxy share generation phase are the same as those of the Hsu-
Wu-Wu scheme.
In the proxy signature generation phase, we repiaedgth

The proxy signef/p, calculatess; from the above equation and senggo the des-
ignated clerk. The designated clerk can then verify the validity,;dfy the following
equation:

t—1
v\ A\ v,
g L rf"'(((y%"n)h‘M‘“K)(HBJI)K) !

j=1

h(R||ASID| M)
) mod p,

whereL; = H§:17j¢i(fvj)(vi —v;)~! mod ¢. Then, the designated clerk calculates

from (2), and the proxy signature on messades (R, S, K, M,,, ASID).
Finally, the verifier checks the validity of the proxy signature and identifies the actual
proxy signers from the proxy group by checking the following equation:

, ¢ h(R||ASID| M)
ST RR(K(y%oYG>h<MwHK>Hy;ji) mod p.
=1

If it holds, the verifier can make sure of the validity of the proxy signature and iden-
tify the actual signers. Furthermore, the revised scheme can withstand the public key
substitution attack and the insider forgery attack. Neither, the malicious original signer
nor anyone malicious proxy signer can forge the proxy signatures.

4.2. Security Analysis of the Improved Scheme

The security of the improved scheme is examined as follows. As with the Hsu-Wu-
Wu scheme, the level of security is quite desirable. The difference, however, is that our
scheme can withstand the public key substitution attack and the insider forgery attack.

Attack 1: Consider the public key substitution attack. The malicious original signer
Uop tries to impersonate anyor more proxy signers ity and to forge their proxy
signature without the agreement of these proxy signers.
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Analysis of attack 1: Up has to change her/his public key after the public keys of the
t or more proxy signers have been determined. AssUimevaits until she/he receives
anyt proxy signers’ public keygp,. She/He substitutes her/his public kegy.

Assumelp selects a random numhey as her/his private key. Thebip has to make
her/his public ke, in satisfying the following equation:

t
1y’ — —h(My||K)™?!
yoyo — gzo(YG) 1 HyPi ( | K) mod P.
=1

In the above equation, suppdgg determines the value, first. She/He has to obtain
the valuey;, by solving the difficult problem. On the other hand, suppbsewants
to fix y;,, she/he has to solve the discrete logarithms (EIGamal, 1985; Hetag,
2002a; Hwangt al,, 2001; Leeet al,, 2002) to find her/his private key, . Therefore, the
malicious original signer cannot successfully forge any proxy signature for any message
by launching the public key substitution attack.

Attack 2: Consider the insider forgery attack. Suppose a malicious proxy stgner
tries to impersonate arty— 1 or more of the other proxy signers @A and to forge the
proxy signature without the agreement of these proxy signers.

Analysis of attack 2: Similarly, Gp can also launch the insider forgery attack. With-
out losing generality, suppose that the malicious proxy sigizemwants to update her/his
public keyyp, . Assumelp, waits until she/he obtains arty— 1 proxy signers’ public
keysyp,. She/He changes her/his public key . Up, chooses a random numhbes, and
makes her/his public key}, as follows:

t—1

1y z —1

Yp, " =g (K(ono)h(M“’”K) Hyp) mod p.
1=1

HoweverUp, cannot create a valid proxy signature. From the above equation, assume
the value ofr p, is determined first. Then, it is an extremely difficult thing to find;a
satisfying the equation. On the other hand/§, determines the integey,_first, she/he
has to solve the discrete logarithms to find the value gf. Thus, the insider forgery
attack here will not work.

5. Conclusions

In this article, we have presented the public key substitution attack and the insider forgery
attack on the Hsu-Wu-Wu scheme. In these attacks, the malicious original signer or any
malicious insider proxy signer in the proxy group, without any private keys of other
proxy signers, can forge a valid proxy signature for any message. We have also proposed
a secure improved scheme to remedy the weaknesses of the Hsu-Wu-Wu scheme. In our
new scheme, neither the original signer nor any malicious proxy signer can forge the legal
proxy signature.
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Pagerinta neatsisakomo slenkstiniagaliotojo paraso schema su
Zinomais paraSo pateilejais
Chwei-Shyong TSAI, Shiang-Feng TZENG, Min-Shiang HWANG

2001 m. Hstet al. pasule neatsisakomslenkstinigaliotaji para@ su Zinomu paraso patejki.
Siy autoriy schemojdgaliotiniy gruge negali atsisakyti savo paraso. Deja, Hs$ial. schema yra
nesaugi kai kur isilauzimy atzvilgiu. Piktavalis paraSo autorius ariggliotinis gali apsimesti
kitais igaliotiniais tam, kad sukugtigaliotuosius parasus. Siame straipsnyje, mes pateiksinsg m
atlikta Hsuet al. schemos analg ir pasulysime nawg slenksti igaliotaji para®, kuris neturi
anksSiau nurodyt trukunmy.



