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Abstract. In 2008, based on the two-party Diffie-Hellman technique, Biswas proposed a contrib-
utory group key exchange protocol called the Group-DH protocol. This contributory property is
an important one of group key agreement. Unfortunately, in this paper we show that the proposed
Group-DH protocol is not a contributory group key exchange protocol. Therefore, we propose an
improved group key exchange protocol with verifiably contributory property based on the same
Diffie-Hellman technique. When an identical group key is constructed, each participant can con-
firm that his/her contribution is actually included in the group key. We show that the improved
protocol is provably secure against passive attacks under the decisional Diffie-Hellman assump-
tion. As compared to the previously proposed group key exchange protocols, our protocol provides
contributiveness and the required computational cost is suitable for low-power participants in a
network environment.

Keywords: contributory property, group key agreement, provable security, decisional Diffie—
Hellman problem.

1. Introduction

A two-party key exchange protocol is used to establish a common session key for two
participants (Diffie and Hellman, 1976; Hwang et al., 2004; Tseng, 2007a; Yoon and
Yoo, 2009). If three or more participants want to communicate securely over an insecure
network, they may employ a group key exchange protocol to compute a group key. In-
gemaresson et al. (1982) proposed the first group key exchange protocol. A group key
exchange protocol allows participants to construct a group key to encrypt/decrypt trans-
mitted messages among participants over an open channel. There are two kinds of group
key exchange protocols: group key distribution (Burmester and Desmedt, 1994; Hwang
and Yang, 1995; Moyer et al., 1999) and group key agreement (Steiner et al., 1998;
Burmester and Desmedt, 2005; Tseng, 2005, 2007b). One point of the group key agree-
ment protocol is that no participant can predict or predetermine the group key. A group
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key agreement protocol (or called contributory group key exchange protocol) involves
all participants cooperatively establishing a group key. This contributory property is an
important one of group key agreement, in which each participant can confirm that his/her
contribution is actually included in the group key.

Biswas (2008) extended the two-party Diffie-Hellman technique (Diffie and Hellman,
1976) to propose two protocols: (1) key agreement with multiple two-party keys and
(2) a contributory group key exchange protocol called the Group-DH protocol. The for-
mer allows two participants to exchange two public keys and generate multiple two-party
keys (Chien and Jan, 2004; Lee et al., 2008). The latter called the Group-DH protocol is
an extension of the two-party Diffie—Hellman technique to generate a group key for par-
ticipants of a large group. He made a performance comparison among the Group-DH pro-
tocol and other previously proposed protocols (Steiner et al., 1996; Bresson et al., 2002;
Kim et al., 2004a, 2004b) to present the efficiency of the Group-DH protocol. The au-
thor claimed that the proposed Group-DH protocol is a contributory group key exchange
protocol. Unfortunately, we will show that the Group-DH protocol is not a contributory
group key exchange protocol.

In this paper, we first show that Biswas’s Group-DH protocol has a security weakness.
In the Group-DH protocol, the group consists of a group controller and some participants.
The group controller is responsible to exchange public keys with other participants of
the group. We show that the group controller can predetermine the group key by one-
self. Thus, the Group-DH protocol is not a contributory group key exchange protocol.
This inspires us to propose an improved group key exchange protocol based on the same
two-party Diffie—Hellman technique. The improved protocol is a contributory group key
exchange protocol retaining the performance merits of the Group-DH protocol. In the im-
proved protocol, each participant is assured that his/her contribution is actually included
in the group key. We also demonstrate that the improved protocol is secure against pas-
sive attacks under the decisional Diffie-Hellman problem assumption (Diffie and Hell-
man, 1976; Boneh, 1998). Performance analysis demonstrates that the improved protocol
is well suited for low-power devices with limited computing capability.

The remainder of this paper is organized as follows. Security definitions for contribu-
tory group key exchange protocols are given in the next section. In Section 3, we briefly
review Biswas’s Group-DH protocol and present its security weakness. Section 4 presents
our improved protocol and its security analysis. In Section 5, the performance evaluation
and comparisons are given. Finally, we draw our conclusions in Section 6.

2. Preliminaries

In this section, we introduce security definitions of a contributory group key exchange
protocols, as well as the related system parameters.

2.1. Parameters

The following parameters are used throughout this paper:
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q: a large prime;

p: a large prime such that p = 2¢ + 1;

G > a subgroup of quadratic residues in Z, thatis G, = {i%|i € VARE

g: a generator for the subgroup G;

H(): a one-way hash function, H: {0,1}* — {0, 1}!, where [ is the output length;
n: the number of participants that want to establish a group key.

2.2. Security Definitions

In a group key exchange system, there exists a public network, in which group partici-
pants can unicast or broadcast messages to each other. A passive adversary (eavesdropper)
may receive the transmitted messages in this public network and keep all transcripts of
past executions. Note that this passive adversary cannot modify messages and send them
to these participants.

As we all know, one point of a key agreement protocol over a key distribution pro-
tocol is that no participant can predict or predetermine the common group key. In many
scenarios, the key distribution approach is not appropriate because the group controller
might become a single failure point for the group’s security. Meanwhile, in some cases, it
is not possible for the group controller to be strongly trusted by other participants in the
group. If the group controller U, is strongly trusted by other participants, then some effi-
cient group key distribution protocols (Burmester and Desmedt, 1994; Hwang and Yang,
1995) may be deployed in this environment.

In the following, we introduce security definitions of a contributory group key ex-
change protocol.

DEFINITION 1 [Group key exchange (GKE)]. Let U = {U;,Us,...,U,} be group par-
ticipants that take part in a protocol P to generate a group key. If all group participants
follow this protocol P and obtain an identical key, P is called a group key exchange
protocol.

DEFINITION 2 [Passive attack]. Passive attack means that a passive adversary A tries to
learn the established group key from the transmitted messages over the public network,
or to distinguish the group key from a random bit string efficiently.

DEFINITION 3 [Contributiveness]. Group participants cannot predict or predetermine
the resulting group key individually. That is, each participant may ensure that his/her
contribution was included in the group key.

DEFINITION 4 [Security of contributory GKE protocol]. Let A be a passive adversary
and P be a group key exchange protocol. A contributory GKE protocol P is said to be
secure if it satisfies: (1) withstanding passive attacks; (2) providing contributiveness.

REMARK. Due to both Biswas’s protocol and our improvement are non-authenticated
type, the above security definitions are slightly modified from Burmester and Desmedt’s
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(2005) group key exchange system, as well as Bresson and Manulis’s (2008) contribu-
tory group key exchange system. In Burmester and Desmedt’s system, they presented the
security definitions for non-authenticated GKE protocol but didn’t concern with contribu-
tiveness. While in Bresson and Manulis’s system, the contributiveness is defined under
an authenticated group key exchange protocol. Generally, authentication is achieved by
involving some signature techniques (Gao et al., 2009; Sun et al., 2010). In an authenti-
cated GKE protocol, the attack model must consider active adversaries that can modify
the transmitted messages and actively send many queries to group participants.

3. Analysis of Biswas’s Group-DH Protocol

In this section, we briefly review Biswas’s group key exchange protocol based on the
two-party Diffie—Hellman technique (Diffie and Hellman, 1976). He claimed that the
proposed protocol is contributory. We will show that the proposed protocol is not a con-
tributory group key exchange protocol because the participants cannot confirm that their
contributions were involved in establishing the group key.

In the two-party Diffie—-Hellman key exchange technique (Diffie and Hellman, 1976),
it allows two participants to generate a two-party shared key. Assume that two participants
are U; and U;.U; and Uy respectively possess two key pairs (z; € Z;, X; = g** mod p)
and (z; € Z;, X; = g% mod p). Then, U; and U; can establish a shared key
g~** mod p. Biswas (2008) adopted the two-party Diffie—-Hellman technique to propose
a contributory group key exchange protocol, called the Group-DH protocol.

In the Group-DH protocol, let U = {Uy,Us, ..., U,} be the set of participants that
want to generate a common group key. Without loss of generality, let U,, be the group
controller. U,, first constructs a two-party shared key with each group participants, re-
spectively. Then, U,, and other participants in U use n — 1 shared keys to generate a
group key. The detailed steps are presented as follows:

Step 1. Initially, each participant U; (1 < ¢ < n — 1) selects a random value x; in
Z, and then computes and sends X; = g** mod p to the group controller Uy,. The group
controller U, also selects a random value z,, in Z; and broadcasts X;,, = ¢g“» mod p
to each participant U;. Thus, each participant U; can compute a two-party shared key
K; = g®® mod p (1 < i < n — 1), with the group controller.

Step 2. The group controller U,, computes the group keyK = ngéJ <n1%9 1mod D
and Y; = gl li<isn-1# 5 mod p,fort =1,2,...,n — 1. Then, U, respectively sends
Y; to U;, where 1 < ¢ < n — 1. Finally, each participant U; (1 < ¢ < n — 1) can generate
the group key K = Y;K “ mod p.

Obviously, each participant can obtain the same group key K = g
p. However, in the following we show that Biswas’s Group-DH protocol is not a contrib-
utory one because the group controller can predetermine the group key.

K1K2,...Kn—1 1104

Claim 1. In Biswas’s Group-DH protocol, the group controller can predetermine the
group key by himself. Thus, it is not a contributory group key exchange protocol.
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Proof. Let U, be the group controller. In Step 1, U,, can construct a two-party shared key
K; with each participant U;, for ¢ = 1,2,...,n — 1. The group controller U,, selects a
predetermined group key R to replace the computing value K = gH1<J< w15 mod p
in Step 2. Then U,, computes Y; = (R)Kf1 mod p, fori = 1,2,...,n — 1. The group
controller U,, respectively sends Y; to U;. Obviously, each participant U; still obtains the
same group key R by computing R = YiK “ mod p. That is, the group key is predeter-
mined only by the group controller U,,. Therefore, Biswas’s Group-DH protocol is not
contributory group key exchange one. g

4. Improvement and Security Analysis
4.1. Our Improvement

Here, we propose an improvement on Biswas’s Group-DH protocol (Biswas, 2008). The
system parameters are the same as ones in the Biswas’s protocol reviewed in Section 2.1.
The detailed steps are presented as follows.

Step 1. Each participant U; (1 < i < n— 1) selects a random value z; in Zy, and then
computes and sends X; = ¢g”* mod p to the group controller U,,. The group controller U,,
also selects a random value x,, in Z ;‘ and sends X,, = ¢g”" mod p to each participant U;.
Then, each participant U; and the group controller U,, can compute a two-party shared
key K; = g"* modp (1 <i<n—1).

Step 2. The group controller U, selects a random value x in Z; and computes
Y =¢*modpandV; = Y& modp, fori = 1,2,...,n — 1. Then, U, broadcasts
(Y1,Ys, ..., Y, _1) to each participant. Finally, each participant U; (1 < i < n — 1) can
compute the group key K = H(Y,* Y1, Vs, ..., Y, 1).

4.2. Security Analysis

Under the security definitions presented in Section 2.2, we show that the improved proto-
col is a secure contributory group key exchange protocol. We need two security assump-
tions: the Decision Diffie-Hellman assumption (Boneh, 1998) and a secure one-way hash
function assumption (Bellare and Rogaway, 1993; NIST/NSA, 2005).

Assumption 1 [Decision Diffie-Hellman Assumption]. For a given y, = ¢®* mod p and
Y» = g** mod p, where z, and z; are randomly chosen from Z;, the following two
tuples of random variables (yq, Y5, g**** mod p) and (yq4, y», R), where R is a random
value in G4, are computationally indistinguishable.

Assumption 2 [One-way Hash Function Assumption]. There exists a secure one-way
hash function, H: S = {0,1}* — L = {0, 1}!, where [ is a fixed-length, that satisfies the
following requirements. (i) Given any y € L, it’s hard to find € S such that H(z) = y.
(ii) Given any x € S, it’s hard to find 2’ € S such that ' # x and H(z') = H(z).
(iii) It’s hard to find , 2’ € S such that 2’ # z and H(z') = H(z).
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In the following theorem, we show that the improved protocol is a group key exchange
protocol with verifiably contributory property.

Theorem 1 [Contributiveness]. Under the one-way hash function assumption, if an iden-
tical group key can be established by each participant, then each participant is assured
that his/her contribution was included in the group key.

Proof. According to the improved protocol, the group controller U,, broadcasts Y;, for
1 =1,2,...,n — 1, to each participant. Each client U; (1 < ¢ < n — 1) may use his/her
secret value K; to compute an identical group key K. Since an identical group key K has
been established, this means that the following equation holds.

K = HY " Y1,Ya,..., Y1) = HY)S, Y1, Yo, ..., Yy q) = -
= H(Y "' Y1, Ya, .. Yaly).

Under the one-way hash function assumption, we have an identical value V' such that
V=Y modp=Y 2modp=-- = Y,fi"fl mod p. Thus, we have

Y1 = VE mod D,
Y, = V&2 mod D,

Y11= VK;il mod p.

Since K = H(Y/' Y1, Ya, ..., Yo_1),wehave K = H(V, VKL VK" vKai),
Thus, we say that the group key K contains all participants’ secret value K;. Since
K; = X% modp, forv = 1,2,...,n — 1, each participant ensures that his/her con-
tribution x; was included in the group key K. g

In the following theorem, we use the contradiction proof technique to prove that the
improved protocol is secure against passive attacks under the Decision Diffie-Hellman
assumption. Assume that there is an efficient algorithm A run by a passive attacker that
can distinguish the established group key of the improved protocol from a random value.
We can then adopt the algorithm A to be a subroutine to construct another efficient algo-
rithm A’ to solve the Decision Diffie-Hellman assumption.

Theorem 2 [Passive attack]. Under the Decision Diffie—Hellman assumption, the im-
proved protocol is secure against passive attacks.

Proof. A passive attacker tries to learn secret information about the group key by listen-
ing to the communication channel. The passive attacker may obtain X; = ¢”* mod p,
fori = 1,2,...,nand Y; = yvE mod p, for j = 1,2,...n — 1, where K; =
g% mod p. In the following we show that the passive attacker cannot get any in-
formation about the group key K = H (l/iKi, Y1,Y5,...,Y,_1). Under the Decision
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Diffie—Hellman Assumption, we shall prove that (X;,Y;, K) and (X;,Y;, K’), for
i =1,2,...,nand 7 = 1,2,...,n — 1, are computationally indistinguishable, where
K’ is arandom value in G,,.

By contradiction, assume that there exists an algorithm A, which can efficiently dis-
tinguish (X;,Y;, K) from (X,;,Y;, K’'),fori = 1,2,...,nand j = 1,2,...,n — L.
Based on the algorithm A, we show that we can construct another algorithm A that can
efficiently distinguish (Y4, ¥, g%** mod p) from (yq, ys, R), where y, = ¢g** mod p,
Yp» = g°* mod p, and x4, xp € Z;‘.

Let y,,yp and R be the inputs of algorithm A’. Without loss of generality, assume
that X; = y, = ¢%* mod p and X,, = 1, = ¢** mod p. Then, algorithm A’ randomly
selects s,t1,t2,...,t,—2 from Z; and computes the following values:

Xi=Ya Y1 =(g°)" modp,
X5 = Xfl mod p, Yo = Yfl mod p,
X3 = X{* mod p, Y3 = Y/ mod p,

X1 = Xf"’g mod p, Y1 = Yf”’z mod p,
X, = Yo-

Therefore, the algorithm A’ has constructed X;, for i = 1,2,...,n and Y}, for j =
1,2,...,n — 1. The algorithm A’ then calls A with these values. It is obvious that if
K' = H(¢%,Y1,Ys,...,Y,_1) holds, then R = g*** mod p also holds. That is, A’
can apply A to efficiently distinguish (y,, yp, g*=** mod p) and (yq, ys, R), which is a
contradiction for the Decision Diffie-Hellman problem assumption. Thus, the improved
protocol is secure against passive attacks under the Decision Diffie-Hellman problem
assumption. O

5. Discussions

For convenience, the following notations are used to measure the communicational cost
and the computational complexity.

|m|: the bit length of a transmitted message m;

Trxp: the time of executing a modular exponentiation;

Tinv: the time of executing a modular inverse;

Ty the time of executing a modular multiplication;

Ty the time of executing the one-way hash function H ().

Considering the computational complexity for the group controller in Step 1, the
group controller U,, computes X,,, and K;, for ¢« = 1,2,...,n — 1. Thus, it requires
nTrxp. In Step 2, the group controller U,, requires nTrxp + (n — 1)Tiny + T to com-
putes K.Y and Y; fori = 1,2,...,n — 1. Therefore, the computational complexity for
the group controller is 2nTrxp + (n — 1)Tiny + 1. Let us discuss the computational
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complexity for each participant U;. In the improved protocol each participant U; com-
putes X,;, K; and K, where 1 < ¢ < n — 1. Thus, 3Tgxp + Ty is required for each
participant. By the performance evaluation for modular exponentiation and hash function
on a personal digital assistant (PDA) device in Tseng (2007b), the improved protocol is
suitable for low-power participant device in a network environment.

Here, let us analyze the communicational cost for the improved protocol. Obviously,
each participant U; sends only X to the group controller. The group controller broadcasts
X,andY; fori =1,2,...,n — 1 toall participants. Thus, the communicational costs of
each participant and the group controller are |p| and n|p|, respectively.

Because both Biswas’s (2008) protocol and the improved protocol are non-authenticated,
we consider several non-authenticated group key exchange protocols (including group
key distribution and group key agreement). Table 1 lists the comparisons among a star-

Table 1

Comparisons between the previously proposed protocols and our improved protocol

SGKD protocol FGKA protocol Biswas’s Group-DH  Improved
(Burmester and (Burmester and protocol (Biswas, protocol
Desmedt, 1994) Desmedt, 2005) 2008)
Contributiveness No Yes No (shown in Yes
Section 3)
Number of n—1 0 2n — 2 n—1
uni-casting (orn — 1)%
Number of 2 2n 1 (or 2)¢ 2
broadcasting
Uni-casting Ipl 0 Ip| Ipl
message size by
each participant
Broadcasting 0 2|p| 0 0
message size by
each participant
Uni-casting Ip| No group Ip| Ip|
message size by controller
the group
controller
Broadcasting (n—1)|p| No group (n—1)|p| (n—1)|p|
message size by controller
the group
controller
Computational 2TExp 4Texp+ 3Texp 3Texp +TH
costs for each (2n — )TvuL
participant
Computational nTexp+ No group 2nTexp+ 2nTrxp+ (n —
costs for the (n —2)TvuL controller (2n — 5)TvuL DOy + Ty

group controller

“In Biswas’s Group-DH protocol, the group controller may use a broadcasting to replace n — 1 unicasting.
Here we use the broadcasting to compare the message size.
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based group key distribution (SGKD) protocol (Burmester and Desmedt, 1994), a famous
group key agreement (FGKA) protocol (Burmester and Desmedt, 2005), Biswas’s Group-
DH protocol (Biswas, 2008) and the improved protocol. The comparisons are considered
in terms of the contributory property, the required numbers of uni-casting and broadcast-
ing, as well as both the message size and the computational complexity required for each
participant and the group controller. According to Table 1, the computational complex-
ity required by each participant in the SGKD protocol has the best performance but the
SGKD protocol does not provide contributiveness. In the FGKA protocol, it is a con-
tributory group key exchange protocol but each participant requires more computational
costs as compared to other protocols. The computational complexity required by each
participant in the improved protocol increases only 7 than one in Biswas’s Group-DH
protocol. The point of the improved protocol is to allow each participant can confirm that
his/her contribution is involved in the established group key. On the contrary, the group
controller in Biswas’s Group-DH protocol is easy to predetermine the group key.

In the following, let us discuss participant authentication. Mutual authentication en-
sures each participant to confirm that other participants did actually join in the group
key establishment process. Both Biswas’s (2008) protocol and the improved protocol are
non-authenticated group key exchange protocols. By its very nature, a non-authenticated
group key exchange protocol cannot provide participant and message authentication, so
it must rely on the authenticated network channel. Nevertheless, if the improved protocol
is employed in cellular mobile networks (GPRS, 2002) or wireless local area networks
(ANSI/IEEE, 2005), one alternative is that each participant may use the authentication
procedures (Tseng, 2006; Tseng et al. 2008) provided by these attached networks to au-
thenticate with the group controller each other in advance.

6. Conclusions

We have presented that Biswas’s group key exchange protocol based on the Diffie—
Hellman technique has a security weakness. Biswas’s Group-DH protocol is not a real
contributory and violates the contributory property of group key agreement. We have pro-
posed a secure group key exchange protocol with verifiably contributory property based
on the same two-party Diffie—Hellman technique. Meanwhile, we have demonstrated that
the improved protocol is provably secure against passive attacks under the decisional
Diffie—Hellman problem assumption.
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Bendradarbiaujant sukurto grupinio rakto, naudojancio
Diffie—Hellman’o metoda, analizé ir patobulinimas

Yuh-Min TSENG, Tsu-Yang WU

2008 m. Biswas pasiiilé bendradarbiaujant sukurto grupinio rakto apsikeitimo tarp vartotoju
protokola Group-DH. Straipsnyje parodyta, kad Sis protokolas néra grupinis apsikeitimo raktais
protokolas. Pasiiilytas patobulintas grupinio apsikeitimo raktais protokolas, kuriame panaudotas
Diffie-Hellman/Zo metodas. Kai suformuojamas grupinis raktas, kiekvienas dalyvis gali patvirtinti,
kad jis dalyvavo kuriant §j rakta. Parodyta, kad patobulintas protokolas yra atsparus pasyviosioms
atakoms ir tenkina skaiciavimo sudétingumo reikalavima.



