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Abstract. In this paper, we present a novel fine-grained access control system for applications
where the information flow is critical; the confidentiality of the data is essential and there are a
huge number of users who access different portions of an XML document as in military applica-
tions. We combine MAC and RBACK models for XML for use in the mentioned type of applica-
tions. In accordance with the peculiarities of the target applications, the access control model is
structured in such a way that the implementation can be done efficiently for large number of users.
In the system presented, instead of using access control lists, we use a security labeling approach in
defining the grant rules. By combining the advantages of role-based and mandatory access control
schemes, the access control system presented provides a fine-grained, flexible and effective access
for applications where the confidentiality of data is crucial. The system is implemented and tested
for correctness. Performance analysis is also given.
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1. Introduction

The security of data in XML (WWW Consortium, 2004) documents has become an im-
portant issue in the literature. Confidentiality, integrity and authentication (Bertino et al.,
2002; Sandhu, 2003) are important considerations in the security of an XML document.
The confidentiality is achieved by access control models. The integrity is achieved both
by access control models and by encryption techniques. Authentication may be achieved
by the use of digital signature techniques. The activities of an access control system may
be summarized as follows.

First a user is authenticated as a subject into the system. The authentication process
gives us an opportunity to ensure that the source that wants to gain the access of a specific
subject is the source that it claims to be. After the authentication phase, the computer
resources (objects) are pruned to obtain the accessibility view of the data with the aid of
access control policies. Accessibility view creation is essential in securing the data from
unauthorized users. In a fully secure system, where the confidentiality is a critical issue,
a user should not know the presence of objects that the user is not authorized to access.
Thus the pruning of the resources is required in order to return only the objects that a user
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is granted to access. The pruned data is called the accessibility view. The user is targeted
to request from the accessibility view and a response is returned to the user. An overall
access control strategy is summarized in Fig. 1.

In the literature, there are various studies (Bertino et al., 2002; Kudo and Hada, 2000;
Damiani et al., 2000; Bertino et al., 2004; Bertino et al., 2001; Gabillon and Bruno, 2001)
on access control models for XML documents that use Discretionary Access Control
(DAC). Discretionary Access Control provides a secure and fine-grained access to the
authorized subjects. However they do not prevent information flow from data objects to
subjects and vice versa (please consult the appendix for more information on securing
information flow). This is not acceptable in military applications.

In military applications, the main reason for using access control is the confidentiality
of the information being shared among the authorized users who have different access
rights with different security labels. In mandatory based access control (Sandhu, 2003),
MAC, models are proposed to achieve confidentiality and integrity of data.

The novel access control system presented in this paper secures the information flow
and provides confidentiality of the data. The proposed method can be effectively used in
applications where confidentiality of the data is crucial and there are a huge number of
users in a distributed environment such as in military applications.

In general, access control policies use access control lists, ACL, to specify the access
rights of the subjects with respect to the objects. In the access control system that we
present, security labeling approach is used instead of access control lists. Security labels
associated with a document are in a hierarchical order. Furthermore to achieve a fine-
grained access control model, access control rules are used to define the subjects who are
not allowed to access specified objects.

If confidentiality is essential, the information flow between the objects and that be-
tween the subjects and the objects must be secured. In access control systems in the
literature (Bertino et al., 2002; Damiani et al., 2000; Bertino et al., 2004; Gabillon and
Bruno, 2001) although the system administers the interaction between the subjects and
the objects, the confidentiality of information among the objects is not taken into consid-
eration. To secure information flow between the objects in an XML document, we use
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Target Pruned Source
Source (Accessibility View) User
Response

Data Source

Fig. 1. Access control strategy.
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mandatory access control (MAC) strategy and show that MAC can be applied to XML
Access Control.

Another problem in access control is the storage and maintenance of access control
lists, especially, if there are a huge number of users in the system. In the access control
system that we present, we use a novel security labeling technique instead of access
control lists to handle this problem.

Since XML documents are semi-structured, some XML documents may not have a
predefined schema and the internal structure of the XML document may not be known.
To overcome this difficulty, some techniques (Fan et al., 2004; Zhuo, 2003; Harrison et
al., 1976) such as rewriting XPath expressions are proposed in the literature to satisfy
secure query evaluation. These techniques have a performance drawback on the response
time of the query to be executed. For the solution of this problem, we introduce some
rules into our access control policies and use a 2-phase pruning scheme which enables us
to query the database and construct the rules with XPath expressions.

The major contribution of the proposed method compared to work in the literature
may be summarized as combining MAC and RBACK models for XML in a manner
that allows efficient implementation. Thus the proposed method can be effectively used
for large number of users. The proposed model is structured for applications where the
information flow is critical and the confidentiality of the data is essential.

The rest of this paper is organized as follows. In Section 2, we have the related work
in the literature. In Section 3, the proposed model is explained. In Section 4 we present
and discuss the performance and the contributions of the proposed model. In Section 5,
we have the conclusions.

2. Related Work

Recent work (in addition to ones already mentioned) on XML access control in the liter-
ature includes the following techniques that are based on DAC model. In (Verma, 2004)
how to incorporate XACML into applications is presented. XACML is a language for
specifying XML access control. It is created with the objective of providing a “portable
and standard way of describing access control entities and their attributes and a mech-
anism that offers much finer granular access control than simply denying or granting
access”. In (Murata et al., 2003) a technique to release the burden of XML query proces-
sors in runtime is presented. The technique uses static analysis to determine if an access
request is to be granted or denied. In (Lim et al., 2003) an XML access control model
that supports not only read operations but also update operations is presented. In (Hada
and Kudo, 2000) an access control language called XACL to specify security policies is
presented. XACL supports both read and write operations and also provisional authoriza-
tion. In provisional authorization a user denied access may be granted access, if the user
takes certain actions requested by the system.
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3. Proposed Access Control Model

The overall structure of the proposed model is shown in Fig. 2. First of all users are
authenticated to the system and are defined as subjects in the system (Subsection 3.3).
After the authentication process, the XML document is pruned (with the aid of grant
rule policies) to specify the objects that can be accessed by the authorized user. XPath
is used to specify the objects in the system (Subsection 3.2). Also grant rule policies are
specified using pre-defined rules (Subsection 3.1). In these specifications, security label
assignment to each individual object is determined in such a way to secure information
flow. After completing the first pruning phase (Subsection 3.4), we obtain a view of the
XML document that contains the objects that the user is granted to access. Next, the
second pruning phase takes place (Subsection 3.6). This phase prunes objects of the XML
document that the authorized subject is not allowed to access. For this process deny rules
are used (Subsection 3.5). After the second pruning phase the view is ready to be accessed
by the user.

In this paper, we consider only READ privileges. The READ privileges are gener-
ally expected to be the most common privileges where confidentiality is a critical issue.
WRITE and UPDATE privileges are given to a small group of users whereas READ privi-
leges are given to a large group of people. Thus most of the accesses require only READ
privileges in applications where confidentiality is a critical issue. We assume the admin-
istration of the XML document, authorization of access rights to the users and the policy
rules are in the responsibility of a security administrator. Therefore owner, write, delete
and update privileges are not assigned to individual subjects of the system.

We use denial takes precedence conflict resolution method in our access control sys-
tem. That is if an object is neither granted nor denied to a user than the object is denied
access by default. When an access conflict arises on a subject then the conflict resolution
policy operates in favor of denial rules.

3.1. Grant Rule Policies

In our proposed system, grant rule policies are constructed according to Mandatory Ac-
cess Control model. Mandatory Access Control policies are based on the concept of as-

Grant Rule Deny Rule
Policies AML Policies
Source
J{ pruned
user document
icati 5| 1stPruning 5| 2nd Pruning view returned
—>| Authentication > Phase > Prase — {0 USer

Fig. 2. The overall structure of the proposed access control scheme.
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signing security labels for subjects and objects. Security labels which are assigned to the
subjects are called clearances and the security labels which are assigned to the objects
are called classifications.

XML documents have a tree structure as shown in the example in Fig. 3. Due to this
hierarchical structure in XML Documents, we can state Rule 3.1 to secure information
flow and get the highest confidentiality.

Rule 3.1. Let us denote OS = {0;1,0;2,0;3...0;n} as the topological sort of the
object set of the XML Document (i.e., if O;; is an ancestor of Oy, then O;; precedes Oy,
in OS). Let L; and L; be the classifications of O; and Oj, respectively, if O; precedes
Oj, then L; > Ly, for any O; and O; in OS.

Rule 3.1 states that in an XML tree, the root node has the minimum classification over
all the nodes and every node has a classification that is equal to or higher than those of its
ancestors. This makes information flow secure from root to leaves. An XML document
should have a structure where the most sensitive information is stored in leaf nodes. An
example of assigning classifications to the nodes of an XML document is given in Fig. 3.
The security label of a node is given right next to the element name in a node.

By examining Fig. 3, we can make the following statements. The whole XML doc-
ument’s security label is 5, which means that if the security label set has a 10-degree
security level, this document has at least mid-sensitive information. The most sensitive
information is the position of the employee and has been assigned with the highest secu-
rity label 9.

3.2. Object Specifications
In recent studies, object specification in access control of XML Documents are frequently

implemented using path expressions since path expressions can identify elements and at-
tributes in fine-granularity (Bertino et al., 2002; Damiani et al., 2000; Bertino et al.,

employee &
weark-info & personal-info 7
department & |
/ ‘ \ contact 7

E. F. John efigbu.eduy  2E3825515
A143 M. R. Zata Security

Fig. 3. An XML document with classifications assigned to nodes.
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2004; Bertino et al., 2001; Gabillon and Bruno, 2001). We use XPath (WWW Consor-
tium, 1999) language to identify the elements and attributes of the XML Documents.

3.3. Subject Specification

Every individual user has to be uniquely defined and authorized in the system. We assume
that a unique identifier such as an IP number, username, or an e-mail address is used to
identify a user. Rule 3.2 states that each user is unique.

Rule 3.2. If we denote U = {Uy,Us,Us ..., Uy} as the user set of the system, then
U; # U; where i # j.

If the authorization is successful, then every individual user can be seen as the subject
of the system. As in RBAC model (please consult the appendix for more information), the
subject specification can be extended to the roles where individuals can be the members
of the roles in the system. We make sure that the unique role identities (stated in Rule 3.3)
are different from the unique user identities as stated in Rule 3.4

Rule 3.3. If we denote R = {R1,Ra,Rs3 ..., Ry} as the role set of the system, then
R; # R;j where i # j.

Rule 3.4. If we denote S = U U R = {S1,52,55...5,} as the subject set of the system,
then for every i and j S; # S;, where i # j.

The subject specifications will be used in authorizations and in access control policies.
Therefore while specifying the grant rules, every subject must be assigned a security
label. In this section, security labels and the rules for assigning these security labels to
the subjects are specified. The terms security label (or security level) of the subjects and
clearance are used interchangeably.

Rule 3.5 states that the number of security labels is equal to the number of objects at
most. In the worst case, every object in the XML document has a different security level.

Rule 3.5. If we denote L = {L1, Lo, Ls...L,} as the security label set of the system
and N as the number of the elements in the object set, then L; # L; where i # j and
n <= N.

Rule 3.6 states that every subject who is authorized to the system must be assigned a
security label no matter whether the subject is an individual user or a role.

Rule 3.6. Every S; in set S is associated with a L; in set L.
Rule 3.7 states that every user of a given role must be assigned a security label greater
or equal to the security label of the role that it belongs to.

Rule 3.7. (user assignment rule). Let the security level of role R be L. For every user U;
with security level L; associated with role R, it must be that L; > L;.

If the system administrator associates a user with a role, then the clearance of the user
becomes equal to that of the role if it is smaller. If it is greater than that of the role, then
it is not changed. In effect, a person associated with a set of roles, has a clearance at least
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as high as the clearance of the role that has the highest clearance among all the roles in
the set. Roles make handling the clearances of a group of users easy. Instead of changing
the clearance of users individually, we change the clearance of a role. Consequently the
clearances of users associated with role x are changed if the users are associated with only
role x. If a user is associated with roles other than x, obviously his/her clearance may or
may not change depending on the clearances of the other roles the user is associated with.

Rule 3.8 states that a role’s security level is determined by the maximum security label
of the objects that are assigned to that role. In other words, a role’s security level is defined
by the object with the highest security label assigned to the role. The security labels
of the roles are assigned directly from the objects which are defined by the permission
assignment rule.

Rule 3.8. (permission assignment rule). Let the security level of role R; be L; and that
of an object O; be L;. Let OR; be the set of objects associated with role R;. L; =
max{Ly|Ly, is associated with Oy, in OR;}.

In this paper, every security level is assumed to be an integer to make the system easily
understandable. The sensitivity of the security labels is defined by Rule 3.9.

Rule 3.9. Ler L denote the security label set of the system, L = {L, Lo, L3 ... Ly }. For
any Ly and L; in L, if Ly > Lj, then L; is a more confidential security label than L.

The following theorem is crucial in simplifying the conflicts that rise between the
RBAC and MAC models and also in securing the confidentiality.

Theorem 3.1 (confidentiality theorem). Every user Uy, associated with a role R; can
access all the objects assigned to that role (i.e., the security level of a given role is greater
than or equal to the classifications of objects associated with that role).

Proof. 1) For every object O; with a security level L; associated with a role R; (whose
security level is L;), L; > L; (from Rule 3.8).

ii) Any user U}, (with a clearance of L;,) associated with role I2; (whose security level
is Lj), L, > L; (from rule 3.7).

i) and ii) together imply that Ly > L;.

3.4. First Pruning Process

In our proposed system, after security labeling processes (when a subject authenticates it-
self to the system), the access control mechanism searches the entire document to specify
the objects that can be accessed by the specific user. With the subject and object spec-
ification rules, this process becomes extremely easy to implement and operates in high
performance. In our system, an object is considered to be accessible by a specific subject
according to Rule 3.10.

Rule 3.10. Let us denote L as the clearance of the subject S and L, as the classification
of the object O. O is considered to be accessible by S, if Ls > L, is satisfied.
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In Fig. 4, the algorithm to prune the objects which do not have a granted access to
a specific user is given. In this algorithm, first of all, it is expected that a subject is au-
thenticated to the system. After authorization process, clearance of the specific subject
is obtained and starting from the root node, every object’s classification is compared.
If the clearance of the subject is equal to or greater than the classification of the object
compared, then the object is added to the view of the pruned tree and recursively all the
children nodes of the added node are compared. An example of a pruned document ob-
tained after the first pruning phase is shown in Fig. 5. In the example, the clearance of the
subject is equal to 6.

1. perform subject authentication

2. Let L, be the clearance of the subject

3. pt = {} //initialize pruned view.
4. 0i = root node // initialization root node

5. if Ls < Li then exit //subject have no permission to read the document

6. if Ls >= Li then add (Pt, 0i)

7. for all the children of the added node

8. 01 = new child node
9. if Ls >= Li then add (Pt, 0i) goto step 7.
10. return Pt

Fig. 4. Pruning algorithm in the first phase.

employee &
wark-info 6
department &

-

dept. #6  dept. head 6

A143 M. R. Zata

Fig. 5. The view obtained after the first pruning phase for the XML document in Fig. 3 for a subject with
clearance Ls = 6.
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3.5. Deny Rule Policies

In the system presented, one of our main objectives and consequently our contribution
is to design a fine-grained access control model over XML documents. The model that
we presented so far is inadequate because of the lack of denial rules for a given subject.
For example, let us consider a scenario in which a couple of users are assigned to a role
and their access specifications are assigned based on that role. However, for some reason,
security administrator would like to deny access of an object to a specific subject in that
role. The security administrator can not change the role’s rules because that would affect
all the subjects associated with the rule. Thus there should be a flexibility provided to the
security administrator to achieve a fine-grained access control. The deny rules integrated
in to our system and explained in the following provide the flexibility needed.

We specify a deny access control rule by a 2-tuple <s, o>, where s de-
notes the subject and o denotes the object. As an example let us assume that a
user with an IP address 192.168.7.1 is not allowed an access on the object /pro-
file/calendar/event/[location="Zabars’]. The deny rule for this example can be constructed
as<192.168.7.1, /profile/calendar/event/[location="'Zabars’>.

In our system, we assume that all the deny rules are recursive rules. That is to say
when we apply a rule, then the descendants of the object specified in the rule are also
affected by the rule.

We store the deny rules in access control lists. Although access control lists have
some drawbacks, as we mentioned earlier, they can be used to implement the deny rules
which are only a small portion of the general access control rules. Since the deny rules
are exception rules, we assume their number to be small.

Deny rules can also be defined for a role (i.e., the subject in rule definition is specified
as arole). In such a situation the size of the ACL to store the deny rules is further reduced.

3.6. Second Pruning Phase

The algorithm to enforce the deny rules is given in the Fig. 6. The algorithm states that
by using an XML query language processor such as an XQuery processor, the objects

1. For every O; in the deny rule policies do

2. nodeSet = XQuery (O;) // query the specific object

3. if nodeSet = {} exit // if there is no object than exit
4. if nodeSet # {} then remove (P, node)

5. for all the children of the removed node

6. node = new child node

7. if node # {} then remove (P, node) goto Step 5

10. return P,

Fig. 6. Algorithm of the second pruning phase.
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which are specified by the deny rules for a specific subject are found. If the query returns
an empty result set, then we can conclude that there is no need to further pruning. Thus
to get optimum efficiency from the access control mechanism, the deny rules should be
defined according to Rule 3.11.

Rule 3.11. Let L; be the classification of object O; and L to be the clearance of subject
S;. If Ly > Ly, then it is unnecessary to specify a deny rule < S;, O; >.

After finding the object(s) (i.e., the nodeSet in the algorithm) to be pruned in the
algorithm, each object (in the nodeSet) and all of its descendants are recursively pruned
from the view of the XML document. The result of the algorithm is always an XML tree
with a root node which is the same as that of the original XML Document. Thus we do not
need to rewrite the original absolute XPath query to achieve a secure query evaluation.
This is an important contribution of our proposed system.

In Fig. 7, we see the view obtained as a result of applying the second pruning phase to
the view shown in Fig. 5 for the deny rule <192.168.5.10, /employee/work-
info/ department/[dept.# ="A143"]>.

By the end of the two phase pruning algorithms we achieve a fine-grained access
control over XML Documents. If a given subject is given a clearance that is adequate to
access all the objects in an XML document, the view constructed after the first pruning
algorithm will be the same as the original document. However due to the presence of deny
rules for the given subject, the second pruning phase enables us to restrict the access of
an object or a path of objects to the subject.

Also note that the accessibility view of an XML document is a sub-tree of the original
XML document that has the same root as the original document. This enables us to use
absolute path expressions in user requests and rule specifications.

The 2-phase pruning that we presented guarantees that conflict resolutions are handled
for the safety of the confidentiality. That is a user is denied an access to an object (if a
deny rule exists), although the user has adequate security level to access the object.

employee &
—
.,——'_'_'-FFP_’_'_FF
work-info 6
department &
dept. head 6

M. R. Zata

Fig. 7. The view in Fig. 5 after the second pruning phase.
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4. Performance Analysis

In this paper our main contribution is designing a high-performance fine-grained access
control system based on MAC and RBAC models for XML documents in applications
where the information flow is a critical issue as in military applications. We show that
MAC model can be appropriately used in a fine-grained access control of XML docu-
ments with the aid of RBAC model. By assigning security levels to the subjects and using
the 2-phase pruning algorithm we just described, we obtain high performance.

In measuring performance, response time and memory requirements of access control
algorithms are important considerations. In Fig. 8, we present the comparison of the worst
case memory usage of our proposed system with that of access control matrix (ACM)
based systems. In Fig. 8, we see that our proposed model uses less memory to store the
access control policies than access control matrix based models.

Access control matrix is implemented as access control lists or capability lists. Ac-
cess control lists are linked lists that link the subjects for a specific object. Capability lists
are linked lists that link the objects together for a specific subject. The memory require-
ments of both implementations are equal to each other in the worst case (i.e., each user is
associated with each object and vice versa).

Using security labeling technique instead of access control matrix reduces the num-
ber of memory units needed to store grant rule policies. The size of the access control
matrix is calculated by multiplying the number of users with the number of objects. The
access control matrix may become extremely sparse due to the fact that whether a subject
is granted access to an object is not considered in allocating memory. In our proposed
model, we assign security labels to each subject and object and consequently use fewer
units in memory.

In most of the existing systems (Bertino et al., 2002; Bertino et al., 2004; Gabillon and
Hudo, 2001) the access control models are based on access control lists (ACL’s) which
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Fig. 8. Worst case memory usage comparison for 10 objects.
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specify the subjects that have an access privilege on a specific object. If the number
of the subjects increases, the size of the access control list increases also. This in turn
causes a difficulty in the maintenance of the access control rules for the given document.
Besides, access control matrix which is comprised of the ACL’s is likely to be sparse.
For example, in a system where there are 10000 users (denoted with U) who want to
access 1000 objects (denoted with O) the matrix should have 10000000 (U*QO) matrix
entries. A big percentage of the whole matrix would be empty considering the fact that
not all users want to access all the objects. Other drawbacks of ACL’s are mentioned by
Nagaraj (2001).

To deal with this efficiency problem, there are numerous proposals in the literature. In
(Jagadish et al., 2002) we see an important proposal that introduces the concept of com-
pressed accessibility map (CAM). To deal with this problem, we propose a new model
based on assigning security levels to both subjects (users) and objects (i.e., elements and
attributes of a given XML document). In our model, we only have to specify 11000 (U+O)
security entries for 10000 users (denoted with U) who want to access 1000 objects (de-
noted with O). The main idea is that a subject can have a granted access privilege on an
object if and only if the subject has the same or higher security level than the one the ob-
ject has. Therefore, there is no need to use access control lists to specify which subjects
have a granted access on which object.

Our proposed model has better response time in the pruning algorithm then systems
using access control lists. In systems using access control lists, for a specific subject’s
access control list every object is accessed (whether or not the subject has a granted access
privilege on the specific object) to form a valid view of the XML accessibility view. Thus,
if we specify the time metrics in the algorithm as the objects accessed, then the average
response time is equal to the number of objects in the system. However in our proposed
model, it may be unnecessary to access every object to compute the accessibility view
of the original XML document. According to the rules for granting access (specified in
Section 3), if an object is not accessible for a specific user, then we are guaranteed that
every descendant of the node is not accessible to the user. Therefore there is no need to
access every node in the XML tree structure. When the clearance of the subject is greater
than that of every object in the XML document, the worst case time of our proposed
method is equal to the average time of the systems using access control lists (Damiani et
al., 2000).

Three XML documents with different structures are used in comparing our proposed
system with systems using access control lists, in the number of objects accessed, as
shown in Fig. 9. One of the documents in Fig. 9 (XML Sample 1) has a single path
structure. The other document (XML Sample 2) has a binary tree structure. The third
document is the one in Fig. 3.

Let n be the number of nodes in an XML document with m levels and let n; be the
number of nodes at the ¢th level. If we assume that every sibling in a level of the XML tree
is given the same permission, then the average case behavior in systems using ACL and
our proposed system are given by O1(n) in (4.1) and Oz(n) in (4.2), respectively. In our
proposed model, if a subject is denied an access to an object, then all the descendants of
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Fig. 9. Average time performance comparison for three XML documents.

that object are denied also. For any XML tree, it is always the case that Oz(n) < O1(n).

O1(n) =ny+na+nz+...+nm =mn, 4.1)
OQ(TL) = (’Ill + (Tll + ng) + (n1 + no + 77,3)
++(n+ng+ng ...+ ng))/m. 4.2)

Conflict resolution is easily handled in our model. The presence of grant access and
deny access rules causes a need for conflict resolution. RBAC policy rules have domi-
nance over the MAC policy rules (i.e., deny overwrites). If there is no rule defined for
an object that deny the access to that role, then the object is defined as inaccessible (i.e.,
closed policy). These rules simplify the conflict resolution.

Assigning security labels to objects is done by the system administrator in the system
presented. In applications for which this system is intended (such as in military appli-
cations), documents are classified and assigned security labels anyway. Thus assigning
security labels to objects does not impose much burden.

The model is implemented and tested (Hiinerkar, 2006). Apache Xindice 1.0 (an XML
database management system) is used to store the XML data in a distributed environment.
XML-DB API is used to access and manage XML data stored in Xindice. Java 2 plat-
form, Enterprise Edition 1.4 SDK enabled accessing Xindice with XML_DB API. Net-
beans IDE 5.0 is used as the integrated development environment for accessing Xindice,
XML-DB API tools and J2EE SDK tools at the same time. The program was tested for
24 different XML documents related to inventory data with 5 different numbers of nodes.
According to the results of the tests, it has been demonstrated that the model works cor-
rectly at least for all of the test data. The users were able to access only the parts of the
document that they were allowed to. The first and second phase execution times are re-
lated to the number of nodes in the XML document. We tested the program for 5 different
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XML documents with number of nodes ranging from 250 to 1351. For an XML document
with 811 nodes in its DOM tree representation, the first phase takes 33.91 seconds. The
first phase execution time increases nearly linearly between 250 and 1081 nodes with a
difference of 51 seconds between the end points. Most of the time spent in the first phase
is due to the construction of the tree representation of the XML document using DOM,
in our implementation. Actually the DOM tree representation of the XML document is
constructed once for an XML document and used for the access control of all users until
the system shuts down. The second phase takes 2 milliseconds for an XML document
with 1081 nodes in its DOM tree representation and 2 deny rules for each user. The sec-
ond phase execution time changes from .5 to 2.5 milliseconds for XML documents with
between 250 and 1351 nodes in their DOM tree representations.

5. Conclusions

In this paper we presented a novel fine-grained access control model, combining MAC
and RBAC models, for XML Documents. The model is intended for applications where
the information flow is critical and the confidentiality of the data is essential and there
are a huge number of users who need to access the distributed data as in military applica-
tions. In the model each subject and object is assigned a security label. A 2-phase pruning
scheme is developed to enforce the specified grant and deny rule policies. The contribu-
tions and important aspects of the model can be summarized as follows. MAC and RBAC
models are combined. Conflict resolution is handled automatically. Coarse-grained access
control is supported which helps in increasing the efficiency. The maintenance of the ac-
cess control administration is eased by supporting RBAC model. A fine-grained access
control is achieved due to deny rules which are implemented using ACLs to increase ef-
ficiency and availability. By eliminating the need for ACLs in granting access to objects
memory usage performance is increased. In summary, the main contribution is combining
MAC and RBACK models for XML (in a manner that allows efficient handling) for ap-
plications where the information flow is critical; the confidentiality of the data is essential
and there are a huge number of users who access different portions of an XML document
as in military applications.

Appendix A
Perliminary Information

Access control is generally referred to as the process of limiting accesses to system ob-
jects to authorized users. In general access control is defined by access control rules. An
access control rule specifies which objects can be accessed by which subjects with which
privileges. All the access control rules together for the subjects in the system can be rep-
resented by access control lists (ACLs) (Sandhu and Samarati, 1994). Each access control
list defines the subjects that are given access to a specific object. For all the subjects in a



A Fine-Grained Access Control System Combining MAC and RBACK Models for XML 531

Table 1

An access control matrix

Object 1 Object 2 Object 3 Object 4

Subject 1 R,W W
Subject 2 R w
Subject 3 w RW

system, access control lists form a general access control policy called the access control
matrix (Sandhu and Samarati, 1994). A sample access control matrix is given in Table 1.

In Table 1, R and W stand for read and write privileges, respectively. For example,
subject 1 can read access object 2 and write access object 3. If the default semantics is
deny and the node is neither granted nor denied an access, then the node is not accessible.
If the default semantics is grant, then the node is considered to be accessible. The default
semantics is specified by taking the sensitivity of the information into consideration.

Access control is implemented using an access control mechanism which enforces
access control policies over requests of users (Sandhu and Samarati, 1994). A reference
monitor establishes the validity of a request and returns a decision either granting or
denying a user to access the data. A reference monitor comprises of two parts: an access
control decision function (ADF) which actually defines whether the request should be
permitted and access control enforcement function (AEF) which uses ADF decisions to
construct the object which will be the response to the user. To achieve confidentiality
and security, the subject should not know whether there are objects that the subject is
not authorized to access. Thus, AEF generally prunes the objects that the user is not
authorized to access from the list of all objects before returning it to the user.

Access Control Models
Some of the fundamental access control models are briefly summarized in the following.

Discretionary Access Control Model (DAC)

DAC model enforces the access control on the specific objects using subject identities
and authorizations (Sandhu and Samarati, 1994). Each request of a user to access an ob-
ject is checked against specified authorizations. If there exists an authorization stating
that the user can access the object in the specified mode, the access is granted. Other-
wise it is denied. Access control matrices and access control lists can be used to model
access control policies (Sandhu and Samarati, 1994). The main idea behind DAC model
is that the decision that a subject can grant or revoke an access privilege on a subject is
left to the discretion of users. A subject with sufficient access privilege on an object is
capable of passing that privilege to another subject in the system. Thus, one of the draw-
backs of the discretionary access control model is that it provides no real assurance on
information flow (Sandhu and Samarati, 1994). In Fig. 10 we see how subject 3 bypasses
authorization.
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{owner) grants access to subject 2

Subject 1 > Subject 2
subject 1 does notwant makes a copy afthe o_hject and
suhject 3 to access the grants access to suhject 3
ohject
Subject 3

Fig. 10. Bypassing authorization.

A subject who is able to access an object can pass this authorization to other subjects
(including those not authorized to read it) without the cognizance of the owner of the ob-
ject. This is because access privilege of an object is left to the discretion of users (Sandhu
and Samarati, 1994). That is dissemination of information is not controlled in DAC.

Also granting and denying access privileges introduce a problem of access conflicts
that must be handled.

Mandatory Access Control Model (MAC)

This access control model is designed for securing the information flow between the
objects in the system. Information flow is the flow of information from the object to the
subject or vice versa. MAC model enforces the access control according to the sensitivity
of the information and the trustworthiness of the subjects. In MAC policy, every subject
and object is assigned a security level which is determined according to the sensitivity
of the information for the object and according to the trustworthiness of the user for the
subject. Security levels are elements of a partially ordered set. An example of the security
level in military units may be defined as top secret (¢s), secret (s) and unclassified (u),
where the ts is the most secure level and w is the least. The information flow is from u
to ts.

In this model a subject can have a READ access privilege on an object, if the security
level of the subject is no less than the security level of the object. This model ensures that
the information can only flow from a security level x to a security level y that is at least
as secure as level . This ensures that the information flow is secure and the information
can not leak to lower security levels.

Role-Based Access Control Model (RBAC)
Role-Based Access Control (RBAC) may be a supplementary model for the discretionary
access control and mandatory access control models (Sandhu and Coyne, 1996). The
main idea behind RBAC is to assign the individual subjects with common access control
privileges to a role. In most systems a subject can be assigned to more than one role and
the roles can be in a hierarchical structure.

A role can be defined as a set of actions and responsibilities associated with a partic-
ular set of permissions. Instead of specifying all the accesses that each user is allowed
to execute on objects, access authorizations on objects are specified for roles. Then the
users of the system are given authorizations to adopt roles.
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In DAC models, the administration of the access privileges among the subjects is not
central whereas in RBAC policies the administration of the roles among the subjects is
central and administrated by the security administrator. By grouping the access control
privileges, RBAC policy enables reasonably efficient management of the access control
of individual users.

In MAC models, the administration of RBAC requires special attention to secure in-
formation flow (Osborn, 1999). Security classifications and clearances must be taken into
consideration while assigning users to the roles and assigning permissions to the roles.

Access Control in XML Documents

Due to the nature of XML documents, access control strategies give access privileges to
users to access different portions of the XML data with fine granularity. A fine-grained
access control model over an XML document should be able to specify that a user can
have an access right for an individual element or attribute of the XML document. When
doing this, the hierarchical relationship among the elements must be taken into conside-
ration.
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Tikslios prieigos valdymo sistema, apjungianti XML modelius
MAC ir RBACK

Mustafa M. KOCATURK, Taflan . GUNDEM

Siame straipsnyje pristatoma novatoriska tikslios (XML dokumento atributy lygio) prieigos
valdymo sistema, tinkama naudoti ten, kur ypa¢ svarbu uZtikrinti informacijos srauty sauguma ir
duomeny konfidencialuma, o vartotoju, nuolatos besikreipianciy i ivairias XML dokumenty sritis,
yra labai daug. Tokio pobiidZio taikymuose autoriai siiilo apjungti XML modelius MAC ir RBACK.
Atsizvelgiant | numatytos taikymo srities ypatybes, prieigos valdymo modelis yra struktiirizuotas
taip, kad galéty buti veiksmingai realizuotas dideliam kiekiui vartotoju. Aprasomoje sistemoje
vietoj prieigos valdymo sarasy autoriai teisiy suteikimo taisykléms apraSyti panaudoja saugumo
Zyméjimo poZiliri. Apjungus rolémis grindZiamo ir privalomo prieigos valdymo schemas pasiekta,
jog straipsnyje pristatoma sistema leidZia ypac detaliai, efektyviai ir lanksciai valdyti prieiga sri-
tyse, kuriose blitina garantuoti duomeny sauguma. Sistema buvo realizuota ir iStestuota. Jos naSumo
analize taip pat pateikta straipsnyje.



