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Abstract. With rapid growth of mobile wireless networks, handheld devices are popularly used
by people and many mobile applications have been rapidly developed. Considering the limited
computing capability of smart cards or mobile devices, the security scheme design suitable for
these mobile devices is a nontrivial challenge. A user authentication scheme is a mechanism to
authenticate a remote user over an open network. In 2006, Das et al. proposed an identity (ID)-
based remote user authentication scheme with smart cards using bilinear pairings. Unfortunately,
their scheme is insecure against forgery attack. Recently, Giri and Srivastava proposed an improved
scheme to overcome the forgery attack. The computational cost required by the Giri—Srivastava
scheme is expensive, especially for smart cards with limited computing capability. In addition, the
Giri—Srivastava scheme is unable to be used for a multi-server environment. This paper presents an
efficient and secure ID-based remote user authentication scheme using bilinear pairings. Based on
the computational Diffie-Hellman assumption, we show that the proposed scheme is secure against
existential forgery on adaptively chosen-message and ID attack in the random oracle model. As
compared with the recently proposed pairing-based authentication schemes, our scheme has better
performance in term of the computational cost and it is suitable for a multi-server environment in
distributed networks. Performance analysis and experimental data of related pairing operations on
smartcards are given to demonstrate that our scheme is well suited for mobile devices with limited
computing capability.
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1. Introduction

Due to rapid growth in popularity of the Internet and wireless communications, many
wireless E-commerce and business applications provide rapid and convenient resource
accessing services to users. Now, handheld devices are popularly used by people and
many mobile applications have been rapidly developed. Considering the limited com-
puting capability of smart cards or mobile devices, the security scheme design based on
traditional public-key systems is a nontrivial challenge because most cryptographic algo-
rithms require many expensive computations. If public-key based cryptographic schemes
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are designed for mobile users with handheld devices or smart cards, the computational
cost on the user side is a critical issue for implementation because of their limited com-
puting capability (Tseng, 2006; Tseng, 2007).

A user authentication scheme is a mechanism to authenticate remote users over an
open network. If a user wants to access services of servers in distributed networks, they
must be authenticated by the servers before accessing their services. Traditionally, the
user has to submit his identity and password to the server, then the server may validate
his identity and password with the ones in its password table. In 1981, Lamport (1981)
proposed a password-based remote user authentication scheme using a one-way hash
function. The server uses a verification table to replace the password table for withstand-
ing the threat of revealing the password table. It ensures the secrecy of the passwords
even the verification table is disclosed. The existence of the verification table still incurs
the cost of maintaining the table and could suffer from dictionary attacks (Jan and Chen,
1998; Chien et al., 2002). Afterwards, several user authentication schemes without the
verification table have been proposed (Jan and Chen, 1998; Chien et al., 2002; Ku and
Chang, 2005; Liaw et al., 2006). These schemes have a common property that each user’s
secret key is generated by the server using a one-way hash function. These secret keys
are hard to memorize for users. For solving this problem, smart cards are issued to users
for storing these secret keys. When a user with the smart card wants to access the server,
he submits a login message to the server, while the server must keep the system secret to
verify the user’s login message. This enable that these hash-based schemes are not suited
for a multi-server environment. Public-key based user authentication approach (Hwang
and Li, 2000; Awasthi et al., 2003) with smart cards is alternative to solve the problem in
a multi-server environment, but it requires expensive exponentiation operations.

In 1984, identity (ID)-based public-key system was first introduced by Shamir (1984).
ID-based public-key system may simplify certificate management as compared to tra-
ditional public-key systems. However, Shamir’s ID-based public-key system still suf-
fers from many implementing problems, especially computational complexity. Recently,
Boneh and Franklin (2001; 2003) proposed a practical ID-based encryption system based
on bilinear pairings. Bilinear pairings (such as Weil pairings and Tate pairings) defined
on elliptic curves offer an effective approach to reduce the computational cost of ID-
based cryptographic schemes. Afterwards, many ID-based cryptographic schemes based
on bilinear pairings have been proposed such as signature schemes (Paterson, 2002; Cha
and Cheon, 2003) and authenticated key agreement protocols (Chen and Kudla, 2003;
McCullagh and Barreto, 2005).

In 2006, Das et al. (2006) proposed an efficient ID-based remote user authentication
scheme with smart cards using bilinear pairings. Unfortunately, Goriparthi et al. (2006)
showed that their scheme is insecure against forgery attack resulting in an adversary can
always pass the authentication. Recently, Giri and Srivastava (2006) proposed an im-
proved scheme to withstand the forgery attack. The computational cost required by the
Giri—Srivastava scheme is too expensive, especially for smart cards with limited com-
puting capability. Their scheme is also not well suited for a multi-server environment
because they adopt one public-key encryption.
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In this paper, we propose an efficient pairing-based user authentication scheme with
smart cards. Remote users apply smart cards to generate the login messages and send
them to the server. The smart card is a low power computing device while a server is
regarded as a powerful node. Attempt to shift the computational burden to the powerful
node and reduce the computational cost required by smart cards is a flexible approach.
Performance analysis and experimental data of related pairing operations are given to
demonstrate that our scheme is well suited for mobile devices with limited computing ca-
pability. We show that the proposed scheme is secure against adaptively chosen-message
attack and ID attack in the random oracle model (Bellare and Rogaway, 1993; Pointcheval
and Stern, 2000). Our scheme has the following merits: (1) the computational cost re-
quired by the user is reduced to be well suited for smart cards with limited computing
capability; (2) users can freely choose and change their password without any assistance
from the server; (3) the scheme is suitable for a multi-server environment in distributed
networks.

The remainder of this paper is organized as follows. The preliminaries for bilinear
pairings and security definitions are given in the next section. In Section 3, we briefly
review the Giri—Srivastava scheme. Section 4 describes a new ID-based remote user au-
thentication scheme from bilinear pairings using smart cards. The security analysis and
discussions of the proposed scheme are presented in Section 5. In Section 6, the perfor-
mance comparison among the proposed scheme and the recently proposed schemes is
presented. Section 7 gives our conclusions.

2. Preliminaries

In this section, we introduce the concepts of bilinear pairings, as well as the related math-
ematical assumptions. Bilinear pairings such as Weil pairing and Tate pairing defined on
elliptic curves have been used to construct efficient ID-based public-key cryptosystems
(Boneh and Franklin, 2001; Boneh and Franklin, 2003). This section also presents the
system setup phase of an ID-based public-key system and some notations used through-
out the paper. Meanwhile, the framework and security model of a user authentication
scheme with smartcard are defined here.

2.1. Bilinear Pairings

Let G be an additive cyclic group with a prime order g and GG be a multiplicative cyclic
group with the same order g. G is a subgroup of the group of points on an elliptic curve
over a finite field E(F},) and G is a subgroup of the multiplicative group over a finite
field. Let P be a generator of GG;. We refer to (Boneh and Franklin, 2001; Boneh and
Franklin, 2003) for a fuller description of how these groups, maps and other parameters
should be selected in practice for efficiency and security. A bilinear pairing is a map e:
G1 x G1 — G4 and it satisfies the following properties:

(1) Bilinear: e(aP, bQ) = e(P, Q) forall P,Q € Gy and a,b € Zy.

(2) Non-degenerate: there exists P, Q € G such that e(P, Q) # 1.
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(3) Computability: there is an efficient algorithm to compute e(P,Q) for all
P, QE Gi.

A bilinear map satisfying the three properties above is said to be an admissible bilinear
map.

2.2. Related Mathematical Assumptions

For proving the security of the proposed scheme, some important mathematical problems
and assumptions for bilinear pairings on elliptic curves are introduced as follows:

Decision Diffie—Hellman (DDH) problem: Given P,zP,yP,zP € (G; for some
r,y,z € Zy, itis easy to verify e(zP,yP) = e(P, zP). That is, DDH problem in G| is
easy.

Computational Diffie—Hellman (CDH) problem: Given P, xP,yP € G, finding
zyP.

Computational Diffie—Hellman (CDH) assumption: No probabilistic algorithm can
solve the CDH problem with non-negligible advantage within polynomial time.

Bilinear Diffie—Hellman (BDH) assumption: Given (P, x P, y P, z P) for some z, y, z €
Zy, computing e(P, P)*¥* € Gy is hard.

Since the Decision Diffie-Hellman (DDH) problem in G is easy, we cannot use
the DDH assumption to build ID-based systems by bilinear pairings on elliptic curves.
Instead, the security of the bilinear pairing ID-based system is based on a variant of
the computational Diffie-Hellman assumption called the bilinear Diffie—-Hellman (BDH)
assumption. We refer to (Boneh and Franklin, 2001; Boneh and Franklin, 2003; Cha and
Cheon, 2003) for the above assumptions in details.

2.3. System Setup of ID-Based Authentication Scheme

Without loss of generality, let RS be a registration server, SS be a service server. U; is a
legal user of the registration server and the service server. The user U; wants to access
services of the service server SS through an open network. A remote user authentication
scheme is designed to authenticate the remote user over an open network. The following
system parameters and notations are used throughout the paper.

e [D;: the identity of the user U;.

e [ Dss: the identity of the service server SS.

pw;: the password of the user U;.

P: a generator of the group G7.

s: the master private key of the registration server RS in Z;.

Prg: the public key of the registration server RS such that Pgrg = s - P.

Hi(): a one-way hash function {0,1}* — {0,1}", where n is the length of out-
put (NIST/NSA, 2005). Note that the input of H;() could be the concatenation
of some integer values and points on an elliptic curve. If the input includes some
points on an elliptic curve, each point could be viewed two integer values, i.e., the
z-coordinates and the y-coordinates of the point.
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e H(): a map-to-point function {0,1}* — G (Boneh and Franklin, 2001).
e T': a current time stamp.

e @:asimple XOR operationin G. If P, P, € G, P; and P, are points on an ellip-
tic curve over a finite field, the operation P; @& P» means that it performs the XOR
operations of the xz-coordinates and the y-coordinates of P, and Ps, respectively.

2.4. Framework and Security Model

In the subsection, we first present the framework for a pairing-based (ID-based) user
authentication scheme with smart cards. Smart cards are used to aid users to memorize
their secret keys and some public parameters. Meanwhile, smart cards perform some
cryptographic operations to generate login messages. In the user authentication scheme,
there are three entities involved in this scheme: the user with a smart card, the service
server (i.e., the verifier) and the registration server. In the following, we present the formal
definition of an ID-based user authentication scheme with smart cards.

DEFINITION 1. A pairing-based (ID-based) user authentication scheme with smart cards
is made of the following four algorithms:

— The setup algorithm. The setup algorithm is run by the registration server on a
given security parameter k, and produces the public parameters and a master private
key.

— The registration algorithm. Given the identity (I D) and the password (pw) of a
user, the registration server performs the registration algorithm to generate the
user’s private key. The registration server then loads related information and the
private key into a smart card, and then issues it to the user.

— The login algorithm. Given a pair (I D, pw) and a time stamp 7', the smart card
performs the login algorithm to produces a login message o.

— The verification algorithm. Given a login message o, the service server runs the
verification algorithm to check whether the login message is valid. If the validation
holds, the verification algorithm outputs “Accept”’. Otherwise, it outputs “Reject”.

In the following, we define the security model for an ID-based user authentication
scheme with smart cards. According to the verification algorithm in Definition 1, we say
the user authentication scheme is secure if it satisfies the security definition as defined
below.

DEFINITION 2. A user authentication scheme with smart cards is secure against existen-
tial forgery on adaptively chosen-message and ID attack if no probabilistic polynomial-
time adversary A has a non-negligible advantage in the following game played between
a challenger C and the adversary A. Here, the challenger C' plays both roles of the regis-
tration server and the service server.
— Initialization. The challenger C' takes a security parameter k and runs the setup
algorithm to produce the public parameters and a master private key. Then C keeps
the master private key and gives the public parameters to A.
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— Attack. The adversary A may make a number of different types of queries in an
adaptive manner as follows:

e Hash query. Upon receiving the hash query, the challenger C' computes the value
of the hash function for the requested input and sends the hash value to the
adversary A.

e Registration query. Given the identity /D and the password pw, the challenger
C uses the registration algorithm to return the private key corresponding to the
pair (I D, pw) to the adversary A.

e Login query. Given a pair (I D, pw) and a time stamp 7', the challenger C' pro-
duces a login message o and sends it to the challenger A.

— Forgery. The adversary A outputs a forged login message o*, where o* did not
appear in any login query. If the response of the verification algorithm on o* is
“Accept”, the adversary A wins the game. The advantage of the adversary A is
defined as the probability that A wins.

3. Review of the Giri-Srivastava Scheme

Recently, Giri and Srivastava (2006) proposed an improved one on Das et al.’s scheme
to withstand forgery attack. Because their scheme adopts the ID-based public-key cryp-
tosystem to encrypt/decrypt a random secret r, the computational cost required by the
Giri—Srivastava scheme is too expensive, especially for smart cards with limited comput-
ing capability.

For performance comparison, we briefly review the Giri—Srivastava scheme as fol-
lows. The scheme consists of four phases: the registration phase, the login phase, the
verification phase and the password change phase.

[Registration phase]
In this phase, a user U; securely submits his identity I D; and password pw; to the
registration server RS.

1. The server computes S P; = pw; - Prgs.

2. The server uses his master private key s to compute Reg; = s - Ho(ID;) + SP;.

3. The server loads Pgrs, SP;, Reg;, H2() and ID; into a smart card and issues the
smart card to the user U,.

[Login phase]

The user U; inserts his smart card into the terminal, and he enters his identity I D; and

password pw;. The smart card performs the following steps:

1. The smart card computes A = pw; - Prs.

2. It computes B = Reg; — A.

3. The smart card randomly selects an integer r € Z;. It then computes C; =
Ep,;(r)and D; = T - B+ r - Prg, where Ep, () is the ID-based public-key
encryption function and 7' is the current time stamp.

4. Finally, the smart card sends the login message (I D;, T, C;, D;) to the server.



A Pairing-Based User Authentication Scheme for Wireless Clients with Smart Cards 291

Note that they refer to the Boneh—Franklin scheme (2001) for their ID-based public-
key encryption and decryption.

[Verification phase]

As receiving the login message (ID;,T,C;, D;) at time T, the server verifies the
validity of the time interval between 7" and T'. If (T” — T') > AT, then the server rejects
the login request, where AT is the expected valid time for transmission delay. Otherwise,
the server performs the following steps:

1. The server uses the master private key s to computes X = F,(C};), where E() is

the corresponding public-key decryption function of Ep, ().

2. The server computes Y = X - Pgrg.

3. The server verifies e(D; — Y, P)? = e(Ho(ID;), Prs)”. If it fails, then the server

rejects the request; otherwise, the server accepts it.

Note that the server must keep the master private key s to decrypt X, it enable that
their scheme is not well suited for a multi-server environment.

[Password change phase]

If the user U; wants to change his password from pw; to pwj, he inserts his smart
card into the terminal, and enters his identity ID;, the old password pw; and the new
password pw}. The smart card performs the following steps:

1. The smart card computes SP; = pw; - Prg. The smart card checks the identity

ID; and S P;. If they are correct, it continues the following steps.
2. The smart card computes SP; = pw), - Prg and Reg, = Reg; — SP; + SP).
3. The smart card stores new S P/ and Reg to replace SP; and Reg;.

4. Proposed Scheme
Here, we first present the multi-server environment. In the multi-server environment,

there are a central registration server, n service servers and many legal users. The multi-
server environment is depicted in Fig. 1. In many user authentication schemes (Jan and

RS
Registration server

SS-1
Service server

Wireless clients

S58-n
Service server

Fig. 1. The multi-server environment.
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Chen, 1998; Chien et al., 2002; Ku and Chang, 2005; Liaw et al., 2006), the server must
keep a system secret to verify the user’s login message. The same problem is also found
in the Giri—Srivastava scheme (2006) as reviewed in Section 3, in which the server must
keep the master private key s to decrypt X. In fact, all these schemes are designed for
single-server architecture. These schemes are not well suited for a multi-server environ-
ment. If a user wants to access multiple servers, the user must register with each server
individually and remember several identifiers and the corresponding secrets.

In the following, we present our ID-based user authentication scheme with smart cards
using bilinear parings. Our proposed scheme consists of four phases: the registration
phase, the login phase, the verification phase and password change phase. In the registra-
tion phase, the user U; registers with RS once. The RS then securely issues the user’s ID
to these service servers according to the access authorizations owned by the user. Each
service server SS does not keep the system private key s and only stores the IDs of the le-
gal users. Unlike other schemes (Jan and Chen, 1998; Chien et al., 2002; Ku and Chang,
2005; Liaw et al., 2006; Giri and Srivastava 2006), in our proposed scheme each service
server does not keep the system private key s to authenticate users. Users do not need
to register with each service server individually and remember several identifiers and the
corresponding secrets. Thus, our proposed scheme is well suitable for the multi-server
environment in distributed networks. The details of four phases in the proposed scheme
are given as follows:

[Registration phase]

The registration phase is depicted in Fig. 2. A user U; securely submits his iden-
tity I.D; and password pw; to the registration server RS for registration. The registration
server RS then performs the following steps:

1. RS computes W; = pw; - P and CW; = H{(W;).

2. RS computes QID; = Hy(ID;).

3. The registration server RS uses his master private key s to compute Reg; = (s -

QID;) & W;.

4. The registration server RS loads P, CW;, Reg;, H1(), QID; and ID; into a smart

card and issues the smart card to the user U;. The server stores the ID; into its

database.
Wireless client (U;) Registration server (RS)
(UD;, pwi)
Select a password pw; > W, =pwP

CW;=H,(W))
OID; = Hy(ID))
Reg[ = (S[’QID[ )VVl

Smart card (P,CW,Regi,H(),0ID;,ID;)

=> Smart card

Fig. 2. The registration phase.
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5. According to the authorized services of the user U;, the registration server RS sends
ID; to the corresponding service servers securely.

[Login phase]

Without loss of generality, assume that the user U; is a legal user of the service server
SS. Fig. 3 depicts the login and verification phases between the user U; and the service
server SS. In the login phase, if the user U; wants to access the server service SS with the
identity I Dss, the user U; inserts his smart card into the terminal, and he then enters his
identity I D; and password pw; as well as the service server identity I Dss. The smart
card performs the following steps:

1. The smart card computes W; = pw; - P and CW; = Hy(W);). The smart card then

checks I D; and CW;. If they are correct, it continues the following steps.

2. The smart card computes DI D; = Reg; ®W,;, where DI D; is viewed as the secret
key of U;.

3. The smart card acquires the current time stamp 7" and randomly selects an integer
r € Zy. It then computes U = r - QID;, h = Hy(ID;,IDss, T,U) and V' =
(r+h)- DID;.

4. Finally, the smart card sends the login message (I D;, I Dss, T, U, V) to the service
server SS, the login messages (I D;, IDss,T,U, V') can be viewed as a signature
(U, V) on the message (ID;, I Dss, T).

[Verification phase]

As receiving the login message (ID;, IDss, T, U, V') at time T", the service server SS
first checks the validity of ID; and verifies the validity of the time interval between T’
and T for transmission delay. If two checks are correct, the service server SS performs
the following steps:

1. The service server computes QID; = Ho(ID;) and h = H,(ID;,IDss, T,U).

2. The service server verifies e(Prs,U + h - QID;)? = e(P, V). If it holds, then the
service server accepts the request; otherwise, the service server rejects it.

Smart card for U; Service server (SS)
W; = pw;P
DID; = Reg;W,;
Select » from Z,*
U =rQID;
h = H,(ID,IDss,T,
V=( ]J(rh)-DlD~ 9 (IDIDss,T,U,V)

g ’ > QID, - HAID)
h = H,(ID;,IDss,T,U)
< e(Prs,U+h-OID;) ?=e(P,V)

Accept or Reject

Fig. 3. The login and verification phases.
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Wireless client (U)) Smart card for U;

( L& PW:) VV, :pwi'P

CWi=H,(W))

Check ID; and CW;
Wi =pw/’-P
Compute Reg;’

Store CW;” and Reg;’

Y

Fig. 4. The password change phase.

In the following, we present the correctness of the verification equation in Step 2.

e(Prs, U +h-QID;) = e(s- Pyr-QID; + h - QID;)
=ce(s-P,(r+h)-QID;) =e(P,(r+h)-QID,)*
=e(P,(r+h) -s-QID;)=e(P,(r+h)-DID;)
= e(P,V).

[Password change phase]

If the user U; wants to change his password from pw; to pw}, he inserts his smart
card into the terminal, and enters his identity I D;, the old password pw; and the new
password pw}. The password change phase is depicted in Fig. 4. The detailed steps of the
smart card are presented as below:

1. The smart card computes W; = pw; - P and CW; = H;(W;). The smart card

checks I D; and CW;. If they are correct, it continues the following steps.

2. The smart card computes W, = pw/ - P and Reg, = Reg; & W; & W.
3. The smart card stores new CW/ and Reg..

5. Security Analysis and Discussions
5.1. Security Analysis

Let us discuss the security of the proposed scheme. The security of the proposed
scheme is based on the Computational Diffie-Hellman (CDH) assumption, i.e., given
P, xP,yP € Gy, finding xyP is hard. That is, no probabilistic algorithm can solve
the CDH problem with non-negligible advantage within polynomial time (Boneh and
Franklin, 2001; Boneh and Franklin, 2003; Cha and Cheon, 2003). Based on the Compu-
tational Diffie—Hellman (CDH) assumption, we show that our scheme is secure against
forgery attack and ID attack in the random oracle model (Bellare and Rogaway, 1993;
Pointcheval and Stern, 2000).

In our scheme, the login messages (ID;,Dss, T,U, V) can be viewed as a signa-
ture (U, V') on the message (I D;, IDss,T), where T is the current time stamp. If we
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can prove that an adversary without knowing the secret key DID; of the user U; cannot
forge a valid signature on the message (I D;, I Dss,T'), then our scheme is secure against
forgery attack and ID attack. We rigorously prove the following theorem using the Fork-
ing Lemma in (Pointcheval and Stern, 2000) and Lemma 1 in (Cha and Cheon, 2003) in
the random oracle mode (Bellare and Rogaway, 1993). Note that in the random oracle
model, the hash function can be seen as an oracle that produces a random value for each
new query.

Theorem 1. In the random oracle model, assume that adversary A with a non-negligible
advantage can forge a valid login message o = (ID;,[Dss, T, U, V) for an adaptively
chosen-message attack and I D attack to the proposed user authentication scheme. Then,
there exists an algorithm C with a non-negligible advantage that can solve the computing
discrete logarithm problem modulo a large prime.

Proof. In the random oracle model, let A is an algorithm within running time ¢y and
with advantage ¢( to perform an adaptively chosen-message attack and an ID-attack to
our scheme.

Using Lemma 1 in (Cha and Cheon, 2003), it implies that there is an algorithm A; for
an adaptively chosen-message attack and given fixed ID-attack which has running time
t1 < to and advantage 1 < e9(1 — 1/q)/qmu,, where qp, is the maximum number of
oracle queries to H hash function asked by Ay. Without loss of generality, we refer the
given fixed ID to the identity I D; of a legal user U;. If there exists the above algorithm A,
with a non-negligible advantage <1, then it implies that an adversary C' without knowing

the secret key DID); of the legal user U; can use A; to solve the CDH problem.
We assume that the adversary C receives a random instance (P, zP, yP) in G and

he wants to compute xyP. Let Prs = P and QID; = Ho(ID;) = yP are the system
public key and user’s public key, respectively. Then = simulates the master private key
and is unknown to the adversary C. The adversary C acts as a challenger in the game
defined in Definition 2. C' gives public parameters, I D; and I Dgg to the adversary A;.
C needs to maintain two lists L; and Lo that are initially empty and are used to keep
track of answers to H1 () and login queries, respectively. The adversary C is responsible
to answer the different queries of the adversary A; as follows:
— H; () queries. Upon receiving the hash query Hy(7)(7 = (ID;, IDgg,T,U) from
the adversary A;, the adversary C' searches a pair (7, Ry,) in the list L;. If such a
pair is found, C returns Rj,. Otherwise, he returns a random value R, € {0, 1}",
where n is the fixed length of the hash function H; (). In order to avoid collisions
on Hi(), noentry (., Ry) exists in L;. Then, C adds (7, R},) into the list L.

— Login query. The adversary A; chooses a time stamp 7" and sends it to the adver-
sary C. The adversary C first generates two random value r7 and 27 from Z; and
produces a login message 0 = (ID;,I1Dgg,T,U, V) as follows: U = r - QID;,
and V = (rp + h) - o7 - P, where h is the simulated value of H;() query as men-
tioned above.. Then, C' adds o into the list Lo. Finally, C' returns o to the adversary
A; as the answer.
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Following the Forking Lemma in (Pointcheval and Stern, 2000), this lemma adopts
the “oracle replay attack” using a polynomial replay of the attack with the same random
tape and a different oracle. If there is an algorithm A, with a non-negligible probability ¢,
to generate a valid login message 0 = (ID;,I1Dgg,T,U, V), then the algorithm A; can
generate two valid message o = (ID;, [Dgs,T,U,V) and ¢/ = (ID;,IDgs,T,U, V")
with a non-negligible probability at least &1 /2 such that e(Pgs, U+h-QID;) = e(P, V)
and e(Prs,U + 1/ - QID;) = e(P, V'), where h and h’' are two hash values of
Hy(ID;,IDgg,T,U) and h # h’ in the random oracle model. Since

e(Prs, U+ h-QID;) = e(P,V) and e(Pgs,U +h'-QID;) =e(P,V'),
we have
e(x-PU+h-y-P)=e(P,V) and e(zP,U +h' -y-P)=e(P,V’).
By the bilinear property, we have
e(Pbe-U+h-z-y-P)=e(P,V) and e(P,x-U+h -z -y-P)=e(P, V).

Therefore, we have 2 - U + h-x-y-P =V andx-U+h' -z -y-P = V' Then
the adversary C' can easily obtain zyP from (V — V')/(h — h'). That is, adversary C
can compute the CDH problem from the random instance (P, P, yP) in G, which is
a contradiction for the Computational Diffie-Hellman (CDH) assumption. Therefore, we
say that the assumption for the existence of algorithm A; with non-negligible advantage
€1 1is invalid.

By the contradiction proof, since there exists no algorithm A; with non-negligible
advantage 1, it implies that no algorithm A, within running time ¢¢ and with advan-
tage €¢ to perform an adaptively chosen-message attack and an ID-attack to our scheme.
Therefore, based on the Computational Diffie—Hellman (CDH) assumption, the proposed
scheme is secure against forgery attacks and ID attacks in the random oracle model.

5.2. Discussions

In this subsection, we discuss several implementation issues of the proposed scheme.

(1) Eviction mechanism

For all user authentication schemes without the verification table, obviously the server
does not store the password or verification table to authenticate the login user. However,
when a user is revoked to access the services of some servers, there should be a mech-
anism that can process the situation. There are two practical approaches for the eviction
mechanism. One is that the server stores a black ID list to record all revoked users. An-
other approach is that the server keeps a positive list containing all authorized users. In
our scheme, we adopt the second approach. Each service server keeps only a positive
ID list containing all authorized users. If a user is revoked to access the service of some
server, the server has to delete his ID from the positive ID list.
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(2) Clock synchronization problem

To resist replay attacks, in our scheme the smart card acquires the current time
stamp 7" to generate the login message. As we all know, all authentication schemes resist-
ing the replay attack with time stamp will suffer from the clock synchronization problem
potentially. If the clock synchronization between the server and the user is not achieved,
then the smart card should acquire a time stamp or a random challenge from the server.
Nevertheless, it will increase extra transmission between the user and server but it does
not affect the computational cost required by the smart card.

(3) Smart card security

In several literals (Ku ef al., 2005; Ku and Chen, 2005), they discussed the security
about smart cards. They assumed that the secrets stored in a smart card may be breached,
so that they presented some weaknesses or attacks such as poor reparability or insider
attack (Ku ef al., 2005; Ku and Chen, 2005). In this article, we do not focus on the
security about smart cards. We use smart cards to aid users to memorize their secret
keys. Because these secret keys generated by the system authority in ID-based public
key system are hard to memorized, we offers a simple mechanism to protect the users’
secret keys. Certainly, the best approach is that each user can memorize these secret keys
in their brains. We suggest that when users obtain their smart cards in the registration
phase, they should immediately change their passwords by running the password change
phase. Certainly, one self-protected mechanism (Rankl ez al., 2000) should be provided
to securely store these messages on the smart card. For example, the smart card should be
invalided automatically if the user enters three times of invalid passwords. In additions,
once a user loses his smart card, he should report it to his corresponding registration
Server.

6. Performance Comparisons

For convenience, the following notations are used to analyze the computational cost. We
evaluate the computational time of the costly operations. We ignore some light-weight
operations including modular addition in Z,, point XOR on the group G;. As we all
know, they are much smaller than the following costly operations.

o TG,: the time of executing the bilinear pairing operation e: G1 X G1 — Ga.

e TG,,,;: the time for point scalar multiplication on the group G;.

e TG: the time of executing the map-to-point hash function Hy().

e TG,44: the time for point addition on the group G;.

e Ty the time of executing the one way hash function H; ().

o T,,,;: the time for modular multiplication in Z,.

As we all know, a bilinear pairing operation (TG, ) is very time-consuming than other
operations (Boneh and Franklin, 2001; Boneh and Franklin, 2003). As mentioned in Sec-
tion 2, (G; is an additive cyclic group with a prime order ¢ and G is a multiplicative
cyclic group with the same order ¢q. (G is a subgroup of the group of points on an el-
liptic curve over a finite field E(F},). Computational costs for the above operations with
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a 160-bit prime g and a 512-bit prime p were given in (Cui et al., 2006). Performance
simulation results show that one TG, is about 7 times of one TG,,,; and 15 times of
TGy, respectively. In additional, TG,44, Ty and T,,,; are trivial in comparison with
TG., TG, and TGy. The Giri-Srivastava scheme (2006) reviewed in Section 3 uses
an ID-based public-key encryption and decryption in login phase and verification phase,
respectively. Here, we refer to the Boneh—Franklin scheme (2001) for their ID-based
public-key encryption and decryption. In this case, an ID-based public-key encryption
requires TG, + 2TG,,,,,;+T g and an ID-based public-key decryption requires TG, +T .

Table 1 demonstrates the performance comparisons among our scheme and the re-
cently proposed ID-based user authentication schemes (Das et al., 2006; Giri and Sri-
vastava, 20006) in terms of the computational costs for the registration phase, the login
phase, the verification phase and the password change phase, respectively. From Table 1,
it is obvious that our scheme has better performance in comparison with the recently pro-
posed schemes. Although Das ef al.’s scheme (2006) is also an efficient scheme, but their
scheme is insecure against forgery attack (Goriparthi et al., 2006).

Since three ID-based authentication schemes are applied to authenticate users with
smart cards, the computational cost of the login phase performed by smart cards is critical
because smart cards are low power computing devices. Obviously, our scheme is better
than the Giri—Srivastava scheme (20006), especially the login phase. The login phase on
the wireless client in our scheme requires only 3 scalar multiplication operations on an
elliptic curve and 2 one-way hash function operations over a finite field. The password
phase requires only 2 scalar multiplication operations on an elliptic curve and one one-
way hash function operations over a finite field.

Some previous implementations (Gupta et al., 2004; Gura et al., 2004; Han et al.,
2002) of elliptic curve cryptographic primitives on smart cards or microprocessors have
been developed. Recently, there are some implementations (Bertoni et al., 2006; Scott,
2005; Scott et al., 2006) of pairing operations on smartcards that have been reported.
Here, we summary their implementation results. In (Scott ez al., 2006), the processor on
a Philips HiPersmart card offers a maximum clock speed of 36MHz and 16K RAM mem-

Table 1

Performance comparisons among the new scheme and the recently proposed schemes

1Das et al.’s scheme (2006) 2Giri-Srivastava scheme (2006) New scheme

Registration TGyt + 2TGy 2TG 1+ TG +TGyqq 2TGu i+ TGy +TH
(Server)

Login 2TGpp 1 +TG TGe + 5TGru1 3TGput + 2Ty
(Smart card) +2TGoaa+TH

Verification 2TGe+TG 1 3TGe + 2TG i 2TGe4+TGpmui+TGH
(Server) +TGy+TGgdd +TGH+TGqq4 +TGqqa+ T
Password change 2TGp + 2TG,q4q 2TGy + 2TGqq4q 2TGpui+TH

(Smart card)

1 Das et al.’s scheme (2006) was shown that it is insecure against forgery attack.
2 Giri-Srivastava scheme (2006) is not suit for a multi-server environment.
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Table 2

Experimental costs of operations on smart cards

Password change

Ty Login phase
TGrul . phase
2048-bit block 3TG 2T
( it block) ( mul T+ H) (2TGmul+TH)
HiPerSmart™ (20MHz) 440 ms About 1 ms 1.32 seconds 0.88 seconds
HiPerSmartT™ (36MHz) 270 ms About 1 ms 0.81 seconds 0.54 seconds

ory. Some experimental data of one scalar multiplication and one hash function based on
various clock speeds are given in Table 2. In which, GG; is a subgroup of order ¢ on an
elliptic curve over a finite field E(F},), where p is a 512-bit prime and ¢ is a 160-bit
prime. Since the computational costs of the login phase and the password phase on wire-
less client sides require only 3TG,,,; + 2Ty and 2TGy,,,;+T g, respectively. Thus, the
required costs of both phases are about 1 second. It is obvious that our proposed scheme
is well suited for smart cards with limited computing capability.

7. Conclusions

In this paper, we have proposed a pairing-based remote user authentication scheme using
smart cards. We have shown that the proposed scheme is secure against forgery attack
and ID attack under the computational Diffie-Hellman assumption. As compared with
the recently proposed schemes, our scheme has better performance in term of the com-
putational cost. Experimental data of related pairing operations on smartcards are given
to demonstrate that our scheme is well suited for mobile devices with limited computing
capability Our scheme is also well suitable for a multi-server environment in distributed
networks. As we all know, some pairing-based authenticated key agreement protocols of-
fering mutual authentication and session key establishment still requires some expensive
computations. The design of ID-based mutual authentication and session key establish-
ment schemes with low power computing devices using bilinear pairings is a critical
research issue.
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Bevielio tinklo intelektualiuju korteliu vartotoju tapatybés nustatymo
porinis metodas

Yuh-Min TSENG, Tsu-Yang WU, Jui-Di WU

Straipsnyje nagrinéjamas efektyvus ir saugus vartotoju tapatybés nustatymo bitiesinis porinis
metodas. Remiantis Diffie-Hellman prielaidomis parodyta, kad metodas yra saugus esant adap-
tyviai parinktam pranes$imo tekstui. Palyginus su neseniai pasitilytais tapatybés nustatymo poriniais
metodais, nagrinéjamas metodas yra pranaSesnis skai¢iavimo kainos prasme ir gali buti naudoja-
mas paskirstytuju tinkly daugiaserverinéje aplinkoje. Pateikta metodo kokybiné analizé bei eksper-
imenty duomenys su intelektualiujy korteliy porinémis operacijomis, kuriy tikslas — parodyti, kad
nagrinéjamas metodas gerai tinka intelektualiosioms korteléms ir mobiliesiems prietaisams, turin-
tiems ribotas skaiCiavimo galimybes.



