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Abstract. A generalized group-oriented cryptosystem (GGOC) based on ElGamal cryptosystem
was proposed by Yang et al. in 2003. This study shows that if the authorized decryption sets of
users are not properly predetermined in Yang et al’s GGOC, an unauthorized decryption set of
users can recover the encrypted message without difficulty. This study also presents an improved
protocol to resist such an attack.
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1. Introduction

In 1987, Desmedt (Desmedt, 1987) first proposed the concept of group-oriented cryp-
tosystem (GOC) in which an encrypted message is sent to a group of users rather than
an individual. Only the qualified subsets of users, called positive access instances, can
cooperatively decrypt the message. In contrast, any unqualified subset of users, called
negative access instance, is not able to correctly decrypt the ciphertext.

Many GOCs and the variants had been proposed in the literature (Chang and Lee,
1993; Frankel, 1990; Harn et al., 2004; Hwang, 1991; Ingemarsson and Simmons, 1991;
Ito et al., 1987; Tsai et al., 1999; Yang et al., 2003; Yoon et al., 2004). Recently Yang
et al. (Yang et al., 2003) utilized the ElGamal cryptosystem (ElGamal, 1985) to propose
a generalized group-oriented cryptosystem (GGOC). In Yang et al.’s GGOC, the sender
can freely determine the positive access instances of the receiving group and encrypts
the message for each positive access instance by multiplying the users’ public keys. The
users in the predetermined positive access instances can cooperate to decrypt the message.
Yang et al. claimed that, compared with Tsai ef al.’s scheme (Tsai et al., 1999), their
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GGOC performs better in lowering the computational complexity for the sender and no
symmetric cryptosystems are used to encrypt/decrypt the message.

This study will show that if the positive access instances are not properly defined
in Yang et al.’s scheme, a negative access instance can decrypt the ciphertext without
difficulty. This study also presents an improved scheme to avoid this security flaw.

The rest of this study is structured as follows. The next section deals with the pre-
liminaries of the GGOC. Section 3 briefly reviews Yang et al.’s protocol. In Section 4,
we demonstrate the security flaw in Yang ef al’s GGOC and then present an improved
protocol to avoid this attack. Finally, a short conclusion is given in Section 5.

2. Preliminaries

Let Uy denotes the sender of a message, and U = {U;,Us, ..., U,} denotes a receiving
group of n users. In the GGOC, the set of all positive access instances is called the
positive access structure which denoted as F', and the set of all negative access instances is
called the negative access structure which denoted as W. F' and W must satisfy following
propositions.

PROPOSITION 1. FUW =2V and FNW = ¢, where 2U is the power set of U.

PROPOSITION 2. If f is a positive access instance, then any subset [/, f C f' C U,
is also a positive access instance. In other words, a positive access structure should be
monotone.

PROPOSITION 3. If w is a negative access instance, then any subset w’, w’ C w C U, is
also a negative access instance.

DEFINITION 1. Let Min(F") be the minimal set in F, called the minimal access structure.
Min(F) is given as

Min(F)={f € F|f' ¢ f,Vf € F—{f}}.

For convenience, a positive access structure will always be given in the minimal
set and simply be called an access structure in this paper. Take a group of four users
U = {Uy,U,,Us, Uy}, for example. Suppose there exists an access structure F =
{{U1,Us,Us},{Us,Us, Uy}, {U1, Uy} } which allows the ciphertext to be decrypted co-
operatively either by Uy, Us and Uj or by Us, Us and Uy or by U; and Uy. The access
structure can also be represented in the disjunctive normal form (DNF) as follows

F = fi+ fa+ fs = UUsUs + UxU3Uy + Uy Uy,

where f1 = U1UsUs, fo = UsUsUy, and f3 = U;U, are positive access instances.
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3. Review of Yang et al.’s GGOC

This section briefly reviews Yang et al.’s protocol (Yang et al., 2003) as follows. Assume
that Uy is the sender of a message M, and Uy, Us, . . ., U, are all the users in the receiving
group. Let p be a large prime such that p — 1 has a large prime factor ¢. Each user U;, for
i =1,2,...,n, in the system has a private key x;, ©; € GF(p), and the corresponding
public key

yi =g" (mod p),

where g is a generator of order ¢ in GF'(p). To send the message M to the receiving
group, Uy firstly determines the access structure F' = f; + fo + ... + fi, and then
performs the following steps.

Step 1. Choose a random number r, » € GF(p), and compute R = g"  (mod p).

Step 2. Compute C; = M - (HUiefj yi)" (mod p),forj=1,2,... k.

Step 3. Send {F, R,C1,C5, ..., C}} to the receiving group.

After receiving {F, R,C1,C5,...,Cy} from the sender, the users in the access in-
stance f; (f; = U;,Uj, -+ Uj, ) can cooperate to decrypt the message by using their
secret keys as follows.

Step 1. Compute t; = R*  (mod p), fori = j1,j2,. .-, ju-

Step 2. Recover M = C; - ([]y, ey, ti)™"  (mod p).

In Yang et al’s protocol, the sender encrypts the message by multiplying the users’
public keys y; to be the public key in the original ElGamal cryptosystem. Then, the users
U; in the positive access instance f; can cooperate to decrypt the message. According
to the above descriptions, if each access instance has only one single user, Yang et al.’s
GGOC is exactly the same as the ElGamal cryptosystem.

4. Attack on Yang ef al.’s GGOC and the Improvement
4.1. The Security Flaw in Yang et al’s GGOC

Yang et al. claimed that their GGOC is more efficient than Tsai et al.’s scheme (Tsai et
al., 1999) in terms of sender’s computational complexity and no symmetric cryptosys-
tems are used. However, we find that if the access structure is not properly defined, a
negative access instance is able to decrypt the ciphertext. Now, we first use an example
to demonstrate this security flaw.

Let the access structure F' be predetermined by Uy as

F=fi+ fo+ f3 = U1UsU3 + UxU3Uy + U Us.

Uy chooses a random number » € GF(p), and then computes R = g" (mod p) and the
ciphertext {C1, Cs, Cs} as
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Ci=M-(y1-y2-y3)"  (mod p),
Co=M - (y2-y3-ya)" (mod p),
Cs=M - (y1-ya)" (mod p).

Up sends {F, R,C7,C5,C3} to the receiving group. Obviously, the ciphertext can be
legally decrypted either by U;, U, and Us or by Us, Us and Uy or by Uy and Uy. However,
although U is not allowed to decrypt the ciphertext alone, he/she can calculate that

(C1/Cy)-Cy = (]\Aj Ez; Zyjz zz;:«> (M- (y1-ya)")

M-y
= M- R*™ (mod p).

Thus, U7 can easily decrypt the ciphertext alone by computing
M = ((01/02) . Cg) . R—2m1 (mod p).

According to the above example, we generalize the security flaw in Yang et al.’s
GGOC as follows. Let F' = f; + fo + ... + fi be the access structure. Suppose f,
fv and f., where a, b, ¢ € {1,2,...,k}, are positive access instances in F' and

fa = (fb UfC) - (fb me)'

Let the sender of a message M send the ciphertext {F, R, C1,Cs, ..., Cy} to the receiv-
ing group. A negative access instance f;, where f; = f, N fs, can recover the message
M by computing

M =((Cy/Co)-Ca)- | ] B> (mod p).

vief,
4.2. Improvement

Since the ciphertext Cj, for j = 1,2,...,k, in Yang et al’s GGOC is the product of the
message M and (]| Uiet, y;)", anegative access instance f;, can utilize the multiplication
and division of ciphertexts to eliminate some unknown factors in C;. Hence, any method
which prevents the negative access instances from eliminating the unknown factors in
the ciphertext C; can overcome the security flaw. One possible solution is that, instead
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of computing the product of the message M and (][] Uief y; )", the sender calculates the
ciphertexts C; as

T

ci=Ma| [] v (mod p),
Uief;

where & denotes the bit-wise exclusive OR operation. To decrypt the ciphertext, the users
in the access instance f; (f; = U;,U;, ---Uj, ) compute t; = R (mod p), for
i = j1,72, .-, Jv, and recover the message M = C; & (HUiefj t;) (mod p).

The only difference between the improvement and Yang et al.’s GGOC is the calcula-
tion of the ciphertext C}, as the improvement uses XOR operation rather than the multi-
plication. Thus, the security of the improvement is also based on the ElGamel cryptosys-
tem, which in turn is based on the difficulty of solving the discrete logarithm problem. It
is difficult for a malicious user to compute the secret key z; of user U; from the public
key y; = ¢* (mod p). It is also difficult for an adversary to obtain the random number
r from the equation R = ¢" (mod p). Besides, it is very difficult for the legal users U;
(for i = ji,j2,...,Ju) in the access instance f; to disclose the secret keys xj, of other
users Uy, from the equation ¢, = R**  (mod p) (for k # ¢ and k = j1, j2, ..., jy). On
the other hand, to recover M from the message {F, R, C1,C>, ..., C}} sent by Uy, the
malicious user has to either break the Diffie-Hellman scheme (Diffie and Hellman, 1976)
or find all the terms ¢;, ¢ € f;. Moreover, unlike Yang et al’s GGOC, a negative access
instance f; in the improvement cannot utilize the multiplication or division of ciphertexts
to eliminate the unknown factors in the ciphertexts C;. Thus, the improvement is secure
against the security flaw proposed in this study.

5. Conclusions

This study demonstrates a security flaw in Yang et al.’s GGOC, and fixes the protocol to
avoid such an attack.
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Nesudétingos apibendrintosios grupinés kriptografinés sistemos,
naudojancios EIGamalio kriptografine sistema, apsaugos trikumas

Chuan-Ming LI, Tzonelih HWANG, Narn-Yih LEE

Yang ir kiti 2003 m. pasitlé apibendrintaja gruping kriptografing sistema (GGOC), kurios pa-
grinda sudaro ElGamalio algoritmas. Straipsnyje parodyta, kad jei igaliojimu suteikimo vartoto-
jams apraSai néra tinkamai apibréZti GGOC sistemoje, tuomet neigaliotieji vartotojai gali uzsifruota
praneSima nesunkiai deSifruoti. Pasitilytas geresnis protokolas, kuris apsaugo nuo tokios pranesimo
desifravimo atakos.



