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Abstract. One important requirement of electronic cash systems is the anonymity of customers.
Unconditional anonymity is also very well suited to support criminals in blackmailing. Maitland
and Boyd proposed at ICICS 2001 an offline electronic cash system based on a group signature
scheme. Their scheme cannot be used to solve blackmailing and other anonymity problems such
as money laundering and illegal purchases. Chen, Zhang and Wang suggested an offline electronic
cash scheme to prevent blackmailing by using the group blind signature. In their payment system,
they used a group signature scheme of Camenisch and Stadler for large groups which is not secure.
In this paper we improve these electronic cash systems to prevent blackmailing, money laundering
and illegal purchases by using a secure coalition-resistant group blind signature scheme.
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1. Introduction

Blackmailing is the most serious drawback of the known payment systems offering un-
conditional anonymity. Solms and Naccache (1992) showed that anonymity could be
used for blackmailing or money laundering by criminals without revealing their iden-
tities. A blackmailer can receive blackmailed money from his victim so that neither the
victim nor the bank are able to recognize the blackmailed coins later. Furthermore, black-
mailed coins can be transferred anonymously via an unobservable broadcasting channel.
This attack is called the perfect crime, as it is impossible to identify or trace the black-
mailer. To solve anonymity of customers, electronic payment systems with revokable
anonymity have been proposed in (Camenisch et al., 1997; Juels, 1999; Lee et al., 2002).
Also, various electronic cash systems using group signature schemes have been proposed
in (Lysyanskaya and Ramzan, 1998; Maitland and Boyd, 2001; Traore, 1999). (Traore,
1999) proposed a solution that combine a group signature scheme and a blind signature
scheme in order to design a fair off-line electronic cash. Recently, Qiu et al. (2002) pre-
sented a new electronic cash system using a combination of a group signature scheme
and a blind signature scheme. Canard and Traore (2003) and Choi et al. (2003) suggested
that the Qiu’s system does not provide the anonymity of the customers.In these payment
systems trusted third parties are able to revoke the anonymity of the customers in case
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of suspicious transactions. When illegal acts like blackmailing are disclosed, the trusted
third party can block various attacks on payment systems by tracing the coins or the
customer.

Kugler and Vogt (2001) proposed an online payment system without trusted third
parties to defeat blackmailing. Depending on the power of the blackmailer, blackmailing
can be categorized as follows (see (Kugler and Vogt, 2001) for more details):

• Perfect crime: The blackmailer contacts the victim via an anonymous channel and
threatens him to withdraw some coins which are chosen and blinded by the black-
mailer. The blackmailer communicates only with the victim but cannot observe the
victim’s communication with the bank.

• Impersonation: The blackmailer gains access to the victim’s bank account and
withdraws coins by himself. The blackmailer communicates directly with the bank
but cannot observe the victim’s communications with the bank.

• Kidnapping: The blackmailer has physical over the blackmailed victim and with-
draws the coins similar to the impersonation scenario. The blackmailer communi-
cates directly with the bank and prevents the victim from communicating with the
bank.

The main idea of the payment system in (Kugler and Vogt, 2001) is to defeat black-
mailing by using marked coins. In this case, the bank can issue marked coins by using
a different private key (marking key) instead of the normal private key to generate the
undeniable signature (Chaum and van Antwerpen, 1989; Chaum, 1991). When the bank
receives a coin, which was not generated with the normal private key, the bank has to
check whether the coin has been created with a marking key. Based on this idea, Chen
et al. (2003) suggested in (Chen et al., 2003) an offline electronic cash scheme to pre-
vent blackmailing by using the group blind signature. In their payment system, they used
a group signature scheme of Camenisch and Stadler (1997) for large groups which is
not secure. Ateniese (1999) proved that this group signature scheme does not satisfy the
property of coalition-resistance. Maitland and Boyd (2001) proposed an offline electronic
cash system based on the group signature scheme of Ateniese et al.(2000). Their scheme
cannot be used to solve blackmailing and other anonymity problems such as money laun-
dering and illegal purchases.

In this paper, we improve the electronic cash systems of Maitland and Boyd (2001)
and Chen et al. (2003) to prevent blackmailing, money laundering and illegal purchases
by using a practical and secure coalition-resistant group blind signature scheme (Popescu,
2003). To achieve our aims, an entity called supervisor and the bank form a group and
a trusted party is the group manager. The second group is comprised by all customers
who open a bank account. The trusted party is the second group manager. The supervisor
would play the role of the bank in case of blackmailing and he would sign instead of the
bank on the message of the criminals. However, the bank only accepts the cash signed by
himself. When the blackmailed cash is deposited, the bank could distinguish it with the
valid cash. Our electronic cash system satisfies all advantages mentioned in the electronic
cash scheme of Kugler and Vogt without any unpractical assumptions.

The remainder of this paper is organized as follows. In the next section, we review
some cryptographic tools necessary in the subsequent design of our payment system.
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Then, we present our offline electronic payment system in Section 3. Furthermore, we
discuss some some aspects of security and efficiency in Section 4. Finally, Section 5
concludes the work of this paper.

2. Cryptographic Tools

In this section, we review the properties of a group blind signature scheme and some
techniques for proving knowledge of discrete logarithms.

2.1. Group Blind Signatures

Group signature schemes are a relatively recent cryptographic concept introduced by
Chaum and van Heijst (1991). An application of a group signature scheme is electronic
cash as was pointed out in (Choi et al., 2003; Juels, 1999; Maitland and Boyd, 2001). In
(Juels, 1999), several banks issue coins, but it is impossible for shops to find out which
bank issued a coin that is obtained from a customer. The central bank plays the role of
the group manager and all other banks issuing coins are group members. A group blind
signature scheme (Popescu, 2001; Popescu, 2000) allows the members of a group to sign
messages on behalf of the group such that the following properties hold:

1. Blindness of signatures: The signer (a group member) signs on group’s behalf a
message without knowing its content. Moreover, the signer should have no recol-
lection of having signed a particular document even though he can verify that he
did indeed sign it.

2. Unforgeability: Only group members are able to sign messages on behalf of the
group.

3. Anonymity: Given a signature, identifying the actual signer is computationally hard
for everyone but the group manager.

4. Unlinkability: Deciding whether two different signatures were computed by the
same group member is computationally hard.

5. Traceability: The group manager can always establish the identity of the member
who issued a valid signature.

6. No framing: Even if the group manager and some of the group members collude,
they cannot sign on behalf of non-involved group members.

7. Coalition-resistance: A colluding subset of group members cannot generate a valid
signature that the group manager cannot link to one of the colluding group mem-
bers.

2.2. Signatures of Knowledge

We present some well studied techniques for proving knowledge of discrete logarithms
(for more details see (Camenisch and Michels, 1998)).

Signatures of knowledge were used by Camenisch and Michels (1998) and their con-
struction is based on the Schnorr signature scheme (Schnorr, 1991) to prove knowledge.
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A signature of knowledge is a construct that uniquely corresponds to a given message m

that cannot be obtained without the help of a party that knows a secret such that as the
discrete logarithm of a given y ∈ G to the base g (G =< g >). We assume a collision-
resistant hash function (à la Fiat–Shamir (Fiat and Shamir, 1987)) H : {0, 1}∗ → {0, 1}k

which maps a binary string of arbitrary length to a k-bit hash value.
Let G be a cyclic subgroup of Z

∗
n of order #G, �log2(#G)� = lG. Let ε > 1 be a

security parameter. We use the symbol ‖ to denote the concatenation of two binary string
(or of the binary representation of group elements and integers).

Showing the knowledge of a discrete logarithm (Camenisch and Michels, 1998) can
be done easily as stated by the following definition.

Definition 1 Let y, g ∈ G. A pair (c, s) ∈ {0, 1}k × ±{0, 1}ε(lG+k)+1 satisfying c =
H(m ‖ g ‖ y ‖ gsyc) is a signature of knowledge of the discrete logarithm of y = gx with
respect to base g, on a message m ∈ {0, 1}∗ and is denoted SPK {(x) : y = gx} (m).

A slight modification of the previous definition enables to show the knowledge and
equality of two discrete logarithms as is described in (Camenisch and Michels, 1998).

Definition 2 Let g, h, y1, y2 ∈ G. A pair (c, s) ∈ {0, 1}k ×±{0, 1}ε(lG+k)+1 satisfying
c = H(m ‖ g ‖ h ‖ y1 ‖ y2 ‖ yc

1g
s ‖ yc

2h
s) is a signature of knowledge of the discrete

logarithm of both y1 = gx with respect to base g and y2 = hx with respect to base h, on
a message m ∈ {0, 1}∗ and is denoted SPK {(x) : y1 = gx ∧ y2 = hx} (m).

The next block is based on a proof that the secret the prover knows lies in a given
interval. This building block is related to the new Range Bounded Commitment protocol
(RBC) of Chan et al. (1998). It is also related to a protocol given by Camenisch and
Michels (1998).

Definition 3 Let y, g ∈ G. A pair (c, s) ∈ {0, 1}k × ±{0, 1}ε(l+k)+1 satisfying c =
H(m ‖ g ‖ y ‖ gs−cXyc) is a signature of knowledge of the discrete logarithm logg y

that lies in the interval ]X − 2ε(l+k), X + 2ε(l+k)[, on a message m ∈ {0, 1}∗.

3. Our Offline Electronic Cash System

In this section we improve the electronic cash systems of Maitland and Boyd (2001) and
Chen et al. (2003) to prevent blackmailing, money laundering and illegal purchases by
using a practical and secure coalition-resistant group blind signature scheme (Popescu,
2003). Also, we use a group signature scheme proposed by Ateniese et al. (2000). The
system is modelled by six types of participants: customers, blackmailers, merchants,
banks, supervisors and trusted parties. The customers honestly withdraw money from
the bank and pay money to the merchant. The merchants get money from customers and
deposit it in the bank. The banks manage customer accounts, issue and redeem money.
The bank can legally trace a dishonest customer with the help of the trusted parties.

A supervisor and a bank form the first group and a trusted party acts as the first group
manager (GM1). All customers who open a bank account form the second group and
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a trusted party is the second group manager (GM2). When a customer, who shares a
secret with the bank, wants to withdraw electronic coin m from his account, the bank
applies a group blind signature protocol to m and decreases appropriate amount from
the customer’s account. Everyone including the merchant can verify the validity of group
blind signature with the public key of the group.

If a blackmailer kidnaps a customer and forces the bank to sign the coin m, the super-
visor, instead of the bank, applies a group blind protocol to m . The blackmailer cannot
detect the coin was marked by supervisor. When the merchant deposits the marked coins
in the bank, the bank can verify the coin is not signed by himself. Thus, the bank can
detect all marked coins.

3.1. System Setup

The first group manager (GM1) executes the next steps to setup parameters of the group
comprised of the bank and the supervisor:

1. Let k, lp and ε > 1 be security parameters and let λ1, λ2, γ1, γ2 denote lengths
satisfying λ1 > ε(λ2 + k) + 2, λ2 > 4lp, γ1 > ε(γ2 + k) + 2 and γ2 > λ1 + 2.
Define the integral ranges Λ =]2λ1 −2λ2 , 2λ1 +2λ2 [ and Γ =]2γ1 −2γ2 , 2γ1 +2γ2 [.

2. Select random secret lp-bit primes p′, q′ such that p = 2p′ + 1 and q = 2q′ + 1
are prime. Set the modulus n = pq. It is a good habit to restrict operation to
the subgroup of quadratic residues modulo n, i.e., the cyclic subgroup QR (n)
generated by an element of order p′q′. This is because the order p′q′ of QR (n) has
no small factors.

3. Choose random elements a, a0, g, h ∈ QR (n) of order p′q′.
4. Choose a random secret element x ∈ Z

∗
p′q′ and set y = gx mod n.

5. Finally, let H be a collision-resistant hash function H : {0, 1}∗ → {0, 1}k.
6. The group public key is P = (n, a, a0, H, y, g, h, lG, λ1, λ2, γ1, γ2).
7. The corresponding secret key is S = (p′, q′, x). This is the GM1’s secret key.

The second group manager (GM2) executes the same steps as GM1 to setup parame-
ters of the customers group with the following modifications:

1. Choose random elements a′, a0, g
′, h ∈ QR (n) of order p′q′.

2. Choose a random secret element x′ ∈ Z
∗
p′q′ and set y′ = g′x

′
mod n.

3. The group public key is P ′ = (n, a′, a0, H, y′, g′, h, lG, λ1, λ2, γ1, γ2).
4. The corresponding secret key is S′ = (p′, q′, x′). This is GM2’s secret key.

3.2. Join the Group

We assume that communication between the group member and the group manager is
secure, i.e., private and authentic.

3.2.1. The Bank and the Supervisor
To obtain his membership certificate, each user Ui (the supervisor and the bank) must
perform the following protocol with GM1:
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1. Generates a secret key xi ∈ Λ. The corresponding public key is C2 = axi mod n.
The user Ui also proves to GM1 that the discrete logarithm of C2 with respect to
base a lies in the interval Λ (see definition 3).

2. GM1 sends Ui the new membership certificate (Ai, ei), where ei is a random prime
chosen by GM1 such that ei ∈ Γ and Ai has been computed by GM1 as Ai =
(C2a0)

1/ei mod n.
3. The GM1 creates a new entry in the membership table and stores (Ai, ei) in the

new entry.

3.2.2. The Customers
To obtain his membership certificate, each customer Custi must perform the following
protocol with GM2:

1. Generates a secret key x′′
i ∈ Λ. The corresponding public key is C ′

2 = a′x′′
i mod n.

The user Custi also proves to GM2 that the discrete logarithm of C ′
2 with respect

to base a′ lies in the interval Λ (see definition 3).
2. GM2 sends Custi the new membership certificate (A′

i, e
′
i), where e′i is a random

prime chosen by GM2 such that e′i ∈ Γ and A′
i has been computed by GM2 as

A′
i = (C ′

2a0)
1/e′

i mod n.
3. The GM2 creates a new entry in the membership table and stores (A′

i, e
′
i) in the

new entry.

3.3. The Blinding Protocol

The protocol for obtaining a group blind signature is as follows. The signer (the bank and
the supervisor) does the following:

1. Computes:

Ã = Aiy
xi ( mod n) , B̃ = gxi ( mod n) , D̃ = geihxi ( mod n) . (1)

2. Chooses random values r̃1 ∈ ±{0, 1}ε(γ2+k), r̃2 ∈ ±{0, 1}ε(λ2+k), r̃3 ∈
±{0, 1}ε(γ1+2lp+k+1), r̃4 ∈ ±{0, 1}ε(2lp+k) and computes:

t̃1 = Ãr̃1/
(
ar̃2yr̃3

)
, t̃2 = B̃r̃1/gr̃3 , t̃3 = gr̃4 , t̃4 = gr̃1hr̃4 . (2)

3. Sends (Ã, B̃, D̃, t̃1, t̃2, t̃3, t̃4) to the user.

In turn, the user does the following:

1. Chooses α1, α2, α3, α4, δ ∈R {0, 1}ε(lp+k) and computes:

t1 = aδ
0t̃1Ã

α1−δ2γ1
/(aα2−δ2λ1

yα3), t2 = t̃2B̃
α1−δ2γ1

/gα3 , (3)

t3 = t̃3B̃
δgα4 , t4 = t̃4D̃

δgα1hα4 . (4)

2. Computes:

c = H(m‖g‖h‖y‖a0‖a‖Ã‖B̃‖D̃‖t1‖t2‖t3‖t4), (5)

c̃ = c − δ. (6)
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3. Sends c̃ to the signer.

The signer does the following:

1. Computes:

s̃1 = r̃1 − c̃(ei − 2γ1), s̃2 = r̃2 − c̃(xi − 2λ1), (7)

s̃3 = r̃3 − c̃eixi, s̃4 = r̃4 − c̃xi. (8)

2. Sends (s̃1, s̃2, s̃3, s̃4) to the user.

The user does the following:

1. Computes:

s1 = s̃1 + α1, s2 = s̃2 + α2, s3 = s̃3 + α3, (9)

s4 = s̃4 + α4, A = ÃH(c‖s1‖s2‖s3‖s4) mod n, (10)

B = B̃H(c‖s1‖s2‖s3‖s4) mod n, D = D̃H(c‖s1‖s2‖s3‖s4‖A‖B) mod n. (11)

2. The resulting group blind signature of a message m is (c, s1, s2, s3, s4, A, B, D).

3.4. The Withdrawal Protocol

The withdrawal protocol involves the customers and the bank. It is very important for the
blackmailed user to notify the bank the blackmailing without being detected by black-
mailer (for more details see (Chen et al., 2003)). When a customer opens an account in
the bank, he shares a secret with the bank to authenticate his identity for future with-
drawal. Suppose the shared secret is s = k1 ‖ k2 and an agreed symmetric algorithm EK

with the key K.
When a legitimate customer wants to withdraw a coin m from his account, the

bank firstly sends him two random messages m1, m2. The customer then computes
(Ek1(m1), Ek2(m2)) and sends the pair to the bank. The bank uses the agreed sym-
metric algorithm with keys k1, k2 to decrypt the pair (Ek1(m1), Ek2(m2)). Suppose the
decrypted messages are (n1, n2). We have three possibilities:

a) If n1 �= m1 then the bank rejects to serve for the customer. The withdrawal protocol
is invalid and ends.

b) If n1 = m1 and n2 = m2 then the bank knows that the customer is the owner of
the account. The bank applies the above group blind signature protocol to sign the
coin m.

c) If n1 = m1 and n2 �= m2, then the bank is convinced that the customer is con-
trolled by a blackmailer. Suppose that this blackmailer forces the customer to reveal
his secret shared with the bank. Then, the customer tell the blackmailer the secret
is s′ = k1 ‖ k′

2, while his true secret is s = k1 ‖ k2. Then the supervisor mark the
coin m, created by blackmailer, by applying the group blind protocol to the coin m.
Suppose that the resulting group blind signature is σ = (c, s1, s2, s3, s4, A, B, D).
The blackmailer can verify the validity of the group blind signature σ but cannot
detect the coin was marked by supervisor.
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3.5. The Payment Protocol

The payment protocol involves the customers and the merchant.

1. The merchant first verifies the validity of the group blind signature σ = (c, s1, s2,

s3, s4, A, B, D) with the public key P as follows:

a) Computes:

b1 = 1/H(c‖s1‖s2‖s3‖s4), (12)

b2 = 1/H(c‖s1‖s2‖s3‖s4‖A‖B), (13)

t′1 = ac
0A

b1(s1−c2γ1 )/(as2−c2λ1
ys3) mod n, (14)

t′2 = Bb1(s1−c2γ1 )/gs3 mod n, (15)

t′3 = Bcb1gs4 mod n, (16)

t′4 = Dcb2gs1−c2γ1
hs4 mod n, (17)

c′ = H(m‖g‖h‖y‖a0‖a‖Ab1‖Bb1‖Db2‖t′1‖t′2‖t′3‖t′4). (18)

b) Accept the group blind signature if and only if:

c = c′, (19)

s1 ∈ ±{0, 1}ε(γ2+k)+1, s2 ∈ ±{0, 1}ε(λ2+k)+1, (20)

s3 ∈ ±{0, 1}ε(λ1+2lp+k+1)+1, s4 ∈ ±{0, 1}ε(2lp+k)+1. (21)

2. The customer computes m′ = H(c‖s1‖s2‖s3‖s4‖A‖B‖D) and signs m′ using
the group signature scheme proposed by Ateniese et al. (2000):

(a) Chooses a random integer w′ ∈ {0, 1}2lp and computes:

T1 = A′
iy

′w′
( mod n) , T2 = g′w

′
( mod n) , T3 = g′e

′
ih′w′

( mod n) .(22)

(b) Randomly chooses:

r1 ∈ ±{0, 1}ε(γ2+k), r2 ∈ ±{0, 1}ε(λ2+k), (23)

r3 ∈ ±{0, 1}ε(γ1+lp+k+1), r4 ∈ ±{0, 1}ε(2lp+k). (24)

(c) Computes:

d1 = T r1
1 /(a′r2y′r3), d2 = T r1

2 /g′r3 , d3 = g′r4 , d4 = g′r1hr4 . (25)

(d) Computes:

c1 = H(m′‖g′‖h‖y′‖a0‖a′‖T1‖T2‖T3‖d1‖d2‖d3‖d4), (26)

s′1 = r1 − c1(e′i − 2γ1), s′2 = r2 − c1(x′′
i − 2λ1), (27)

s′3 = r3 − c1e
′
iw

′, s′4 = r4 − c1w
′. (28)
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(e) The resulting group signature of a message m′ is (c1,s
′
1,s

′
2,s

′
3,s

′
4, T1, T2, T3).

3. The customer sends the merchant the group signature (c1, s
′
1, s

′
2, s

′
3, s

′
4, T1, T2, T3)

of the message m′.
4. The merchant verifies the group signature (c1, s

′
1, s

′
2, s

′
3, s

′
4, T1, T2, T3) of the mes-

sage m′ with public key P ′ as follows:

(a) Computes:

d′1 = ac1
0 T

s′
1−c12

γ1

1 /(a′s′
2−c12

λ1
y′s′

3) mod n, (29)

d′2 = T
s′
1−c12

γ1

2 /g′s
′
3 mod n, (30)

d′3 = T c1
2 g′s

′
4 mod n, (31)

d′4 = T c1
3 g′s

′
1−c12

γ1
hs′

4 mod n, (32)

c′1 = H(m′‖g′‖h‖y′‖a0‖a′‖T1‖T2‖T3‖d′1‖d′2‖d′3‖d′4). (33)

(b) Accept the group signature if and only if:

c1 = c′1, (34)

s′1 ∈ ±{0, 1}ε(γ2+k)+1, s′2 ∈ ±{0, 1}ε(λ2+k)+1, (35)

s′3 ∈ ±{0, 1}ε(γ1+lp+k+1)+1, s′4 ∈ ±{0, 1}ε(2lp+k)+1. (36)

3.6. The Deposit Protocol

The deposit protocol involves the merchant and the bank as follows:

1. The merchant sends to the bank the group signature (c1, s
′
1, s

′
2, s

′
3, s

′
4, T1, T2, T3)

on the message m′.
2. The bank first verifies the validity of the group signature (c1, s

′
1, s

′
2, s

′
3, s

′
4, T1,

T2, T3) using the same operations as the merchant (see Step 4 from Subsection 3.5).
3. If the group signature (c1, s

′
1, s

′
2, s

′
3, s

′
4, T1, T2, T3) is valid, the bank verifies the

validity of the group blind signature σ = (c, s1, s2, s3, s4, A, B, D) using the same
operations as the merchant (see Step 1 from Subsection 3.5). Then the bank checks
whether:

D = (gebhxb)H(c‖s1‖s2‖s3‖s4‖A‖B) mod n. (37)

where eb, xb are membership keys of the bank. If this test fails but the group blind
signature σ is valid the bank knows that m is a marked coin. In this case, the coin
m can be rejected. If the group blind signature σ is valid, the test (37) succeeds
and the coin m was not deposited before, the bank accepts the coin m and then the
merchant sends the goods to the customer.

If the coin m was deposited before, double spending is found. Then the bank requests
the GM2 that the identity of the dishonest customer to be revoked.
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4. Security and Efficiency of our System

In this section we discuss some aspects of security and efficiency of our offline electronic
cash system.

a) Unforgeability of coins: Every blackmailed coin can be distinguished by a differ-
ent mark by applying a group blind signature to this coin. A dishonest supervisor cannot
forge the coin. When a blackmailing happens, the bank notifies a supervisor to sign in-
stead of him and gives him a proof. If the supervisor was not notified to mark a coin
by the bank it can be deduced that the supervisor forged the coin. After a marked coin
was detected, the GM1 can find out which supervisor issued the group blind signature
(c, s1, s2, s3, s4, A, B, D), by checking its correctness by using the Step 1 from Sub-
section 3.5. He aborts if the group blind signature is not correct. Otherwise, the GM1
computes:

Ai =
(

A

Bx

)1/H(c‖s1‖s2‖s3‖s4)

mod n (38)

and issues a signature:

SPK
{

(x) : y = gx ∧ A/A
H(c‖s1‖s2‖s3‖s4)
i = Bx

}
(m) (39)

(see Definition 2). He then looks up Ai in the group member list and will find the cor-
responding Asup and the supervisor’s identity, where Asup is membership key of the
supervisor. Also, from the property of a group blind signature, when different coins with
the same marking were detected, the corresponding supervisor is identified and he an-
swers for his dishonest actions. Furthermore, from the property of coalition-resistance of
a group blind signature scheme, the bank will not collude with the supervisor, such that
the issued group blind signature could not be open by the group manager.

b) Tracing of dishonest customers: To open a group signature (c1, s
′
1, s

′
2, s

′
3, s

′
4, T1,

T2, T3) and reveal the identity of the actual dishonest customer (e.g., double spender)
who created a given group signature, the GM2 performs the following steps:

1. Verifies the validity of the group signature (c1, s
′
1, s

′
2, s

′
3, s

′
4, T1, T2, T3) with public

key P ′ using the same operations as the merchant (see Step 4 from Subsection 3.5).
2. Computes A′

i = T1/T x′

2 mod n and issues a signature:

SPK{(x′) : y′ = g′x
′ ∧ T1/A

′
i = T x′

2 }(m′) (40)

(see Definition 2) and recovery the identity of Custi. The GM2 looks up A′
i in

the customer group member list and will find the corresponding Custi and the
customer’s identity.

Also, since the GM2 knows the relation between customer’s identification and the
group public key, money laundering is prevented. When money laundering happens, the
GM2 reveals the identity of dishonest customer using the above steps.
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Table 1

Comparison of the Signature Size

E-cash Protocol Modulus Signatures

Chen, Zhang and Wang’protocol 1200 bit 3 KBytes

Our e-cash Protocol 1200 bit 1 KBytes

c) Tracing of the blackmailed customer: Every marked coin can be detected by the
bank at deposit. This enables tracing of the blackmailed customer and allows rejection
of marked coins. The second group manager (GM2) reveals the identity of the actual
blackmailed customer using the steps in the case b). Also, the bank will reject the marked
coin at deposit.

d) Anonymity of honest customers: Assuming that the group signature scheme and
the group blind signature scheme are computationally secure and the symmetric algo-
rithm EK is strong, our system is secure against tracing a honest customer by the bank.
If a customer receives unmarked coins at withdrawal, identifying the actual honest cus-
tomer is computationally hard for everyone, but the GM2, due to the group signature.
Also, since the group blind signature σ can not give any information for the coin m, the
bank can not link the blind coin with the identity of the customer. If a customer receives
marked coins at withdrawal, the second group manager (GM2) can legally trace this cus-
tomer using the steps in the case b). Therefore, it is infeasible for the bank to trace honest
customers without the help of the GM2.

e) Undetectability of marking: From the property of a group blind signature, it re-
sults that only the bank can detect whether a coin is marked or not. Furthermore, for
other parties, even for the blackmailer, marked coins are indistinguishable from unmarked
coins.

The security and efficiency of our offline electronic cash system follows from the
security and efficiency of the underlying group signature scheme (Atheniese, 2000). It
is possible to extend our electronic cash system in the case of the supervisor forges the
coin. In this case, the first group manager (GM1) can expel a dishonest supervisor from
the group, by using a method for revocation in a group signature scheme (Atheniese,
2002).

The computational and communicational costs for withdrawing and storing a coin do
not depend on the number of times it can be spent. The costs in our electronic cash system
depend on the signatures used. We compare the e-cash system of Chen–Zhang–Wang (see
Table 1) which has a modulus of 1200 bits, k = 160 and ε = 7/6 with our e-cash system
which has a modulus of 1200 bits, k = 160 and ε = 7/6. The size of the signatures
in our e-cash system is 1 KBytes and 3 KBytes in the e-cash system of Chen–Zhang–
Wang. Therefore, our electronic cash system is about three times more efficient than the
scheme in (Chen, 2003), and signatures are about three times shorter when choosing the
same modulus for both schemes. However, the e-cash scheme in (Chen, 2003) is based
on a group signature scheme which is not secure (Atheniese, 1999). The efficiency of



562 C. Popescu

our electronic cash system is the same with the scheme of Maitland and Boyd (Maitland,
2001). But, our electronic cash system is resistant against blackmailing, money launder-
ing and illegal purchases.

5. Conclusion

In this paper we proposed an offline electronic cash system based on a secure coalition-
resistant group blind signature scheme. Our scheme is an extension of the electronic cash
scheme of Maitland and Boyd. The main advantage of the proposed system is that our
electronic cash system is resistant against blackmailing, money laundering and illegal
purchases. Also, the main benefits of our offline electronic cash system, compared to
the scheme of Chen–Zhang–Wang, relate to the underlying group signature scheme’s
improved efficiency and provable security.
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Grupiniais aklais parašais pagr ↪ista elektronini ↪u atsiskaitym ↪u sistema

Constantin POPESCU

Vartotoj ↪u anonimiškumas yra vienas pagrindini ↪u elektronini ↪u atsiskaitym ↪u sistem ↪u reikalavim ↪u.
Tačiau bes ↪alyginis anonimiškumas padeda nusikalstamumui ir šantažui. Maitland ir Boyd pasiūlė
grupini ↪u paraš ↪u schema pagr↪ist ↪a elektronini ↪u atsiskaitym ↪u sistem ↪a be prisijungimo. J ↪u schema ne-
gali būti naudojama šantažo ir kit ↪u anonimiškumo problem ↪u, kaip pinig ↪u plovimas ir nelegalūs
pirkimai, sprendimui. Apsisaugojimui nuo šantažo Chen, Zhang ir Wang pasiūlė elektronini ↪u at-
siskaitym ↪u sistem ↪a be prisijungimo panaudojant grupinius aklus parašus. J ↪u apmokėjimo siste-
moje naudojama nesaugi Camenisch ir Stdler grupini ↪u paraš ↪u schema didelėms grupėms. Šiame
straipsnyje, apsisaugojimui nuo šantažo, pinig ↪u plovimo ir nelegali ↪u pirkim ↪u, mes pageriname šias
elektronini ↪u atsiskaitym ↪u sistemas panaudodami saugi ↪a koalicijoms atspari ↪a akl ↪u grupini ↪u paraš ↪u
schem ↪a.


