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Abstract. Yamaguchi, Okayama, and Miyahara proposed a simple but efficient authentication sys-
tem, SPLICE/AS. In this article, we show that their method is vulnerable to the guessing attack.
An attacker can obtain the password, private-key, and public-key of the user. To overcome the vul-
nerability of SPLICE/AS to the guessing attack, we propose an improvement of their system. In
our scheme, we not only prevent the guessing attack to obtain secret messages but also enhance the
security of the SPLICE/AS authentication system in WIDE.
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1. Introduction

Today, password authentication systems are wide spread. To prevent a password from be-
ing compromised is an important work (Abadi, 1997; Hwang, 1999; Hwang, 2000). The
WIDE (Widely Integrated Distributed Environment) started in 1988 as a research project
(Murai, 1989). In WIDE, the access level to the server each user holds can be determined.
In 1990, Yamaguchi et al. proposed an efficient authentication system SPLICE/AS for
WIDE (Yamaguchi, 1990).

In this article, we show that there is a weakness in the SPLICE/AS. An unauthorized
person can use the guessing attack (Li, 1993) to obtain a legal user’s password and then
obtain the legal user’s private and public keys. Furthermore, we propose an improved
method to prevent this guessing attack.

The remainder of this paper is organized as follows. In the next section, we give a
brief review of the SPLICE/AS authentication system and point out the vulnerability of
the system. In Section 3, we propose an improved method to overcome the vulnerability
of the SPLICE/AS system. In Section 4, we discuss the security of our scheme. Finally,
conclusions are given in Section 5.

2. The Weakness of the SPLICE/AS

In this section, we discuss the key acquisition session in SPLICE/AS (Yamaguchi, 1990).
In Table 1, we give the abbreviations and the notations used in SPLICE/AS.
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Table 1

The abbreviations and notations

Client identity.

S Server identity.

AS Authentication Server.

SKa Secret key of entity A.

PK, Public key of entity A.

PWy Password of entity A.

(M)XK Encrypt the message M using symmetric cryptosystem with secret key K.

A — B:msg Send the message msg from A to B.

To login SPLICE/AS system for network services, each user must have his/her iden-
tity which is authenticated by the authentication server (AS), and then obtain the private
and public keys. If a user has his/her keys, he/she can request services to the server with
his/her keys. The procedures for getting keys are described in Fig. 1.

e Step 1. Through a client program, the user inputs his/her password PW¢ to
construct ([C, AS, Nonce]P™¢) and then sends his/her identity C' and the
message [C, AS, Nonce]FWe to AS.

e Step 2. When AS receives these messages from the client, AS analyzes C and
obtains his/her password PW¢ which is stored in the database. AS uses the
password PW¢ to decrypt the message [C, AS, Nonce] PWe 1f the decrypted
user’s identity is correct, AS admits the client as a legal user and then sends the
messages, AS, [C, AS, Nonce, PK¢c, SKc, PK 5], to the client. The client
can obtain his/her private key, public key, and AS’s public key using password
PW . Therefore, the user can acquire the keys in a secure manner.

The cryptosystem between the client and AS uses a conventional encryption/decryp-
tion algorithm.

The SPLICE/AS system can be attacked using the guessing attack (Li, 1993). In fact,
an unauthorized person can intercept the message C, [C, AS, Nonce]”"¢ of another
user from the open network in Fig. 1. The unauthorized person can then guess a can-
didate PW/, to try to decrypt the message. If the decrypted user’s identity is correct,
the unauthorized person assumed that PWo = PW’C. Otherwise, he/she tries the next
candidate password PW{, until the decrypted user’s identity is correct.

Most passwords are a meaningful short string of numbers. A guessing attack can be

C,[C, AS, Nonce]PWe

Client AS
AS, [C, AS, Nonce, PKo, SK¢, PKAs]PWC

Fig. 1. SPLICE/AS protocol for getting keys.
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used against SPLICE/AS off-line (Li, 1993). Therefore, the guessing attack is computa-
tionally feasible.

Once the unauthorized person obtains an authorized user’s PW ¢ through the guessing
attack, he/she can intercept the messages AS, [C, AS, Nonce, PK¢, SKc, PK a5)7"e
in Fig. 1, to decrypt the message using PW¢. Therefore, he/she can obtain the private
key S K¢ and public key PK ¢ of the user.

If the unauthorized person has an authorized user’s keys, he/she can forge his/her
identity to request services from the server. Therefore, the system is insecure.

3. Our Improvement Method

To overcome the guessing attack in SPLICE/AS system, an improved method is proposed
in this paper. The main idea of the method is to use a long random number r to immunize
the guessing attack. In this section, we define that a one-way function f(z) is equal to
g” mod p, where z is an integer; p is a large prime and g is a generator for Z7. The
parameters g, p, and f(-) are opened. The parameter z is secret. The procedures of the
method are described as follows and shown in Fig. 2.

e Step 1. Through a client program, user inputs a private value f(PW¢ + r) to
construct ([C, AS, Nonce]f(PWC”)), where PW¢ is the user’s password; and r
is a very long random number. Next, the user sends his/her identity, R & PW¢,
and [C, AS, Nonce]/(PWe+m) to AS, where R = f(r) (i.e., R = g" mod p).

e Step 2. When AS receives these messages from the client, AS analyzes C' and
obtains his/her password PW¢ which is stored in the database. AS derives R from
R @ PWe @ PWe. AS then obtains f(PW¢ + ) as follows.

f(PWC) X R

= ¢""e x g" mod p,

PWeo—+r

=y mod p,

= f(PWg + 7). (1)

Next, AS uses f(PW¢ + 1) to decrypt the message [C, AS, Nonce]/ Vet
AS thus obtains C, AS, and Nonce. If the user’s identity C' is correct, AS trusts
the client as a legal user and sends the messages, AS,

[C, AS, Nonce, PK¢, SKc, PK 45]7(PWe+7) o client. The client can obtain
his/her private key, public key, and AS’s public-key using f(PW¢ + 7).
Therefore, the user can acquire the keys in a secure manner.

C,[C, AS, Nonce]f(FWe+r) R @ PW(

@ AS,[C, AS, Nonce, PK ¢, SKC,PKAs]f(PWC”)

Fig. 2. Our improved protocol for getting keys.
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The cryptosystem between the client and AS is a symmetric encryption/decryption
algorithm, such as DES, AES, IDEA, etc. (Schneier, 1996).

4. Security Analysis

The security of our method is based on discrete logarithms (Diffie, 1976). It is difficult
to obtain f(PW¢ + r) without knowing PW¢ and r. If an attacker wants to obtain
f(PWe + 1), he/she must guess an integer x such that x = PW¢ + r. Since r is a long
random number (i.e., 512 bits in length), the probability of guessing z is less than 25%

Since the attacker cannot obtain f(PW¢ + r), he/she cannot decrypt the transmitted
message and obtain the private and public keys of the user. Therefore, our method is
secure.

5. Conclusions

In this paper, we have shown a weakness in SPLICE/AS. An unauthorized person can
use guessing attack to obtain a legal user’s password and then obtain the legal user’s pri-
vate and public keys. In addition, we proposed an improved method against the guessing
attack. The security of our method is based on discrete logarithms.
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Sistemos SPLICE/AS saugumo didinimas pries isibrovéliu atakas
aplinkoje WIDE

Min-Shiang HWANG, Cheng-Chi LEE, Yuan-Liang TANG

Yamaguchi, Okayama ir Miyahara pasiiilé paprasta bet efektyvia autoidentifikavimo sistema
SPLICE/AS (Widely Integrated Distributed System). Siame straipsnyje parodyta, kad ju metodas
yra pazeidziamas isibrovéliy ataky. [sibrovélis gali nustatyti vartotojo slaptazodi, privaty ar viesa
jo rakta. Kad to iSvengti, Sio straipsnio autoriai pasitilé galimybe sistemai tobulinti. Pasitilytoje
schemoje autoriai uZtikrina ne tik slaptu praneSimu apsauga, bet taip pat ir padidina autentizavimo
sistemos SPLICE/AS sauguma WIDE aplinkoje.



