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Abstract. Anonymous multi-recipient signcryption (AMRS) is an important scheme of public-key
cryptography (PKC) and applied for many modern digital applications. In an AMRS scheme, a
broadcast management centre (BMC) may sign and encrypt a plaintext data (or file) to a set of
multiple recipients. Meanwhile, only these recipients in the set can decrypt the plaintext data and
authenticate the BMC while offering anonymity of their identities. In the past, some AMRS schemes
based on various PKCs have been proposed. Recently, due to side-channel attacks, the existing cryp-
tographic mechanisms could be broken so that leakage-resilient PKC resisting such attacks has
attracted the attention of cryptographic researches. However, the work on the design of leakage-
resilient AMRS (LR-AMRS) schemes is little and only suitable for multiple recipients under a sin-
gle PKC. In this paper, the first leakage-resilient and seamlessly compatible AMRS (LRSC-AMRS)
in heterogeneous PKCs is proposed. In the proposed scheme, multiple recipients can be members
of two heterogeneous PKCs, namely, the public-key infrastructure PKC (PKI-PKC) or the certifi-
cateless PKC (CL-PKC). Also, we present a seamlessly compatible upgradation procedure from
the PKI-PKC to the CL-PKC. The proposed scheme achieves three security properties under side-
channel attacks, namely, encryption confidentiality, recipient anonymity and sender (i.e. BMC) au-
thentication, which are formally shown by the associated security theorems. Finally, by comparing
with related schemes, it is shown that the proposed LRSC-AMRS scheme is suitable for heteroge-
neous recipients and the computational cost of each recipient’s unsigncryption algorithm is constant
o(l).

Key words: leakage resilience, multiple recipients, anonymity, encryption, authentication,
heterogeneous public-key cryptographies.

1. Introduction

With the popularity of the Internet and wireless networks, a large number of cryptographic
mechanisms have been proposed to ensure information/communication security for vari-
ous applications based on public-key cryptography (PKC). Indeed, the most popular PKC
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today is still the public-key-infrastructure (PKI) PKC (PKI-PKC) (Rivest et al., 1978; El-
Gamal, 1985; Miller, 1985). In the PKI-PKC, each member has a secret/public key pair and
there is a certificate authority (CA) who is responsible to generate and manage the associ-
ated certificates of all members’ public keys. However, the PKI-PKC requires a complex
PKI architecture to maintain the validity of these certificates. In 2001, Boneh and Franklin
(2001) realized Shamir’s identity (ID)-based concept (Shamir, 1984) to propose the ID-
PKC. However, in the ID-PKC, there is a secret key generator (SKG) who is responsible to
generate all members’ secret keys, so that the SKG knows these secret keys which incurs
a key escrow problem. Now, the usage of the certificateless PKC (CL-PKC) has attracted
the attention of researchers because it has neither certificate management nor key escrow
problems.

For the mentioned PKCs (i.e. the PKI-PKC, the ID-PKC and the CL-PKC) above,
all secret keys must be completely protected from leakage of any partial information.
However, by side-channel attacks (Brumley and Boneh, 2005; Biham et al., 2008), an ad-
versary could acquire partial information of secret keys participated in the computations
of cryptographic mechanisms. Eventually, via continuous leakage, the existing crypto-
graphic mechanisms based on these PKCs mentioned above could be broken. The designs
of leakage-resilient (LR) cryptographic mechanisms resisting side-channel attacks have
attracted the attention of cryptographic researches who have proposed many LR crypto-
graphic mechanisms (Kiltz and Pietrzak, 2010; Galindo and Vivek, 2013; Wu et al., 2018,
2019; Peng et al., 2021; Tseng et al., 2022; Xie et al., 2023).

Anonymous multi-recipient signcryption (AMRS) is an important scheme of PKCs
and applied for many modern digital applications, e.g. over-the-air (OTA) applications (Li
et al., 2023), unmanned chain stores (Park and Zhang, 2022) and digital signages (Kim
et al.,2024). In an AMRS scheme, there are a trusted authority, a broadcast management
centre (BMC) and many recipients. The BMC and recipients first obtain their secret/public
key pairs by interacting with the trusted authority. Also, the BMC may sign and encrypt
a plaintext data (or file) to generate a broadcast ciphertext set (BCS), and convey the BCS
to a set of multiple recipients via Internet. Meanwhile, only these recipients in the set can
decrypt the plaintext data and authenticate the BMC while offering anonymity for their
identities. The system architecture of an AMRS scheme in a PKC is depicted in Fig. 1.

1.1. Motivation

To our best knowledge, all the existing AMRS schemes are only suitable for multiple recip-
ients under a single PKC and will be reviewed later. Here, let us consider the situation of
the PKC upgradation as follows. When the original PKC (e.g. the PKI-PKC) is converted
and upgraded to another new PKC (e.g. the CL-PKC), some recipients in the PKI-PKC are
possibly not upgraded to the CL-PKC successfully. This situation, in the AMRS scheme,
would result in three kinds of recipients, namely, initial (i.e. non-upgraded) recipients in
the PKI-PKC, upgraded and new recipients in the CL-PKC, as illustrated in Fig. 2. Indeed,
for the PKC upgradation, it is important to ensure that non-upgraded recipients can still use
the original cryptographic functionalities (Ho ez al., 2024; Tseng et al., 2024). However,
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Fig. 2. An illustration of the PKC upgradation from the PKI-PKC to the CL-PKC.

the existing AMRS schemes are unsuitable for such heterogeneous PKCs. Additionally,
the work on the design of leakage-resilient AMRS (LR-AMRS) schemes is little and only
suitable for multiple recipients under a single PKC. Our aim of this paper is to propose
the first leakage-resilient and seamlessly compatible AMRS (LRSC-AMRS) suitable for
multiple recipients under two heterogeneous PKCs (i.e. the PKI-PKC and the CL-PKC).

1.2. Related Work

Here, the revolutions of AMRS and leakage-resilient AMRS (LR-AMRS) schemes based
on different PKCs (i.e. the PKI-PKC, the ID-PKC and the CL-PKC) are reviewed.

Based on the PKI-PKC, Wang et al. (2016) employed the ring signcryption technique
to propose the first PKI-AMRS scheme. Also, Tsai et al. (2022) used the concepts of both
the LR encryption scheme in Kiltz and Pietrzak (2010) and the LR signature scheme in



740 Y.-M. Tseng et al.

Galindo and Vivek (2013) to integrate multi-recipient scenario to propose the first PKI-
LR-AMRS scheme based on the PKI-PKC. The PKI-LR-AMRS scheme not only pos-
sesses the functionalities and security properties of an AMRS scheme, but also permits
an adversary to continuously acquire partial information of secret keys participated in
the computations. Nevertheless, these AMRS schemes based on the PKI-PKC require a
complex PKI architecture to maintain the validity of recipients’ certificates.

Based on the ID-PKC, Lal and Kushwah (2009) proposed the first ID-AMRS scheme,
which employed the Lagrange interpolation polynomial technique to embed multiple re-
cipients’ identities to achieve anonymity between these recipients. To achieve robust se-
curity, Zhang and Xu (2010) proposed an improved ID-AMRS scheme in the standard
model. However, Wang et al. (2012) demonstrated that these two schemes (Lal and Kush-
wah, 2009; Zhang and Xu, 2010) cannot achieve anonymity because an authorized recip-
ient can check whether other recipients are authorized. Furthermore, Pang ez al. (2015)
proposed a new ID-AMRS scheme based on the ID-PKC, which achieves the anonymity of
both the sender and recipients. Nevertheless, these AMRS schemes based on the ID-PKC
still inherit the key escrow problem.

Based on the CL-PKC, Pang et al. (2018) proposed the first CL-AMRS scheme. Also,
Pang et al. (2019) proposed a new CL-AMRS scheme, which achieves the anonymity of
both the sender and recipients. Moreover, to achieve a sender’s anonymity and traceability,
Li et al. (2022) presented a new CL-AMRS scheme. For wireless body area networks,
Shen et al. (2022) proposed a lightweight CL-AMRS scheme. Unfortunately, Dong and
Zhang (2024) pointed out that Shen et al.’s scheme suffers from forgery attacks.

1.3. Techniques and Contributions

By the related work mentioned above, all the existing AMRS schemes are only suitable
for multiple recipients under a single PKC (i.e. the PKI-PKC, the ID-PKC or the CL-
PKC) and are unsuited for multiple recipients under heterogeneous PKCs. Also, among
them, only Tsai et al.’s PKI-LR-AMRS scheme (2022) can withstand side-channel attacks
and possess unbounded leakage resilience. We will adopt the same multiplicative blind-
ing technique (Kiltz and Pietrzak, 2010; Galindo and Vivek, 2013; Tsai et al., 2022) to
refresh secret keys in our proposed scheme. In this multiplicative blinding technique, each
secret key is initially separated into two fragments. Before a secret key is participated in
computations, the associated two fragments must be refreshed while remaining the corre-
sponding public key unchanged. For achieving unbounded leakage resilience, a leakage-
resilient cryptographic scheme must possess two pre-conditions, namely, bounded leakage
of single computation and computation leakage. Indeed, due to the multiplicative blinding
technique, any two leaked partial information of a secret key are mutually independent so
that it achieves independent leakage property. Also, by the independent leakage property,
the total leakage information of secret keys is unbounded.

By extending the syntaxes and security games of the PKI-LR-AMRS scheme (Tsai
et al., 2022) in the PKI-PK and the leakage-resilient anonymous multi-recipient encryp-
tion (CL-LR-AMRE) scheme (Xie et al., 2023) in the CL-PKC, a new syntax and three
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security games of our proposed LRSC-AMRS scheme are demonstrated, respectively, to
define the associated framework and three security properties, namely, encryption confi-
dentiality, recipient anonymity and sender (i.e. BMC) authentication. In the generic bilin-
ear pairing group (GBPG) model (Boneh et al., 2005), based on two security assumptions
of the discrete logarithm (DL) and secure hash function (SHF), we will use three security
theorems, respectively, to prove the three security properties. Finally, by comparing with
the related schemes, our LRSC-AMRS scheme has four merits as follows. (1) It is the
first LRSC-AMRS scheme suitable for heterogeneous PKCs. (2) Multiple recipients in
the LRSC-AMRS scheme can be initial recipients in the PKI-PKC, or new and upgraded
recipients in the CL-PKC. (3) Adversaries are allowed to continuously acquire partial
information of secret keys for multiple rounds, the LRSC-AMRS scheme possesses un-
bounded leakage resilience. (4) The computational cost of the unsigncryption algorithm
is constant.

1.4. Paper Structure

The remaining sections are organized as follows. Section 2 introduces four preliminar-
ies. In Section 3, the new syntax and three security games of the LRSC-AMRS scheme
are demonstrated to define the associated framework and three security properties, re-
spectively. The LRSC-AMRS scheme is proposed in Section 4. Section 5, based on three
security games, three theorems are formally shown. The comparisons and performance
analysis between the LRSC-AMRS scheme and some related schemes are demonstrated
in Section 6. In Section 7, conclusions are given.

2. Preliminaries
2.1. Bilinear Pairing Group Set

Let G = (Q) and G, = (Q,.), respectively, denote an addition group and a multiplication
group with the same prime order p, where Q and Q, are the associated group generators.
Also, there exists a bilinear pairing mapping ¢: G x G — G,. These parameters above
form a bilinear pairing group set BPGS = {G, G, ¢, p, Q, Q.} (Boneh and Franklin,
2001). The set BPGS possesses three properties as presented below.

— Non-degenerating: ¢(Q, Q) = Q. # 1.
— Efficient computing: é(a - Q, b - Q) can be efficiently computed, for all a, b € Z p*.
— Bilinear pairing: é(a - Q,b- Q) = é(Q, Q) = 0., foralla, b € Zy*.

2.2. GBPG Model

Here, let us introduce a technique in proving security theorems for cryptographic schemes
by using the set BPGS = {G, G,, ¢, p, Q, Q.}, namely, the generic bilinear pairing
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group (GBPG) model (Boneh et al., 2005). The GBPG model is embedded in the ad-
versary games of security theorems that are played by adversaries (querier) and a chal-
lenger (responder). When adversaries would like to perform all operations in the set
BPGS ={G, G, ¢, p, Q, Q.}, namely, the addition in G, the multiplication in G, and
the bilinear pairing mapping ¢, they must issue the corresponding queries (oracles) to
the challenger. Upon receiving these queries, the challenger then responds the associated
computation results. It is worth mentioning that all elements of G and G, are encoded
into distinct bit strings by two random mappings. Also, adversaries can issue the other
queries of adversary games for security properties possessed in a cryptographic scheme.
At the end of an adversary game in the GBPG model, if adversaries can find collisions on
G or G, the discrete logarithm (DL) security assumption defined below on G or G, will
be broken.

In adversary games, the set BPGS = {G, G,, ¢, p, Q, Q.} has three operations O Py,
O P, and O P, that respectively denote the addition a - Q, the multiplication Q. and the
bilinear pairing mapping é(a - Q,b - Q) = Q,%, foralla, b € Z,*. Also, there are two
mapping functions ¢ : Z,* - QG and ¢, : Z,* — QG, that are employed to encode all
elements of G and G, to distinct bit-strings. Additionally, two output sets QG and G,
satisfy |QG| = |[2G,| = p and QG N Q2G, = ¢, where | - | denotes the number of O Py,
O P, and O Py, possess the following properties.

- OPy(¢(a), (b)) — ¢(a+ b mod p).
— OPy(Le(a), Le(b)) = Le(a+ b mod p).
— OPpp(¢(a), £ (b)) — &ela - bmod p).

It is worth mentioning that ¢ (1) and ¢, (1) denote the group generators Q and Q., respec-
tively.

2.3. Security Assumptions

Intheset BPGS = {G, G, ¢, p, Q, Q.}, two security assumptions of our LRSC-AMRS
scheme are defined below.

— Discrete logarithm (DL) security assumption: For an unknown a € Z;, and given
a-QeGore(Q, Q) € G,, to compute a is hard.

— Secure hash function (SHF) security assumption: For a secure hash function SH :
{0, 1}* — {0, 1}/ with a fixed length [, it must satisfy one-way, weak-collision resistance
and strong-collision resistance.

2.4. Leakage Security of Secret Keys

To measure the leakage security of secret keys due to side-channel attacks, we employ
the entropy values of these secret keys to evaluate their security impact. In the entropy,
a fixed-length secret key is viewed as a finite random variable. Let RV and Pb[RV = rv]
denote a finite random variable (fixed-length secret key) and the probability of the event
RV = ruv, respectively. Also, two types of minimal entropies for single finite random
variable are defined as follows.
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— Minimal entropy of RV:
Hoo(RV) = — 1og2<r%be[Rv - rv]).

— Conditionally minimal entropy of RV under the event E:
Hyo(RV|E) = —log2<E[n}%x[RV - rv|E]]>.

To consider the entropy of single secret key (i.e. finite random variable RV') under
a leakage function L F', Dodis et al. (2008) derived an inequality between two types of
minimal entropies (Lemma 1). For multiple fixed-length secret keys (e.g. finite random
variables RV, RV, ..., RV,_1), Galindo and Vivek (2013) obtained Lemma 2 below.

Lemma 1. Let LF : RV — {0, 1}V be a leakage function of RV with a fixed-bit-
length y. Thus, we have Hoo(RV|LF(RV)) Z Hso(RV) — y.

Lemma 2. Let MP € Z;[R Vo, RV, ..., RV,_1] be a multiple-variable polynomial
with maximal degree d. Fori = 0,1,...,n — 1, let P D; be mutually independent prob-
ability distributions of RV; = rv; < Z;‘; such that both Hoo(PD;) = logp — y and
0y S logp. Ify < logp(l — €) and € is a positive decimal, the probability
Pb[MP(RVy = rvg, RV} = rvy,...,RV,_1 = rv,_1) = 0] < 2Y(d/p) is negligi-
ble.

3. Syntax (Framework) and Adversary Model of the LRSC-AMRS Scheme

In this section, we present the syntax (framework) and adversary model of the leakage-
resilient and seamlessly compatible anonymous multi-recipient signcryption (LRSC-
AMRS) scheme in heterogeneous public-key cryptographies. For convenience, we first
present the denotations of several symbols in Table 1.

3.1. Syntax (Framework)

The LRSC-AMRS scheme consists of two PKCs, namely, the PKI-PKC and the CL-PKC.
The CA is responsible for managing the BMC and initial recipients in the PKI-PKC. Also,
the KGA is responsible for managing new and upgraded recipients in the CL-PKC. The
CA and the KGA first decide their system secret/public key pairs (SSKca, SPKc4) and
(SSKkGa, SPKkGa), respectively. The key generating procedures for the BMC and three
types of recipients are described in the following and also depicted in Fig. 3.

e The BMC: The BMC with identity PKIDpyc decides the secret/public key pair
(SKpmc, PKpuc) while conveying (PKIDpyc, PKppyc) to the CA. The CA cre-
ates and sends back the certificate CRTF gy
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Table 1

Denotations of symbols.
Symbols Denotations
PKC Public-key cryptography
PKI-PKC Public-key infrastructure PKC
CL-PKC Certificateless PKC
CA The certificate authority (CA) in the PKI-PKC
(SSKca,SPKc4) The system secret/public key pair of the CA
KGA The key generating authority (KGA) in the CL-PKC

(SSKkxGA, SPKkGA)
BMC

PKIDg )
(SKpmc, PKpmc)
CRTFgmc

PKID,

(SK,, PK;)

CRTF,

CLID,

(ISK,, IPK})
(MSK,, MPK,)

PD

ED

SEF/SDF

edk

SDHR

BCS

The system secret/public key pair of the KGA

The broadcast management centre (BMC) in the PKI-PKC
The identity of the BMC

The secret/public key pair of the BMC

The certificate of the BMC

The identity of a recipient in the PKI-PKC

The secret/public key pair of the recipient PKID,

The certificate of PKID,

The identity of a recipient in the CL-PKC

The individual secret/public key pair of the recipient CLID,
The member secret/public key pair of the recipient CLID,
A plaintext data

An encrypted data

The symmetric encrypting/decrypting functions

SEF .45 ()/SDF ¢qx (), where edk is an encrypting/decrypting key

A set of designated heterogeneous recipients,

SDHR = {[(PKID,, PK,)||(CLID,, IPK,, MPK/)l,r = 1,2, ..., n}

A broadcast ciphertext set generated by the BMC

- PKI-PKC N CL-PKC )
4 1
! PKID, }=d-p- CLID, !
! (SK,, PK,) t=+-1- (ISK,, IPK) |
: CRTF, | | ! (MSK,, MPK,) '
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] ! |
] ! |
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_—
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Fig. 3.

Key generating procedures of the LRSC-AMRS scheme.
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Fig. 4. The usages of the CMS and CUS algorithms in the LRSC-AMRS scheme.

e Initial recipients: An initial recipient with identity PKID, decides the secret/public key
pair (SK,, PK,) while conveying (PKID,, P K,) to the CA. The CA creates and sends
back the certificate CRTF, .

e New recipients: A new recipient with identity CLID, decides the individual secret/pub-
lic key pair (ISK,, IPK,) while conveying (CLID,, IPK,) to the KGA. The KGA creates
and sends back the member secret/public key pair (MSK,, MPK,).

e Upgraded recipients: If an initial recipient with identity PKID, would like to upgrade
to the CL-PKC, she/he renames PKID, to CLID, and (PKID,, PK,) to (ISK,, IPK,).
Also, the upgraded recipient conveys (CLID,, IPK, ) to the KGA. The KGA creates and
sends back the member secret/public key pair (MSK,, MPK,).

In the LRSC-AMRS scheme, when the BMC would like to convey a plain-
text data (PD) to a set of designated heterogeneous recipients, namely, SDHR =
{l(PKID,, PK)|(CLID,, IPK,, MPK,)], r = 1,2,...,n}, the BMC carries out
the Compatible multi-signcryption (CMS) algorithm to generate a broadcast cipher-
text set BCS = CMS(PD,SDHR, SKpyc). If some PKID, or CLID, lies in the
set SDHR, the recipient PKID, or CLID, performs the Compatible unsigncryption
(CUS) algorithm to get and validate PD = CUS(BCS, PKIDgyc, SK;) or PD =
CUS(BCS, PKIDgyc, ISK,, MSK,), respectively. Figure 4 depicts the usages of the
CMS and CUS algorithms in the LRSC-AMRS scheme. For resisting side-channel at-
tacks, the key refreshing procedure (Kiltz and Pietrzak, 2010; Galindo and Vivek, 2013;
Tsai et al., 2022) is used to realize leakage resilient property. For each secret/public
key pair in the scheme, the secret key is separated into two fragments which must be
refreshed before they are used to some computations in the proposed scheme. Also,
the associated public key remains unchanged. Hence, SSKc4 and SSKg g4 are initially
separated into (SSKca.0,a. SSKca,0,5) and (SSKxGA,0,a, SSKKGa.0,b). Also, SKpuc.
SK,, ISK, and MSK, are separated into (SKgmc,0,a- SKpmc,0.), (SKr0,a- SKr0.),
(ISK;,0,a, ISK;0,p) and (MSK; 0,4, MSK,,p). Finally, the syntax (framework) of the
LRSC-AMRS scheme is presented in Definition 1.
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DEerintTION 1 (Syntax). An LRSC-AMRS scheme in two heterogeneous PKCs (including
the PKI-PKC and the CL-PKC) has four phases.

— Initialization phase: Firstly, the heterogeneously public system parameters (HPSP) of
both the PKI-PKC and the CL-PKC are decided. Also, the CA in the PKI-PKC and the
KGA in the CL-PKC decide their own secret/public pairs as follows.

e PKI-PKC: By HPSP, the CA decides the system secret/public key pair (SSKc4,
SPKca). Also, the CA separates SSKc 4 into two fragments (SSKca 0.4, SSKca4.0.b)
by the key refreshing procedure.

e CL-PKC: By HPSP, the KGA decides the system secret/public key pair (SSKx G4,
SPKgga). Also, the KGA separates SSKgga into two fragments (SSKxGa.0.4-
SSKkGa.0,p) by the key refreshing procedure.

— At the end of this phase, HPSP, SPKc 4 and SPKk G 4 are publicly announced.

— Key generating phase: In the PKI-PKC, the CA is responsible for managing the BMC
and initial recipients. Also, in the CL-PKC, the KGA is responsible to managing the
upgraded and new recipients. The associated key generating procedures are presented
as follows.

e PKI-PKC:

(1) In the PKI-PKC, the BMC or an initial recipient with identity PKID, first de-
cides their own secret/public key pair (SKpyc, PKpmc) or (SK,, PK,) while
separating SKppyc or SK, into (SKpyc,0.a- SKmc.0.6) o (SKr.0.4, SKr0.5),
respectively. Also, they convey (PKIDpyc, PKppyc) or (PKID,, PK,) to the
CA, respectively.

(2) Upon receiving (PKIDgpyc, PKpyc) or (PKID,, PK,), in the i-th round
of this procedure, the CA first refreshes (SSKca,i—1.4,SSKca,i—1,b) to get
(SSKca,ia» SSKca.ip)suchthat SSKca = SSKca,0.a-SSKca. 0.0 = SSKca1,a:
SSKcap = <+ = SSKca,i—1,a - SSKca,i—1p = SSKca,ia - SSKca,ib-
The CA then uses (SSKca.i.a» SSKca.ip) to create and send back the certificate
CRTFgpyc or CRTF, to the BMC or the recipient PKID,, respectively.

e CL-PKC:

(1) In the CL-PKC, a new recipient with identity CLID, first decides the individual
secret/public key pair (ISK,, IPK, ) while separating ISK; into (ISK}. 0.4, ISK;,0.)-
Also, the recipient CLID, conveys (CLID,, IPK,) to the KGA.

(2) Upon receiving (CLID,, IPK,), in the i-th round of this procedure, the KGA
refreshes (SSKKGA,i—l,a s SSKKGA,i—l,b) to get (SSKKGA,,‘,a s SSKKGA,,"b) such
that SSKxGa = SSKkGA,0,a-SSKkGa,00 = SSKkGA1,a-SSKkGa1p ==
SSKKGA,i—l,a . SSKKGA,i—l,b = SSKKGA,,"“ . SSKKGA,i,bo The KGA then uses
(SSKkGA.i.a» SSKkGa.ip) to create and send back the member secret/public key
pair (MSK,, MPK,) to the recipient CLID;..

(3) Upon receiving (MSK,, MPK,), the recipient CLID, separates MSK, into
(MSK,;,0,a, MSK, o). Finally, the recipient CLID, has the private key pair
(ISK,, MSK,) and pubic key pair (IPK,, MPK,).

When an initial recipient with identity PKID, in the PKI-PKC would like to upgrade

to the CL-PKC, she/he renames PKID, to CLID, and (SK,, PK,) to (ISK,, IPK,),
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respectively. The upgraded recipient CLID, then runs the steps (2) and (3) above to
get the private key pair (ISK,, MSK,-) and pubic key pair (IPK,, MPK,).

— Compatible multi-signcryption (CMS) phase: When the BMC would like to convey a
plaintext data (P D) to a set of designated heterogeneous recipients, namely, SDHR =
{{(PKID,, PK)||(CLID,, IPK,, MPK,)], r = 1,2,...,n} in the j-th round of this
procedure, the BMC carries out the CMS algorithm to generate a broadcast ciphertext
set BCS by running the following steps.

(1) The BMC refreshes (SKBmc,j-1,a- SKpmc,j—1,p) toget (SKpmc,j,as SKBmc,j.p)
such that SKpyc = SKpmc,0,a - SKpmc,00 = SKBmc,1,a- SKpmc,1p =+ =
SKpmc,j—1,a - SKpmc,j—1,0 = SKpymc,ja - SKpmc,jb-

(2) By taking P D and SDHR as input , the BMC generates BCS = CMS(P D, SDHR,
(SKpmc,ja SKpmc,jp))-

— Compatible unsigncryption (CUS) phase: Upon receiving BCS, if the recipients PKID,
in the PKI-PKC or the recipients CLID, in the CL-PKC lie in the set SDHR, they carry
out the following procedures, respectively.

e PKI-PKC: For the k-th round of this procedure, the recipient PKID, first re-
freshes (SKyk—1,4, SKrk—1,0) to get (SK; k,a, SKrk,p) such that SK, = SK, 0,4 -
SKrop = SKr1,a-SKr1p = - = SKyk—1,a - SKrk—10 = SKyka - SKr kb
The recipient PKID, carries out the CUS algorithm to get and validate PD =
CUS(BCS, PKIDgyc, (SKrk,as SKrk.p))-

e CL-PKC: For the k-th round of this procedure, the recipient CLID,, respec-
tively, refreshes (ISK,i—1.a,ISKrk—1p) and (MSK,x—1,a, MSK,x—1,5) to get
(USKy k,q, ISK; k) and (MSK; k.q, MSK, i ) such that ISK, = ISK, 0.4 - ISK;0.p =
ISKy 14 -ISKyip =+ = ISKy k—1.4 - ISKy k—1.p = ISK; i a - ISK, k., and MSK, =
MSKr,O,a 'MSKr,O,b = MSKr,l,a . MSKr,l,b == MSKr,kfl,a : MSKr,kf],b =
MSK; k.a - MSK, i . The recipient CLID, carries out the CUS algorithm to get and
validate PD = CUS(BCS, PKIDgyc, USKy k.a, ISKy kb)), (MSK; k.a, MSK; i b)).

3.2. Adversary Model

By extending the adversary models of the PKI-LR-AMRS scheme (Tsai et al., 2022) in
the PKI-PKC and the CL-LR-AMRE scheme (Xie et al., 2023) in the CL-PKC, we define
the adversary model of the LRSC-AMRS scheme in two heterogeneous PKCs (including
the PKI-PKC and the CL-PKC) in this section.

As mentioned earlier, to measure the leakage security of secret keys due to side-channel
attacks, we employ the entropy values of these secret keys to evaluate their security im-
pact. Also, we have cited two results (i.e. Lemmas | and 2) about the entropies of secret
keys under leakage functions. Here, we define two leakage functions f and & for the two
fragments of each secret key in the proposed scheme, where A f and Al denote the asso-
ciated outputs of f and h, respectively. Hence, we have five pairs of leakage functions as
defined below.

— AfCA,,‘ = fCA,,‘(SSKCA,,',a) and AhCA,,' = hCA,i(SSKCA,i,b) for the CA’s system
secret key.
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- Afkcai = fkGA,i(SSKkGa,ia)and AhgGa,i = hkca,i(SSKkGa,ip) for the KGA’s
system secret key.

- Afemc,j = femc.j(SKBmc,ja) and Ahpyc,; = hpmc,j(SKBmc,j») for the
BMC'’s secret key.

— A fpxiprk = fPkIDrk(SKr ko) and Ahpkpri = hpkipri (S Ky k,») for the recipient
PKID,’s secret key.

- Afeuprk =  feuprkUSKyka, MSKr04) and Ahcrpri = hevprk USKr kb,
MSK; o) for the recipient CLID,’s individual and member secret keys.

In the adversary model of the proposed LRSC-AMRS scheme, there are two types of
adversaries whose abilities and restrictions are presented as follows.

— Illegal recipient (Aj):

e A; may acquire SK, of any recipient PKID,, as well as both ISK, and MSK, of any
recipient CLID,.

e Aj is disallowed to acquire SK;* of the target recipient PKID}, but it may acquire
partial information of SK; by two leakage functions fpkip,x and hpgipy. k.

e Aj is disallowed to acquire MSK? of the target recipient CLID}, but it may acquire
partial information of MSK by two leakage functions fcrprx and hcripr x defined
above.

e A; may acquire partial information of SSKc4 by two leakage functions fc4; and
hca,i-

e A; may acquire partial information of SSK g 4 by two leakage functions fxg4,; and
hkGa,i-

— Malicious KGA (Aj): It is assumed that Ay possesses the system secret key SSKx G 4
of the KGA.

e Aj may acquire SK, of any recipient PKID,, and both ISK, and MSK, of any recip-
ient CLID,.

e Ay is disallowed to acquire SK; of the target recipient PKID}, but it may acquire
partial information of SK* by fpxiprx and hpgipr k-

e Ay is disallowed to acquire ISK} of the target recipient CLID}, but it may acquire
partial information of ISK} by fcriprx and hcpiprk-

In the LRSC-AMRS scheme, we employ three games, respectively, to model three se-
curity properties, namely, encryption confidentiality, recipient anonymity and sender (i.e.
BMC) authentication. The encryption confidentiality is modelled by the encryption indis-
tinguishability game under chosen-ciphertext attacks (LRSC-EIND-CCA game) while the
recipient anonymity is modelled by the recipient indistinguishability game under chosen-
ciphertext attacks (LRSC-RIND-CCA game). Also, the sender (i.e. the BMC) authentica-
tion is modelled by the existential unforgeability game under adaptive chosen-message at-
tacks (LRSC-EU-ACMA game). Three games are, respectively, presented in Definitions 2,
3 and 4 below, which are played by a probabilistic polynomial-time (PPT) adversary A
(Ay or Apr) and a challenger C. It is worth mentioning that adversaries (including illegal
recipient and malicious KGA) are allowed to continuously acquire partial information of
secret keys for multiple rounds. By the key refreshing procedure (Kiltz and Pietrzak, 2010;
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Galindo and Vivek, 2013; Tsai et al., 2022), any two leaked partial information of a secret
key are mutually independent.

DEFINITION 2 (LRSC-EIND-CCA game). The LRSC-AMRS scheme achieves the encryp-
tion confidentiality if no PPT adversary A (A; or Ay) with a non-negligible advantage
wins the LRSC-EIND-CCA game as shown below.

— Setup: By running the Initialization phase of the LRSC-AMRS scheme, the challenger
C sets HPSP, (SSKca, SPKca), and (SSKxga, SPKixga)- If Aistype of Ay, SSKxGa
is conveyed to A. Finally, HPSP, SPKc 4 and SPKk G4 are publicly announced.

— Query: A may adaptively request to C the following queries.

Secret key query (PKIDpy;c /PKID,): By PKIDpyc or PKID,, C returns (SKpuyc,
PKBMC) or (SKr, PKr).
Certificate query (PKID gy, PK pyc)/(PKID,, P K,)): For the i-th request of this
query, C refreshes (SSKCA,i—l,as SSKCA,i—l,b) to get (SSKCA,i,a, SS[(CAJ',})). By
(PKIDpmc, PKpuc)or (PKID,, PK,),Cuses (SSkca.i.a»SSKca.,i.p) to create and
send back CRTF pysc or CRTF, to the BMC or the recipient PKID,, respectively.
Certificate leakage query (i, fca.i, hca,i): For the i-th Certificate query, A may
request this leakage query only once. C returns A fca; = fca.i(SSKca,iq) and
Ahca,i =hca,i(SSKca,ip)-
Individual secret key query (CLID,): By CLID,, C returns (ISK,, IPK,) if the Public
key replacement query (CLID,, (I PK], M PK))) is never requested. Otherwise, C
returns “failure”.
Member secret key query (CLID,, IPK,): For the i-th request of this query, C
refreshes (SSKkGa,i—1,a» SSKxGa,i—1,) t0 get (SSKkxGa,ia» SSKkGa,ip)- By
(CLID,, IPK,), C uses (SSKkxGA.i.a» SSKkGa.ip) to create and send back (MSK,,
MPK,).
Member secret key leakage query (i, fxca.i, hkga.i): For the i-th Member se-
cret key query, A may request this leakage query only once. C returns A fxga,; =
fkGA,i(SSKkGa,ia) and AhgGa,i = hkGa,i(SSKkGAa.ib).
Public key replacement query (CLID,,(I PK|, M PK)): C records this replacement.
Compatible multi-signcryption (CMS) query (P D, SDHR, PKIDpyc): For the j-th
request of this query, C refreshes (SKpuyc,j—1,a. SKpmc,j—1,5) to get (SKpmc, j,a»
SKgmc,jp)- By (PD, SDHR), C uses (SKppyc,ja» SKpmc,j,») to create and send
back BCS = CMS(PD, SDHR, (SKBMC,j,a, SKBMC,j,b))-
Compatible multi-signcryption (CMS) leakage query (j, fBmc,j, hBmc,j): For
the j-th Compatible multi-signcryption (CMS) query, A may request this leakage
query only once. C returns A fpyc,; = femc,j(SKpmc,ja) and Ahpyc,j =
hemc,j(SKpumc,jp)-
Compatible unsigncryption (CUS) query (PKID, /CLID, , BCS): For the k-th request
of this query with PKID, or CLID,, C runs the following associated procedures.
(1) For PKID,, C refreshes (SK,x—1,a, SKrk—1.p) to get (SKyx.a, SKyk.p). C re-
turns PD = CUS(BCS, PKIDgyc, (SKrk.a, SKrk.p))-
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(2) For CLID,, C refreshes (ISK; k—1,a, ISKy k—1.p) and (MSK; k—1,4, MSK; k1),
respectively, to get (ISK, 4, ISKrkp) and (MSK; k.4, MSK, ). C returns
PD = CUS(BCS, PKIDgyc, (ISK; k.a, ISKy kb)), (MSK, k.a, MSK i 1)).

o Compatible unsigncryption (CUS) leakage query (k, ( fpxipr.k, hekipr.k)/(fcLiDrk,
hcriprk)): For the k-th Compatible unsigncryption (CUS) query with PKID, or
CLIDr. For PKIDr, C sends back AfPKIDr,k = fPKIDr,k(SKr,k,a) and AhPKIDr,k =
hpkiprk(SKykp). For CLID,, C sends back Afcrprk = ferprkUSKr k.as
MSK,.0,0) and Ahcriprk = heviprc USKy kb, MSK; 0,5).

Challenge: A conveys a plaintext data pair (P D1, PD;) and SDHR = {[(PKID,,

PK)|(CLID,, IPK,, MPK,)], r = 1,2,...,n} to C. C selects a random value A €

{1, 2} and refreshes (SKpmc,j—1,a> SKpmc,j—1,p) to get (SKpmc,j.a» SKpmc,jp)-

Finally, C generates and sends back BCS = CMS(PD,, SDHR, (SKguc,ja-

SKBmc,j,»))- In addition, the following two conditions must be satisfied.

1. For Ay, it cannot request the Secret key query (PKID,) or Member secret key query
(CLID,,IPK,),forr =1,2,...,n.

2. For Ay, it cannot request the Secret key query (PKID,), Individual secret key
query (CLID,) or Public key replacement query (CLID,, (IPK,, MPK))), for
r=1,2,...,n.

Guess: If A outputs A’ € {1, 2} and A’ = A, it means that A wins the LRSC-EIND-CCA

game and the associated advantage is Adv(A) = |Pb[A' = A] — 1/2].

DEerintTION 3 (LRSC-RIND-CCA game). The LRSC-AMRS scheme achieves the recipi-
ent anonymity if no PPT adversary A (A; or Aj) with a non-negligible advantage wins
the LRSC-RIND-CCA game as shown below.

Setup and Query are the same as those of Definition 2.

Challenge: A conveys a plaintext data PD and SDHR = {[(PKID,, PK,)|(CLID,,

IPK,,MPK)],r = 1,2,...,n + 1} to C. C selects a random value A €

{1, 2} and sets SDHR' = {[(PKID,,, PK;)|(CLID;,, IPK;, MPK;)], [(PKID,, PK,)||

(CLID,, IPK,, MPK,)], r = 3,...,n + 1}. Finally, C refreshes (SKguyc,j—1,4>

SKpmc,j—1,b) to get (SKpmc,jar SKBmc,jb), and generates and sends back BCS =

CMS(PD,SDHR', (SKpmc,j.a» SKpumc,j»)). In addition, the following two condi-

tions must be satisfied.

1. For Ay, it cannot request the Secret key query (PKID),) or Member secret key query
(CLID,,, IPK}), for A = 1 and 2.

2. For Ay, it cannot request the Secret key query (PKID,.), Individual secret key query
(CLIDy) or Public key replacement query (CLID;, (I PK;, MPK})), for » = 1
and 2.

Guess: If A outputs A’ € {1, 2} and A" = 2, it means that A wins the LRSC-RIND-CCA

game and the associated advantage is Adv(A) = |Pb[A' = A] — 1/2].

DeriniTION 4 (LRSC-EU-ACMA game). The LRSC-AMRS scheme achieves the BMC
authentication if no PPT adversary A (i.e. impersonating the BMC) with a non-negligible
advantage wins the LRSC-EU-ACMA game as shown below.
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Setup and Query are the same as those of Definition 2.

Forgery: A forges and sends C a broadcast ciphertext set BCS' for a plaintext data
PD and SDHR = {[(PKID,, PK,)|(CLID,, IPK,, MPK,)], r = 1,2,...,n}. For
any recipients PKID, and CLID, in SDHR, if they may, respectively, carry out the
CUS algorithm to get and validate PD = CUS(BCS', PKIDgyc, (SKr.k.ar SKrk.p))
or PD = CUS(BCS', PKIDgyc, USK; k.a> ISK k), (MSK; k,a» MSK k1)), then A
wins the LRSC-EU-ACMA game. Note that A cannot request the Secret key query
(PKIDpyc).

The Proposed LRSC-AMRS Scheme

According to the syntax presented in Definition 1, the proposed LRSC-AMRS scheme in
two heterogeneous PKCs (including the PKI-PKC and the CL-PKC) has four phases that
are presented as follows.

Initialization phase: By the bilinear pairing group set BPGS = {G, G, ¢, p, Q, Q.}
defined in previous section, the heterogeneously public system parameters (HPSP)
about the PKI-PKC and the CL-PKC are decided as HPSP = {G, G, ¢, p, Q, QO., A,
B,SEF/SDF,SHy, SH, SH>, SH3, SHy4, SHs}, where A, B € G, SEF/SDF are
symmetric encrypting/decrypting functions, and SHy : {0, 1}* x G x G — {0, 1}/,
SH; : G — {0,1}, SHy : G x G — {0, 1}, SH3, SHy : {0, 1}/ — {0, 1} and
SHs : G x {0, 1}* — {0, 1} are six secure hash functions. Also, the CA in the PKI-
PKC and the KGA in the CL-PKC decide their own secret/public pairs as follows.

e PKI-PKC: By HPSP, the CA selects two random values s, ty € Z*, and decides the
system secret/public key pair (SSKc 4, SPKca), where SSKca = s- Q and SPKca =
e(Q, s - Q). Also, the CA uses the key refreshing procedure to separate SSK¢ 4 into
a pair of two fragments (SSKca 0.4, SSKca,0.5), Where SSKca.0a = to - O and
SSKca, 0 =SSKca — 1o - Q.

e CL-PKC: By HPSP, the KGA selects two random values u, vg € Z;, and decides
the system secret/public key pair (SSKxGa, SPKxga), where SSKxga = u - Q
and SPKgca = ¢(Q, u - Q). Also, the KGA uses the key refreshing procedure to
separate SSKgGa into a pair of two fragments (SSKxG4,0.a- SSKxGA.0.5) , Where
SSKkGa,0,a =vo- Qand SSKxGa,0b = SSKxga — vo - O.

At the end of this phase, HPSP, SPKc 4 and SPKg 4 are publicly announced.

Key generating phase: In the PKI-PKC, the CA is responsible for managing the BMC

and initial recipients. Also, in the CL-PKC, the KGA is responsible for managing up-

graded and new recipients. The associated key generating procedures are presented as
follows.

e PKI-PKC:

(1) In the PKI-PKC, the BMC selects two random values w, xg € Z;, and decides
her/his own secret/public key pair (SKppyc, P Kpyc) while separating SK pyrc
into (SKgmc,0,a» SKsmc,0,6), where SKpyc = w-Q, PKpyc = e(Q,w-Q),
SKpmc,0,a = xo- Q and SKpyc,0b = SKpmuc — xo - Q. Also, for an initial
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recipient with identity PKID,, she/he selects two random values y, zg € Z%, and
decides her/his own secret/public key pair (SK,, P K,) while separating S K, into
(SKr.0,a> SKr,0,5), Wwhere SK, = y-Q, PK, = e(Q,y-0Q), SKr0,a = z0- Q and
SKo0b = SK, —z0 - Q. Also, they convey (PKIDpyc, PKpuc) or (PKID,,
PK,) to the CA, respectively.

(2) Upon receiving (PKIDpyc, PKpuc) or (PKID,, PK,), the CA selects a ran-
dom value t; € Z;’;, and refreshes (SSKca.i—1.a, SSKca.i—1.p) to get (SSKc A .ia»
SSKca.ip), where SSKcaia = SSKcai-1a + 1 - Q and SSKcaip =
SSKca,i—1,b —ti - Q. By aleakage-resilient signature scheme (Tsai ez al., 2022),
the CA then uses (SSKca,i.a» SSKca,i.p) to create and send back the certificate
CRTF gy or CRTF, to the BMC or the recipient PKID,, respectively.

o CL-PKC:

(1) In the CL-PKC, a new recipient with identity CLID, selects two random values
a, Bo € Z*, and decides the individual secret/public key pair (ISK,, IPK,) while
separating ISK, into (ISK}.0 4, ISK;.0,), Where ISK, = a-Q,IPK, = é(Q,a-Q),
ISK;.0.« = Bo-Q and ISK, 0., = ISK, —Bo- Q. Also, the recipient CLID, conveys
(CLID,, IPK;) to the KGA.

(2) Uponreceiving (CLID,, IPK,), the KGA selects arandom value v; € Z;;, and re-
freshes (SSKkGa,i—1,a- SSKkGA,i—1,b) to get (SSKk G A.i,as SSKkGA,i,p), Where
SSKkGA,ia=SSKkGa,i-1,a+vi-Qand SSKkGa,ip = SSKxGA,i-1,6—vi- Q.
The KGA uses (SSKkxGA.i.a» SSKkGa.ip) to create and send back the member
secret/public key pair (MSK,, MPK,) to the recipient CLID, by running the fol-
lowing steps.

(a) Select a random value § € Z;‘,.

(b) Compute MPK, = 8 - Q and CLTemp; = SSKkGaia+6-(A+6-B),
where 0 = SHy(CLID,, IPK,, MPK,).

(c) Compute MSK, = CLTemp; + SSKkGA.i.b-

(3) Upon receiving (MSK,, MPK,), the recipient CLID, selects a random value y €
Z;‘,, and separates MSK, into (MSK; 0,4, MSK,0.5), where MSK, 04 = y0 - Q
and MSK, 0., = MSK, — yo - Q. Finally, the recipient CLID, has the private key
pair (ISK,, MSK, ) and pubic key pair (IPK,, MPK,).

When an initial recipient with identity PKID, in the PKI-PKC would like to upgrade

to the CL-PKC, she/he renames PKID, to CLID, and (SK,, PK,) to (ISK,, IPK,),

respectively. The upgraded recipient CLID, then runs the steps (2) and (3) above to
get the private key pair (ISK,, MSK,) and pubic key pair (IPK,, MPK,).

— Compatible multi-signcryption (CMS) phase: When the BMC would like to convey a
plaintext data P D to a set of designated heterogeneous recipients, namely, SDHR =
{lI(PKID,, PK,)||(CLID,, IPK,, MPK,)], r = 1,2, ...,n}, the BMC carries out the
CMS algorithm to generate a broadcast ciphertext set BCS by running the following
steps.

(1) The BMC selects a random value x; € Z}",, and refreshes (SKuc,j—1,a-
SKpmc,j—1,5) to get (SKpmc,ja» SKpmc,jp), where SKpyc ja =
SKpmc,j—1,a+xj-Qand SKgyc, jb» = SKpmc,j—1,6 —xj - Q.
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(2) By taking P D and SDHR as input, the BMC generates BCS = CMS(P D, SDHR,

(SKBmc,ja» SKpmc,j,p)) by running the following steps.

(a) Select an encrypting/decrypting key edk € {0,1}/ and generate an encrypted
data ED = SEF, 4 (P D).

(b) Select a random value m € Z;‘; and compute M =m - Q.

(¢) For (PKID,, PK,) in SDHR, compute PCK, = (PK,)™ and a common key
CK, = SH{(PCK,).

(d) For (CLID,, IPK,, MPK,) in SDHR, compute CCK, o = (IPK,)", CCK,1 =
(SPKkGa - é(MPK,, A+ 0 - B))" and CK, = SH(CCK; o, CCK, 1), where
0 = SHo(CLID,, IPK,, MPK,).

(e) According to Steps (c) and (d) above, generate C, = SH3(CK,)||[(SH4(CK;)®
edk),forr =1,2,...,n.

(f) Compute STemp = SKpyc,ja+m-(A+p-B),where p = SH5(M, C1, Ca, ...
Cn, PD, ED).

(g) Generate a signature o = STemp + SKppmc,j,p-

(h) Set the broadcast ciphertext set BCS = ((Cy, Ca,...,Cy), M, ED, o).

— Compatible unsigncryption (CUS) phase: Upon receiving BCS = ((Cy, Ca, ..., Cp),
M, ED, o), if the recipient PKID, in the PKI-PKC or the recipient CLID, in the CL-
PKC lie in the set SDHR, they carry out the following procedures.

(1) The recipients PKID, and CLID, run the associated computations, respectively.
e PKI-PKC: The recipient PKID, selects a random value z; € Z%, and refreshes
(8K k—1,a» SKrk—1,p) to get (SK; k.a» SKyk,p), where SKy o = SKy—1,4 +
k- Qand SKy kb = SKy k-1, — 2k - Q. The recipient PKID, computes PT; =
éM, SK,rq), PCK, = PTy -e(M, SK,xp) and CK, = SH(PCK,).
e CL-PKC: The recipient CLID, selects two random values B, yx € Z%, and
respectively refreshes (ISK; x—1,4, ISKy k—1,») and (MSK, x—1,4, MSK; k—1,p) tO
get (ISKy k.a» ISKy k.p) and (MSK, o, MSK; i b), where ISK, k¢ = ISKy k—1,4 +
Bk - Q, ISKvxp = ISKrp—16 — Br - O, MSKy k. = MSKyk—14 + vi - O
and MSK,xp» = MSK,x—1,» — yx - Q. Also, the recipient CLID, computes
CTy=éM,ISK, k), CCK, o = CTy-e(M, ISK;.k ), CT1 = e(M, MSK; k.a),
CCK,1 =CT -é(M,MSK, ) and CK, = SH>(CCK, o, CCK;1).
(2) According to Step (1) above, the recipient PKID, or CLID, obtains C K, and com-
putes SH3(CK,) and SH4(CK,).
(3) Use SH3(CK,;) in (2) to find C, while truncating S H3(CK;) from C,.
(4) Get edk by computing SH4(CK,) ® (SH4(CK,) @ edk).
(5) Getthe plaintextdata PD = SDF.q;(E D) and compute p = SH5(M, C1, Ca, ...,
C,, PD,ED).
(6) Ife(Q,0) = PKppyc -e(M, A+ p - B) holds, output P D and “True”; otherwise,
output “invalid”.

Correctness:
The correctness about e(Q, 0) = PKgyc-é(M,A+p-B),CK, = SH{(PCK,) and
CK, = SHy(CCK,p, CCK; 1) in the LRSC-AMRS scheme is verified by the following
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equalities.

e(Q,0) = e(Q, STemp + SKpumc.j.»)
=¢(Q,SKpmc,ja+m-(A+p-B)+ SKpuc,js)
=¢(Q,SKpyc +m-(A+p- B))
=¢(Q,SKpuc) -e(M,A+p-B)
= PKpyc-é(M, A+ p-B).

PCK, = PTy - é(M, SK,x.p)

=é(M, SK,1.q) - é(M, SK,4p)
=e(m-Q,SKyka+ SKrkp)
=é(Q, SK,)"
= (PK)™.
CCK, 0= CTy - é(M,ISK, ;. »)
= &(M,ISK, 1.q) - é(M,ISK, 1 p)
ém - Q,ISK, .q + ISK, 1)
=&(Q, ISK)"
= (IPK,)™.
CCK,.| = CTy - é(M, MSK, 1. ,)
= é(M, MSK, o) - é(M, MSK,; )
=e(m- Q, MSK; k.4 + MSK; k.p)
= é(Q, MSK,)™
=¢(Q,SSKxGa +8-(A+6-B))"
= (6(0, SSKkGa) - (0,8 - (A+6-B)))"
= (SPKkga-2(8- 0. (A+6-B)))"
= (SPKkga - é(MPK,, (A+6 - B)))".

5. Security Analysis

In Definitions 2, 3 and 4, we have employed three games (i.e. LRSC-EIND-CCA, LRSC-
RIND-CCA and LRSC-EU-ACMA) to model three security properties of the LRSC-
AMRS scheme, namely, encryption confidentiality, recipient anonymity and sender (i.e.
BMC) authentication. Under the GBPG model presented in Section 2.2, we will use three
theorems, respectively, to prove the three security properties based on two security as-
sumptions of the discrete logarithm (DL) and secure hash function (SHF).

Theorem 1. In the GBPG model, based on the DL and SHF security assumptions, the

LRSC-AMRS scheme achieves the encryption confidentiality in the LRSC-EIND-CCA
game.
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Proof. The LRSC-EIND-CCA game is played by a PPT adversary A (Aj or Ap) and a
challenger C, and consists of Setup, Query, Challenge and Guess as shown below.

— Setup: By running the Initialization phase of the LRSC-AMRS scheme, the challenger
C sets HPSP = {G, G., ¢, p, Q, Q., A, B, SEF/SDF, SHy, SH\, SH,, SH3, SHy,
S Hs}. Also, C decides (SSKca, SPKca) of the CA and (SSKxga, SPKkxga) of the
KGA. If A is type of Ay, SSKgga is conveyed to A. Finally, HPSP, SPKc4 and
SPKk ¢ 4 are publicly announced. Meanwhile, C sets five lists LTy, LT,, LTpk, LTcL
and LT¢ys as follows.

LTy is set to log the i-th element of G by the pair (VG;, Q2G;), where WVG; and
QG; denote a multi-variate polynomial and the corresponding bit string. Initially,
C adds (W Q, QG1), (WA, QG2), (VB, QG3), (VSSKca, Q2G4) and (VSSKkGa,
QGs) to LTy. Here, there is an auto-converting procedure between W G; and QG;
for any queries in the Query.

LT, is set to log the i-th element of G, by the pair (WG E;, QGE;), where WG E; and
QGE; denote a multi-variate polynomial and the corresponding bit string. Initially,
C adds (W Q., QGE), (VSPKc4, QGE)) and (WSPKxga, RGE3) to LT,. Here,
there is an auto-converting procedure between WG E; and QG E; for any queries in
the Query.

LTpg is set to log the secret/public key pairs of the BMC and a recipient with
identity PKID, in the PKI-PKC by the tuples (PKIDpyc, YSKpyc, YPKpmc)
and (PKID,, VSK,, ¥ PK,), respectively.

LTcy is set to log the individual secret/public and member secret/public key pairs of
arecipient with identity CLID, in the CL-PKC by the tuple (CLID,, VISK,, VIPK,,
YMSK,, VMPK,).

LTcys is set to log the details of Compatible multi-signcryption (CMS) algo-
rithm by the tuple (WM, W PCK,/(WCCK, 0, YVCCK, 1), edk) for each recipient
PKID, /CLID, in the set SDHR.

— Query: A may adaptively request to C the following queries at most g times.

O Py query (2G;, QG j, Operator): By converting QG; and QG| in LTy, C first
gets the corresponding WG; and WG ;. If Operator = “ + 7, C computes VG =
VG; + VG;. If Operator = “ — 7, C computes WGy = VG; — VG;. Finally, C
adds (W Gy, QGy) in LTy.

OP, query (RGE;, QGEj, Operator): By converting QGE; and QGE; in LT,, C
first gets the corresponding WGE; and WGE;. If Operator = “ x 7, C computes
VGEy = YVGE; + YGE;. If Operator = “/”, C computes WGE, = WGE; —
WGE;. Finally, C adds (WG Ey, QGEy) in LT,.

O Py, query (Q2G;, QG j): By converting QG; and QG in LTp, C first gets the
corresponding WG; and WG . Also, C computes WGE; = WG, - YG; and adds
(WG, QGy)in LT,.

Secret key query (PKID gy c /PKID,): By PKID gy c /PKID,, C searches (PKIDpgyc/
PKIDr, ‘-IJSKBMc/\I/SKr, ‘-IJPKBMc/‘-IfPKr) in LTPK]. If found, C returns
(QSKpyc/RSK,, QPKpyc/S2PK,) by converting WSKpyc/VSK, in LTy
and VPKpyc/VYPK, in LT,. If not found, C picks a new variate WSKpyc or



756

Y.-M. Tseng et al.

WSK, in G, and computes VPKpyc = VYO - WSKpyc or VPK, = V(O -
WSK,. Also, C adds (PKIDpyc/PKID,, VSKpyc/VSK,, VPKpyc/VPK,)
in LTpg . Meanwhile, C adds (WSKpyc/VSK,, RSKppmc/RQSK,) in LTy and
(VWPKpyc/VYPK,, QPKpyc/S2PK,) in LT,, and returns (2SKppyc/QSK,,
QPKpyc/QPK,).
Certificate query (PKIDpyc, RPKpyc)/(PKID,, QPK,)): For the i-th request
of this query, C refreshes (WSSKca,i—1.a, WSSKca.i—1.6) to get (WSSKca.ia,
WSSKca.ip)- By (PKIDpyc, QPKpyc) or (PKID,, QPK,), C uses (WSSKca.ia
WSSKca.ip) to create and send back CRTF gy c or CRTF, to the BMC or the recip-
ient PKID,, respectively.
Certificate leakage query (i, fca.i, hca.i): For the i-th Certificate query, A may
request this leakage query only once. C returns Afca,; = fca.i(WSSKca,i.q) and
Ahcai =hca,i(VSSKca,ip)-
Individual secret key query (CLID,): By CLID,, C searches (CLID,, VISK,, VIPK,,
VMSK,, WMPK,) in LTcy. If found, C returns (QISK,, QIPK,) by converting
WISK, in LTy and WIPK, in LT,. If not found, C picks a new variate WISK, in G,
and computes WIPK, = WV Q - WISK,. Also, C adds (CLID,, VISK,, VIPK,, —, —)
in LT¢r . Meanwhile, C adds (VISK,., QISK,) in LTy and (WIPK,, QIPK,)in LT,,
and returns (2ISK,., QIPK,).
Member secret key query (CLID,, IPK,): By CLID,, C searches (CLID,, VISK,,
V/IPK,, VMSK,, WMPK,) in LTcp. If found, C returns (QMSK,, QMPK,) by
converting WMSK, in LTy and WMPK, in LT,. If not found and for the i-th re-
quest of this query, C first refreshes (VSSKkxGa.i—1.a» YSSKkGaA.i—1.5) to get
(WSSKkGA.ia» VSSKkGa,ip)- C then picks two new variates WMPK, and W in
G, and computes WMSK, = WSSKxga +VMPK, - (WA + VO - WB). Also, C adds
(CLID,, VISK,, VIPK,, VMSK,, WMPK,) in LTc;. Meanwhile, C adds (VMPK,,
QMPK,), (W0, 20) and (WMSK,, QMSK,) in LTy, and returns (QMSK,, QMPK,).
Member secret key leakage query (i, fxGa.i, hkga.i): For the i-th Member se-
cret key query, A may request this leakage query only once. C returns Afkga.i =
fkGA,i(WSSKkGA,ia) and Ahgga,i = hkca,i(YSSKkGaA,ib)-
Public key replacement query (CLID,, (21 PK|, Q@M PK))): By converting QI PK|
and QM PK] in LTy, C first gets the corresponding W1 PK| and WM PK,. C mod-
ifies (CLID,, —, WIPK,,—, WMPK])in LTcy.
Compatible multi-signcryption (CMS) query (PD, SDHR, PKIDpyc): For the
Jj-th request of this query, C refreshes (WSKgyc,j—1,a. YSKBmc,j—1,) 10
get (WSKpumc,ja» YSKpuc,jp). By (PD, SDHR), C uses (WSKpuc,j.a-
WSKpumc,j») to create and send back BCS = CMS(PD, SDHR, (WSKgpyc,j,a
WSKpumc,jp)) as follows.
(a) Select an encrypting/decrypting key edk € {0, 1} and generate an encrypted
data ED = SEF .4, (P D).
(b) Pick two new variates WM and W6 in G.
(c) For (PKID,, PK,) in SDHR, compute Y PCK, = WM - VPK, and CK, =
SH1(QPCK,), where QPCK, is the associated bit string of W PCK,.
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(d) For (CLID,, IPK,, MPK,) in SDHR, compute YWCCK,¢p = VM - VIPK,,
VCCK;1 = WM - (VSPKkGga + YVMPK, - (VA + VO - UB)) and CK, =
SHy(QCCK, o, QCCK, 1), where QCCK, o and QCCK;. | are the associated bit
strings of W CCK, o and VCCK, 1.

(e) According to Steps (c) and (d) above, generate C, = SH3(CK,)||(SH4(CK;) ®
edk),forr =1,2,..., n.

(f) Pick a new variate Wp in G, and compute Vo = WSKpyc+VYM - (VA+Yp-
U B).

(g) Set BCS = ((C1,Ca,...,Cy), QM, ED, Qo), where QM and Qo are the
associated bit strings of WM and Wo.

o Compatible multi-signcryption (CMS) leakage query (j, femc,j. hemc,j): For
the j-th Compatible multi-signcryption (CMS) query, A may request this leakage
query only once. C returns Afpyc,j = femc,j(WSKpumc,jq) and Ahpyc,j =
hgmc,j(YSKpuc,jb)-

o Compatible unsigncryption (CUS) query (PKID, /CLID, , BCS): For the k-th request
of this query with PKID, or CLID,, C runs the following associated procedures.
(1) For PKID,, C refreshes (WSK, x—1,4, VSK; k—1.p)to get (WSK, i 4, VSK, k).

C then computes VPCK, = VM - (VQ - VSK;) and uses (WM, VPCK,) to
find (WM, VPCK,, edk)in LTcysto get PD = SDF g1 (ED). If WQ - Vo =
VPKpyc +V0Q - (VM- (VA + Wp - ¥B)) holds, output PD and “True”;
otherwise, output “invalid”.

(2) For CLID,, C respectively refreshes (WISK, x—1.4, VISK, k—1.») and (WMSK, k—1 4,
WMSK, k—1.p) to get (VISK, k.q, VISK, k. p) and (WMSK, k.o, VMSK, k. p). C
then computes WCCK, o = WM - (WQ - VISK,), VCCK,1 = VM - (VO -
WSSKkga + V0 - WMSK, - (VA + W6 + WB)) and uses (VM, WCCK, o,
VCCK; 1) to find (WM, (WCCK, o, VCCK, 1), edk) in LTcys to get PD =
SDFoqi(ED). f WQ - Wo = WPKpyc +VO - (WM - (VA + Wp - UB))
holds, output P D and “True”; otherwise, output “invalid”.

o Compatible unsigncryption (CUS) leakage query (k, ( fpkipr.k» hpkipri)/(feLiprk
hcriprk)): For the k-th Compatible unsigncryption (CUS) query with PKID, or
CLID,, C runs the associated procedures, respectively. For PKID,, C sends back
Afpkiprk = frkiprk(WSK;k.a) and Ahpgipri = hpkiprx (Y SK; k). For CLID,,
C sends back Afcrprk = fcLiprk(VISKyka, YMSK;0.4) and Ahcripri =
hewprk (VISK,: kb, YVMSK; 0,5).

— Challenge: A conveys a plaintext data pair (P Dy, PD») and SDHR = {[(PKID,,
PK)|(CLID,, IPK,, MPK,)], r = 1,2,...,n} to C. C selects a random value
A € {1, 2} and refreshes (WSKgpyc,j—1,a» YSKBumc,j—1,6) to get (WSKpuyc,j.a»
WSKppc,jp). Finally, C generates and sends back BCS = CMS(PD;, SDHR,
PKIDp ). In addition, the two conditions presented in Definition 2 must be satisfied.

— Guess: If A outputs A € {1,2} and A" = A, it means that A wins the LRSC-EIND-CCA
game and the associated advantage is Adv(A) = |Pb[A/ = A] — 1/2].

As mentioned earlier, in the GBPG model, if adversaries can find collisions on G or G,
the discrete logarithm (DL) security assumption on G or G, will be broken. For computing
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the collision probability, the total amount of elements and maximal polynomial degrees
of LTy and LT, are counted as follows. In each query in the Query, at most 3 elements are
added in LT or LT,. Since A may adaptively request to C all kinds of queries at most g
times, |LTy| + |LT,| < 3q. For LTy, in the Compatible multi-signcryption (CMS) query,
W CCK;. 1 has at most degree 4. Since the maximal degree of LTy is 4, the maximal degree
of LT, is8by WGEy = VG; - WG, of the O query.

In the following, let Adv(A—y,) be the advantage of A; without requesting any leak-
age queries and Adv(A;_yo) = Pb[A[_yo]+ [Pb[A = A] — 1/2|, which are defined and
computed as follows.

B Pb[A;_,,]: It represents the probability of finding collisions on LTy or LT, (i.e. G
or G,). For LTy, assume that all elements (WG;, QG;) consist of ¢ kinds of vari-
ates. Thus, ¢ random values v; € Z;‘, (fort = 1,2, ..., c) are randomly chosen. For
any two polynomials WG; and WG in LTy, we compute VG = VG; — VG;. If
VG (v, v2, ..., v.) = 0, we say that a collision in L7y is found. By Lemma 2, since
the maximal degree of LT} is 4 and no partial information (y = 0) is leaked to ad-
versaries, the probability of WGy (vy, va, ..., v:) = 0 is at most 4/p. Also, for LTy,
there are (|L2T°|) pairs of (W G;, WG ). Therefore, the collision probability on LTy is
("To1Y 4/ p). By similar computation, the collision probability on LT, is (7<) (8/p).
Hence, we have

LT, LT,
PO[A /o] = (' 2°')<4/p>+<' ; ')(8/p> < 8/p)(ILTol+ILT.I)* < 1284/ p.

B Pb[A' = A]: It represents the probability of A’ = A in the Guess. Since no partial
information (y = 0) is leaked to adversaries, we have Pb[A' = A] < 1/2.

By the computations above, we have
Adv(A1 o) = PbA[—uol + [PB[A" = 2] — 1/2| £ 128¢°/p.

Let Adv(Aj) be the advantage of the adversary A; with requesting four leakage
queries (including Certificate leakage query, Member secret key leakage query, Compat-
ible multi-signcryption leakage query and Compatible unsigncryption leakage query) in
the Query. By the key refreshing procedure, any two leaked partial information of a secret
key are mutually independent. Thus, A; gains at most 2y bits of each secret key SSKc 4,
SSKxGa, SKpuyc, ISK, or MSK,.. Based on Adv(Aj_y0), we have

Adv(Ap) £ Adv(Aj—wo) - 2% < (128¢%/p) - 2% = 0((¢*/p) - 27).
By Lemma 2, Adv(A;) = O((q*/p) - 2%) is negligible if y < log p(1 — €). For the
advantage Adv(Aj) of the adversary Ay, we have Adv(Ap) = O ((q2 /p) 227 by similar

evaluation. O

Theorem 2. In the GBPG model, based on the DL and SHF security assumptions, the
LRSC-AMRS scheme achieves the recipient anonymity in the LRSC-RIND-CCA game.
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Proof. The LRSC-RIND-CCA game is played by a PPT adversary A (A; or Ay) and a
challenger C, and consists of Setup, Query, Challenge and Guess as shown below.

— Setup and Query are the same as those in the proof of Theorem 1.

— Challenge: A conveys a plaintext data PD and SDHR = {[(PKID,, PK,)|(CLID,,
IPK,, MPK,)], r = 1,2,...,n 4+ 1} to C. C selects a random value A € {I,2}
and sets SDHR' = {[(PKID,, PK,)|(CLID,,IPK,, MPK,)], [(PKID,, PK,)|
(CLID,, IPK,, MPK,)], r = 3,...,n + 1}. Finally, C refreshes (VSKguyc,j—1,a>
VWSKppmc,j—1.5) to get (WSKpyc,ja» YSKBMc,jb), and generates and sends back
BCS = CMS(PD, SDHR', PKIDgy ). In addition, the two conditions presented in
Definition 3 must be satisfied.

— Guess: If Aoutputs A’ € {1,2}and A’ = A, it means that A wins the LRSC-RIND-CCA
game and the associated advantage is Adv(A) = |Pb[A' = A] — 1/2].

By a similar evaluation in the proof of Theorem 1, we have Adv(A;) = 0((q2 /p) -
227y and Adv(Ap) = O((g*/p) - 2°7). By Lemma 2, both Adv(A;) and Adv(Ay;) are
negligible if y < log p(1 — €). O

Theorem 3. In the GBPG model, based on the DL and SHF security assumptions, the
LRSC-AMRS scheme achieves the BMC authentication in the LRSC-EU-ACMA game.

Proof. The LRSC-EU-ACMA game is played by a PPT adversary A (i.e. impersonating
the BMC) and a challenger C, and consists of Setup, Query and Forgery as shown below.

— Setup: It is identical with the Serup phase in the proof of Theorem 1.

— Query: A may adaptively request to C all queries at most g times, except for the Secret
key query (PKIDpyc) because A would like to impersonate the SMC to generate a
valid broadcast ciphertext set BCS'.

— Forgery: A forges and sends C a broadcast ciphertext set BCS’ for a plaintext data P D
and SDHR = {[(PKID;, PK,)|(CLID,, IPK,, MPK,)], r = 1,2, ..., n}. For any re-
cipients PKID, and CLID, in SDHR, if they may, respectively, carry out the CUS al-
gorithm to get and validate PD = CUS(BCS', PKIDpyc, (SKyk.a» SKr kb)) and
PD = CUS(BCS', PKIDgyc, (USKy k.as ISKy. k), (MSK; k., MSK, kb)), it means
that A wins the LRSC-EU-ACMA game.

In the following, let Adv(Ay,) be the advantage of A without requesting any leakage
queries and Adv(Ay,,) = Pb[Ay,]+ Pb[Valid-forging], which are defined and computed
as follows.

B Pb[A,,]: It represents the probability of finding collisions on LTy or LT, (i.e. G
or G,.). By the same arguments of Pb[A;_,,,] in the proof of Theorem 1, we have
Pb[A,,] < 128¢%/p.

B Pb[Valid-forging]: It represents the probability of forging a valid tuple BCS' =
((C1, Cay ..., Cy), 2M', ED, Qo) in the Forgery. C gets WM’ and Wo' by convert-
ing QM’ and Qo' in LTy. Since BCS' is valid, the equality ¥V Q - Wo' = WP Kpyc +
VO WM - (VA + Wp - ¥B) must hold. Thus, we have a multiple-variable poly-
nomial WMP = VQ - Vo' — (WPKppyc +V¥Q -¥YM' - (WA + Vp - ¥B)) = 0.
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By Lemma 2, since WM P is an element of L7, with the maximal degree 8, we have
Pb[Valid-forging] = 8/ p.

By the computations of Pb[A,,,] and Pb[Valid-forging] above, we have
Adv(Ay,) = Pb[Ay,] + Pb[Valid-forging] < 128¢%/p +8/p = 0(¢*/p).

Let Adv(A) be the advantage of A with requesting two kinds of leakage queries (in-
cluding Certificate leakage query and Compatible multi-signcryption leakage query) in
the Query. By the key refreshing procedure, any two leaked partial information of a secret
key are mutually independent. Thus, A gains at most 2y bits of each secret key SSKc 4 or
SKpyc.Based on Adv(A,,), we have

Adv(A) £ Adv(Ayo) - 2% = 0((¢*/p) - 2%).

By Lemma 2, Adv(A) = O((¢%/p) - 2%7) is negligible if y < log p(1 — €). O

6. Comparisons and Performance Analysis

Table 2 below lists the comparisons between our LRSC-AMRS scheme and some related
AMRS schemes (Wang et al., 2016; Tsai et al., 2022; Wang et al., 2012; Pang et al., 2015,
2018; Li et al., 2022) in terms of PKC, group, time complexity of multi-signcryption,
time complexity of unsigncryption, leakage resilience and heterogeneous recipients. Two
PKI-AMRS schemes in Wang et al. (2016), Tsai et al. (2022) and two ID-AMRS schemes
in Wang et al. (2012), Pang et al. (2015) are implemented under the BP group. Two CL-
AMRS schemes in Pang et al. (2018), Li et al. (2022) are constructed under the elliptic
curve (EC) group and enjoy better performance than the constructions under the bilinear
pairing (BP) group. It is worth mentioning that Tsai et al.’s scheme (2022) is the first
AMRS with leakage resilience property. The point is that our scheme is not only suitable
for multiple recipients under two heterogeneous PKCs (i.e. the PKI-PKC and the CL-
PKC), but also possesses leakage resilience property.

Additionally, five schemes (Wang et al., 2016, 2012; Pang et al., 2015, 2018; Li et
al., 2022) employ the Lagrange interpolation polynomial technique to achieve anonymity
between these recipients. In these schemes, a sender constructs and broadcasts an inter-
polation polynomial /P(x) = [['_; (x — CK,) + edk(mod p) = co + c1x + - +
cn—1x" 1 4+ x", where n denotes the number of recipients and edk is the encrypting/de-
crypting key. By the interpolation polynomial / P (x), each authorized recipient I D, uses
her/his secret key to get edk = I P(CK,) and decrypts the plaintext data P D. There-
fore, the required time complexities of multi-signcryption and unsigneryption are O (n2)
and O (n), respectively. By the Compatible multi-signcryption (CMS) and Compatible un-
signcryption (CUS) algorithms presented in Section 4, the required time complexities are
O(n) and O(1), respectively.
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Table 2
Comparisons between our LRSC-AMRS scheme and some previously related AMRS schemes.

Schemes PKC Group Time complexity of Time complexity of Leakage  Heterogeneous
multi-signeryption  unsigncryption resilience  recipients
Wang et al.’s
scheme (2016) PKI-PKC BP 0@n?) O(n) No No
Tsai et al’s
scheme (2022) PKI-PKC BP 0 (n) oQ) Yes No
Wang et al’s
scheme (2012) ID-PKC  BP 0n?) O(n) No No
Pang et al’’s
scheme (2015) ID-PKC  BP 0n?) O(n) No No
Pang et al’s
scheme (2018) CL-PKC EC 0n?) O(n) No No
Lietal’s
scheme (2022) CL-PKC EC O(nz) O(n) No No
Our scheme PKI-PKC BP O(n) oQ) Yes Yes
CL-PKC
Table 3

Computation notations and time (ms) of two time-consuming operations on a
PC and a mobile device.

Notation Meaning Computation Computation time
time on a PC on a mobile device

Typ Bilinear pairing mapping  ~ 20.1 ~ 96.2

Tme Multiplication in G or ~ 6.4 ~ 30.7

exponentiation in G,

Table 4
The required computation costs and time (ms) for the CMS and the CUS phases.

Phase Computational costs n =10 n =50 n =100
The CMS phase performed on a PC nTpp + Gn+DHTne ~418.6 ~1990.6 ~3955.6
The CUS phase performed on a mobile device 67, + 3Tine A~ 669.3 = 669.3 ~ 669.3

In the following, we present the required computation costs and time of the proposed
LRSC-AMRS scheme on a PC and a mobile device. Based on the computational simula-
tions in Xiong and Qin (2015), Table 3 lists the computational notations and the associated
computation time of two time-consuming operations on a PC and a mobile device, where
the PC is equipped with a 3 GHz Pentium CPU under the MS Windows and the mo-
bile device is equipped with a 624 MHz PXA270 CPU under a Linux system. It is worth
mentioning that the adopted bilinear pairing group set has a 1024-bit RSA security level.
Indeed, the required computation cost for a recipient CLID, is greater than that for a re-
cipient PKID,. Therefore, we consider the required time for multiple recipients CLID,.,
where r = 1,2, ..., n. Table 4 demonstrates the required computation costs and time
for the compatible multi-signcryption (CMS) and the compatible unsigncryption (CUS)
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phases in the proposed LRSC-AMRS scheme. By Table 4, the performance of the pro-
posed LRSC-AMRS scheme is suitable for a PC and a mobile device.

7. Conclusions and Future Work

In this paper, the first LRSC-AMRS scheme suitable for heterogeneous PKCs (PKI-PKC
and CL-PKC) has been proposed. As mentioned earlier, the LRSC-AMRS scheme must
possess three security properties, namely, encryption confidentiality, recipient anonymity
and sender (i.e. BMC) authentication, which have been modelled by the LRSC-EIND-
CCA, LRSC-RIND-CCA and LRSC-EU-ACMA games, respectively. In the three games,
adversaries (including illegal recipient and malicious KGA) are allowed to continuously
acquire partial information of secret keys for multiple rounds. In the GBPG model, based
on the DL and SHF security assumptions, three theorems have been shown that the LRSC-
AMRS scheme achieves three security properties against adversaries. By comparing with
the related schemes, the LRSC-AMRS scheme has four merits as listed below.

(1) Itis the first LRSC-AMRS scheme suitable for heterogeneous PKCs.

(2) Multiple recipients in the LRSC-AMRS scheme can be initial recipients in the PKI-
PKC, or new and upgraded recipients in the CL-PKC.

(3) Since adversaries are allowed to continuously acquire partial information of secret
keys for multiple rounds, the LRSC-AMRS scheme possesses unbounded leakage re-
silience.

(4) The computational cost of the unsigncryption algorithm is constant O (1).

Finally, let us point out possible future work. Due to the practical realization of quan-
tum computers, post-quantum cryptography has attracted the attention of researchers. As
far as we know, there exists no quantum-resistant AMRS scheme. Therefore, to propose a
post-quantum AMRS scheme is an interesting topic. Furthermore, it is more practical to
propose a post-quantum AMRS scheme suitable for recipients in heterogeneous PKCs.
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