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Abstract. A public key signcryption with equality test (PKSCET) scheme is a public key signcryp-
tion (PKSC) scheme with the property of equality test. However, all the existing PKSCET schemes
are vulnerable to a new kind of security threats, called side-channel attacks, which could poten-
tially lead to the unauthorized disclosure of sensitive information or even the compromise of secret
keys, undermining the overall confidentiality and integrity of the system. Therefore, this study aims
to propose the first leakage-resilient PKSCET (LR-PKSCET) scheme that achieves resistance to
side-channel attacks. Moreover, the proposed LR-PKSCET scheme is demonstrated to possess four
security properties, namely, leakage resilience, indistinguishability, one-wayness, and existential
unforgeability. Based on the proposed LR-PKSCET scheme, an anti-scam system (application) is
presented to mitigate the ongoing occurrence of a myriad of scam cases.
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1. Introduction

In recent years, as data has significantly grown, there is an increasing inclination among
people to store data in cloud servers. Cloud computing (Sun, 2020; Alouffi et al., 2021),
viewed as an efficient way of data storage and processing, is gradually becoming an indis-
pensable infrastructure in various industry applications. However, data transmitting and
storing in the cloud have also raised security concerns about data confidentiality. There-
fore, to enhance the demand for data privacy protection is a significant issue. To ensure the
security of data transmission in the cloud, encryption technology has become an essential
topic in order to prevent unauthorized individuals from accessing sensitive information.
Public key encryption (Lee et al., 2019; Deverajan et al., 2021; Zhou et al., 2021) is a
well-known technique employed to ensure data confidentiality.

Since data in a cloud environment is encrypted for confidentiality, it becomes a chal-
lenge to find a specific data in cloud effectively. To address this issue, the concept of public
key encryption with keyword search (PKEKS) (Boneh et al., 2004) has been proposed to
achieve an effective search functionality for encrypted data. However, a PKEKS scheme
has a limitation in the sense that it can only search for ciphertexts encrypted under identi-
cal receiver (entity) with the same public key. To overcome this limitation, the concept of
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Fig. 1. Recover complete secret key SK by side-channel attacks.

public key encryption with equality test (PKEET) (Yang et al., 2010) has been introduced.
A PKEET scheme allows users to perform comparative searches on ciphertexts encrypted
under different public keys without revealing sensitive data.

Recently, a new type of attack has been actively discussed, known as side-channel
attacks (Kubota et al., 2021; Ngo et al., 2021). A side-channel attack refers to a situation
that attackers do not attempt to directly break the cryptographic algorithm in a security
system, but exploit side-channel information, such as power consumption or timing, to
gain access to critical system information. For example, as shown in Fig. 1, a user employs
her/his secret key SK to perform the decryption algorithm by inputting the ciphertext CT at
the device. Upon the completion of the decryption, the plaintext M is obtained. During the
decryption process, an attacker could launch side-channel attacks to obtain crucial partial
information about the user’s secret key SK. By doing so, the attacker can acquire partial
information of the user’s secret key in every decryption process. After several rounds, the
attacker may potentially reconstruct the complete sensitive data or the user’s secret key
SK by analysing these side-channel signals.

It is worth noting that a cryptographic mechanism known as leakage-resilient public
key encryption (LR-PKE) (Akavia et al., 2009) has indeed been studied and published.
It can withstand such side-channel attacks mentioned above. However, this mechanism’s
application in diverse cloud computing environments remains constrained due to the ab-
sence of the property of equality test of ciphertext. Furthermore, to ensure the authenticity
and integrity of information is also an important issue. Simultaneously, the development
of cryptographic mechanisms that can efficiently merge digital signature and encryption
has emerged as a pivotal topic in this field. In light of these challenges, this paper en-
deavours to propose a novel scheme, called leakage-resilient public key signcryption with
equality test (LR-PKSCET), which not only offers robust security against side-channel
attacks but also seamlessly integrates the processes of digital signing and encryption. In
light of the increasing incidence of fraudulent activities, we will leverage the proposed LR-
PKSCET as the foundation for developing an anti-scam system application. Our specific
contributions include the following.

— The framework and security notions of LR-PKSCET: We establish the framework of
LR-PKSCET that includes six distinct algorithms, and present the associated security
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notions of LR-PKSCET. The security notions encompass leakage resilience, indistin-
guishability, one-wayness, and existential unforgeability.

— A concrete LR-PKSCET scheme: Under the framework of LR-PKSCET, we propose a
concrete LR-PKSCET scheme that meets the defined security notions.

— Security analysis: By using hash function properties and discrete logarithm problem, we
provide a rigorous security proof of the proposed scheme under the associated security
notions.

— Comparison with other schemes: Compared to existing schemes, our proposed LR-
PKSCET scheme distinguishes itself as the first to withstand side-channel attacks.

— LR-PKSCET’s application: We extend the applicability of the proposed scheme to anti-
scam systems that aims to mitigate the ongoing occurrence of a myriad of scam cases.

The remaining sections of this paper include the following parts. Section 2 introduces
related work. Preliminaries are given in Section 3. Section 4 shows the LR-PKSCET
framework and its associated security definitions. The concrete LR-PKSCET scheme is
presented in Section 5. Formal proofs of ensuring the security of the LR-PKSCET scheme
are given in Section 6. Performance analysis is carried out in Section 7. Section 8 intro-
duces an application. Lastly, Section 9 offers the concluding remarks.

2. Related Work

The concept of the PKEET scheme was first introduced by Yang ez al. (2010) as an exten-
sion of the existing public key encryption with keyword search (Boneh et al., 2004). The
primary goal of their research was to enable the comparison of encrypted data, or cipher-
texts, generated under different public keys. Based on the Yang et al.’s work (2010), a sig-
nificant amount of related research on PKEET has been continuously conducted and pub-
lished. Tang (2011) designed a PKEET scheme with a proxy, where the proxy can obtain
tokens from different users and use them to perform equality test of associated ciphertexts.
Based on this authorization concept, Tang (2012a) introduced a PKEET scheme that in-
corporated user-specified authorization. Subsequently, Tang (2012b) further extended the
PKEET scheme (Tang, 2012a) to offer the support for fine-grained authorization. Huang et
al. (2014) introduced a novel PKEET scheme which enables the comparison of ciphertexts
without requiring decryption. As a result, their scheme achieves the verification of equiva-
lence among ciphertexts encrypted using the PKEET scheme. Building on this foundation,
Huang et al. (2015) expanded Huang et al.’s scheme (2014) to propose a public key en-
cryption with authorized equality test that allowed authorized proxy to perform equality
test on selected ciphertexts. This enhancement augmented the versatility and functionality
of the PKEET scheme. Another significant advancement in this field was made by Ma et
al. (2015). They introduced a PKEET scheme with four distinct authorization policies,
thereby increasing the adaptability of PKEET. However, these proposed PKEET schemes
were all shown to be secure only under the random oracle model. To overcome this limita-
tion, Lee er al. (2020) presented a generic construction of a PKEET scheme in the standard
model which provides enhanced security guarantees. Additionally, for the lattice-based
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cryptography, Duong et al. (2019) introduced a PKEET scheme in the standard model
which was built on lattice concepts from an identity-based encryption scheme (Agrawal
et al., 2010). On the other hand, to simultaneously ensure the confidentiality, authentic-
ity, and integrity of messages, Le et al. (2021) proposed a lattice-based signcryption with
equality test in the standard model.

In the real-world scenarios of public key systems, the significance of secret keys is
widely acknowledged. However, it is worth noting that the secret keys are often stored
in the devices, making them susceptible to potential side-channel attacks (Kubota et al.,
2021; Ngo et al., 2021). To avoid the scenario that secret keys can be computed when
facing such attacks, the leakage-resilient cryptography (Dziembowski and Pietrzak, 2008;
Faust et al., 2010) has emerged as a crucial topic. The core ambition of leakage-resilient
cryptography was the formulation of algorithms with the capability to effectively coun-
teract side-channel attacks. For data confidentiality, Akavia et al. (2009) introduced a
leakage-resilient public key encryption (LR-PKE) scheme that effectively safeguards sen-
sitive information even in the presence of potential side-channel threats. Subsequently,
several studies (Naor and Segev, 2009, 2012; Li et al., 2013) related to LR-PKE have also
been published to enhance both security and efficiency. However, the aforementioned LR-
PKE schemes are specifically designed to provide security only in a bounded leakage
model. To overcome this limitation, Kiltz and Pietrzak (2010) proposed the first LR-PKE
scheme to provide security in continuous leakage models. Furthermore, Galindo et al.
(2016) also presented a LR-PKE that drew inspiration from ElGamal and offered secu-
rity in the continuous leakage model. For addressing the issue of ensuring the security
of public key encryption when the randomness of ciphertexts becomes non-uniform due
to faulty implementations or adversarial actions, Huang ef al. (2022) introduced the con-
cept of leakage-resilient hedged public-key encryption that offered a heightened level of
comprehensive security. On the other hand, Tseng ef al. (2022) introduced a leakage-
resilient signcryption to achieve the objectives of message confidentiality, authenticity,
and integrity.

3. Preliminaries
3.1. Bilinear Map

This section outlines the properties of a bilinear map, which serves as the fundamen-
tal basis for the proposed LR-PKSCET scheme discussed in this paper. We choose two
multiplicative cyclic groups, denoted by G and G, both of a prime order gq. Let g be a
generator of G. A bilinear map ¢: G x G — G satisfies the following properties.

(1) Bilinear property: For any a, b € Z*, é(g%, g%) = é(g, g)*".

(2) Non-degenerate property: e(g, g) # 1.

(3) Computable property: The computation of é(A, B) is efficient for any given
A, BeG.
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3.2. Generic Bilinear Group Model

The generic bilinear group (GBG) model, introduced by Boneh et al. (2005), is served as
a security analysis technique for cryptographic schemes. This model is used in the secu-
rity game of a cryptographic scheme where an adversary and a challenger interact with
each other. Initially, the challenger creates the bilinear parameters G, G, g, g, é defined
above. During the adversary’s operations in the bilinear parameters, the adversary can
request three types of queries from the challenger. The three types of queries consist of
the multiplicative query Q¢ of G, the multiplicative query Qg, of Gr, and the bilinear
pairing query Q; of e. Additionally, the challenger establishes two injective random map-
pings, F1 : Z;‘ — BGand F; : Z;‘ — BGr, to encode all the elements of G and G
into distinct bit strings. These mappings must satisfy the conditions BG NBG7 = ¢ and
IBG| = [BG7| = q. The behaviours of the three associated queries Qg, Qg,, and Qg,
for m and n in Z;‘, are defined as follows:

- Qg(Fi(m), F1(n)) — Fi(m +n mod g).
- 06y (F2(m), F2(n)) — F2(m +n mod q).
- Qi(Fi(m), Fi(n)) — Fi(m-n mod g).

3.3. Security Assumptions and Entropy

To establish the security of the LR-PKSCET scheme, we depend on the computational
complexity of the discrete logarithm problem (DL) and the properties of hash functions
(HF). More precisely, our security analysis is based on the following two related assump-
tions.

— DL assumption: The DL problem aims to find the unknown value x € Z;" from a
given g*. If there exists a probabilistic polynomial-time (PPT) adversary, the probability
of this adversary successfully determining x € Z;]“ is considered negligible.

— HF assumption: Given a hash function HF, which possesses collision-resistant and
one-way properties, the probability of a PPT adversary successfully finding two val-
ues Y1, Y>. such that HF (Y1) = HF (Y3), is considered negligible.

To assess the probability of successfully obtaining a secret key through side-channel
attacks, we utilize entropy concept to measure the probability of successful reconstruction.
In the following, we introduce two types of min-entropies for conducting this analysis.

— The min-entropy of a finite random variable M is denoted by
Hoo (M) = —log,(max,, Pr[M = m]).
— The average conditional min-entropy of a finite random variable M under a condition X
is denoted by ﬁoo (M|X) = —logy(X[max,, Pr[M = m|X]]).

To measure entropy, there are two cases to be considered: one with a single secret key
and the other with multiple secret keys. For these two cases, we will refer to the results of
Dodis et al. (2008) (Lemma 1) and Galindo and Virek (2013) (Lemma 2), respectively.
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Fig. 2. The framework of LR-PKSCET.

Lemma 1. Consider a single secret key M and let @ represent the maximum length of
the bit strings that might be leaked from the secret key M. We define f : M — {0, 1}® as
the leakage function. In this context, we obtain Hoo(M|f(M)) = Hoo (M) — ®.

Lemma 2. Consider n multiple secret keys, denoted as My, M3, ..., M,. Let F €
Z4[My, M, ..., M,] be a polynomial with degree at most d. For eachi = 1,2,...,n,
let PD; be a probability distribution of M; = m; such that Hoo(PD;) = logg — @,

where 0 < ® < loggq. If m; o Z, are independent, the inequality Pr[F (M, =
my, My = ma,....,M, = m,) = 0] < (d/q)2® holds. If ® < logq(l — ¢),
Pr[F(M; = my, My = my,..., M, = m,) = 0] is negligible, where ¢ is a positive
decimal.

4. Framework and Security Notions for LR-PKSCET

We illustrate the framework of our LR-PKSCET scheme in Fig. 2, which includes a cloud
server and two entities (also works more than two member entities). The two member
entities ME, and ME, can respectively generate their own entity secret keys denoted by
(ESK!, ESKéI ) and (ESK!, ESK;I ) and entity public keys denoted by (EPK., EPKgI )
and (EPK!, EPK,[)’ ). The entity ME utilizes her/his entity secret keys (ESK!, ESK;’ )

along with the entity public keys (EPK’, EPKfII ) of the entity ME, to perform the process
of signing and encryption on the message msg using the Signcryption algorithm. The
output ciphertext CT, will be sent to the entity ME,,. Upon receiving CT;, the entity
ME, can utilize her/his entity secret keys (ESK!, ESKf]I ) along with the entity public
keys (EPK!, EPKéI ) of the entity ME to perform a decryption and verification process
using the Unsigncryption algorithm. The process above allows the entity ME; to obtain
the message msg. On the other hand, the entities ME, and ME; can respectively transmit
their ciphertexts CT¢, CTy, and trapdoors TD,, TD,, to the cloud server. The cloud server
is capable of testing whether the two ciphertexts contain the same plaintext.
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Table 1

Symbols.
Symbol Meaning
DE The designated entity of the system
A The security parameter
SP The system parameters
ESK! The first entity secret key
ESK!! The second entity secret key
EPK! The first entity public key
EPK!! The second entity public key
ESKg io1 The first entity secret key of sender in the i — 1th round
ESKin_l The second entity secret key of sender in the i — 1th round
ESK%. -1 The first entity secret key of receiver in the j — 1th round
ESK%I -1 The second entity secret key of receiver in the j — 1th round
ESK]{ r 1 The second entity secret key in the k — 1th round
D The trapdoor
msg The message
cT The ciphertext

4.1. Framework for LR-PKSCET

In this subsection, we provide a formal definition of the proposed scheme’s framework,
which is defined according to the frameworks of PKSCET (Le et al., 2021) and LR-PKSC
(Tseng et al., 2022). To facilitate understanding of the formal definition, a symbol table is
provided in Table 1.

DerintTioN 1. An LR-PKSCET scheme is composed of six algorithms, namely, Initial-
ization, EntityKeyGen, Signcryption, Unsigncryption, Authorization, and Test as follows.

— Initialization: The designated entity D E of this scheme (system) is responsible for exe-
cuting the algorithm with a security parameter A and outputs the system parameters SP.

— EntityKeyGen: By executing the algorithm with the system parameters SP, the member
entity ME generates two entity secret keys ESK’!, ESK!! and two entity public keys
EPK', EPK'!.

— Signcryption: By executing the algorithm in the ith round with the system parameters
SP, two entity secret keys ESKg’ il1s ESKg{ ic1 (the i — 1th round) of the member en-
tity MEg, identified as the sender, a message msg, and two entity public keys EPK%,
EPK fel of the member entity ME g, identified as the receiver, the sender ME g generates
a ciphertext CT .

— Unsigncryption: By executing the algorithm in the jth round with the system parame-
ters SP, two entity secret keys ESng,j—l’ ESK%I! i1 (the j — 1th round) of a member
entity ME g identified as the receiver, a ciphertext CT', and two entity public keys EPKY,
EPKéI of a member entity ME s identified as the sender, the sender MEg generates a
message msg.
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— Authorization: By executing the algorithm in the kth round with the system parameters
SP and the entity secret key ESK,i r | (the k — 1th round) of a member entity ME, the
member entity ME generates a trapdoor TD.

— Test: By executing the algorithm with the system parameters SP, the ciphertext-trapdoor
pair (CT;, TD;) of a member entity ME, and the ciphertext-trapdoor pair (CT;, TDy)
of a member entity ME,, the cloud server CS generates 1 or 0.

4.2. Security Notions for LR-PKSCET

By the technique introduced in Galindo and Virek (2013), we initiate six unique leak-
age functions: LF?CJ, LF?CJ., LF?‘]SC’]., Lngc,j’ LFth,k and LFgmh,k- Specifically,
LF?CJ. and LF gC,i are utilized to extract leaked information of ESK% and ESKL!, de-
noted as ESK{ = (ESKY, ., ESKY, p) and ESKY' = (ESKY/, ., ESK{!; ;) which
are used in the Signcryption algorithm during the ith round. Similarly, LF{}SC’ j and
LF 5SC, j are applied to extract leaked information of ESK;e and ESK;{, denoted as
ESKy = (ESKy ; 4 ESKy ; p) and ESKY = (ESKY; 4, ESKY; ) which are used
in the Unsigncryption algorithm during the jth round. The last two leakage functions
LF th’ ¢ and LF fmhq ¢ are utilized to extract leaked information of ESK%I , denoted as
ESKY = (ESKY 4. ESKY, p) which is used in the Authorization algorithm during the
kth round. Let ® represent the maximum length of the bit strings that might be leaked from
the secret keys. As a result, the size of |LF§‘C’Z. [, |LF§CJ. [, |LF?]SC’/. [, |LF5SCJ [, |LF£mh,k [,
and |LF gmh‘ «| are all bounded by ®, where the notation | - | signifies the length of a bit
string. Also, for convenience we will adopt the following six symbols:

- ALF?C,:’ = LF?C,i(ESK{?,i,A’ ESKé,Ii,A);

- ALF?C,i = LF?C,i(ESKé,i,B’ESK{?,Ii,B);

— ALF{gc ; = LFjgc (ESKg ; o ESKE; 0);
- ALF§g. i= LFfgc j(ESKfe’ B> ESKY! i)
ALFﬁum,k = Lfo\uth,k(ESKfe[,k,A)?

B _ B 11
- ALFAuth,k - LFAuth,k(ESKR,k,B)'

Next, we define indistinguishable security, one-way security, and existential unforge-
ability to serve as the security notion that can withstand adversaries with the capabilities
of side-channel attacks.

DeriniTION 2. If the advantage of an adversary A; to break a LR-PKSCET scheme in the
following security game under side-channel and chosen-ciphertext attacks is negligible,
we say that the scheme has leakage resilience and indistinguishable security.

— Setup: The challenger C?H is responsible for executing the Initialization algorithm with
a security parameter A and outputs the system parameters SP which will be made public.

— Phase 1: The adversary A; has the capability to make various adaptive queries as fol-
lows.
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v’ EntityKeyGen query: Ay sends a query containing member entity’s information ME.
Subsequently, CH processes the EntityKeyGen algorithm to acquire two entity secret
keys ESK!, ESK!! and two entity public keys EPK!, EPK'!, and returns them back
to Ay.

v’ Signcryption query: Aj sends a query containing two entity secret keys ESKgYi,
ESKg’Ii of a member entity MEs identified as the sender, a message msg, and two
entity public keys EPKL, EPKL! of a member entity ME g identified as the receiver.
Subsequently, CH processes the Signcryption algorithm to acquire a ciphertext CT,
and returns it back to Aj;.

v’ Signcryption leak query: Ay sends a query containing an index i, and two leaked
functions LF ?C, ; and LF gc, ;- Subsequently, CH returns two leaked information
ALF{.; and ALF§.  backto A;.

v’ Unsigncryption query: A; sends a query containing two entity secret keys ESK;Q’. i
ESK;QI’ j of a member entity ME g identified as the receiver, a ciphertext CT, and two
entity public keys EPKZ, EPKéI of a member entity ME g identified as the sender.
Subsequently, CH processes the Unsigncryption algorithm to acquire a message msg,
and returns it back to Aj.

v’ Unsigncryption leak query: Aj sends a query containing an index j, and two leaked
functions LF ?/SC, j and LF 53(:’ i Subsequently, CH returns two sets of leaked infor-
mation ALF@SC’ ; and ALF 550, i back to A;.

v Authorization query: A; sends a query containing the entity secret key ESK,U of
a member entity ME. Subsequently, CH processes the Authorization algorithm to
acquire a trapdoor 7D, and returns it back to A;.

v’ Authorization leak query: A; sends a query containing an index &, and two leaked
functions LF fmh, ¢ and LF fmh’ «- Subsequently, C?H returns two sets of leaked infor-

mation AL F;}uth,k and ALFgmh’k back to Aj.

— Challenge: Aj chooses a specific member entity ME?, and provides two target plain-
texts, msg, and msgy, to CH. Subsequently, CH chooses a random bit b € {0, 1} and
utilizes the Signcryption algorithm in the ith round with the corresponding parameters
msg;;, EPK%, EPK%I , ESKg’ ; and ESKgfi to generate the target ciphertext CT*. Then,
CH sends ciphertext CT* to A;. One restriction is that ME%, is not allowed to appear
in the EntityKeyGen queries.

— Phase 2: The adversary .A; can make further queries as in the Phase 1 except that the
selected target, namely MEY,, msgj, ESKg’ ; and ESK gl ; are not allowed to appear in the
EntityKeyGen, the Unsigncryption and the Authorization queries.

— Guess phase: Aj produces the value b’ and succeeds in the game if 4’ is equal to b. The
advantage of winning the game is represented by Adv(A;) = |Pr[b’ = b] — 1/2|.

DeriniTioN 3. If the advantage of an adversary A;; to break a LR-PKSCET scheme in
the following game under side-channel and chosen-ciphertext attacks is negligible, we say
that the scheme has leakage resilience and one-way security.

— Setup: This stage is the same as that in Definition 2.
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Phase 1: This stage is the same as that in Definition 2.

— Challenge: Aj; chooses a specific member entity ME} to CH. Subsequently, CH
chooses a random message msg* and utilizes the Signcryption algorithm with msg*,
EPK%, EPK;{ s ESKg’ ; and ESKg{ ; to generate the target ciphertext CT*. Then, CH
sends ciphertext CT™ to A;;. One restriction is that ME?, is not allowed to appear in
the EntityKeyGen and the Authorization queries.

— Phase 2: The adversary A;; can make further queries as in the Phase 1 except that the
selected target, namely ME%,, msg*, ESK{Q’ ; and ESKéI ; are not allowed to appear in the
EntityKeyGen and the Unsigncryption queries.

— Guess phase: Ay produces the message msg’ and succeeds in the game if msg’ is equal

to msg*. The advantage of winning the game is represented by Adv(A;;) = |Prlmsg =

msg*]].

DeriniTiON 4. If the advantage of an adversary Ay to break a LR-PKSCET scheme in
the following game under side-channel and chosen-message attacks is negligible, we say
that the scheme has leakage resilience and existential unforgeability.

— Setup: This stage is the same as that in Definition 2.

— Phase 1: This stage is the same as that in Definition 2.

— Forgery: The adversary Ay successfully forges a ciphertext CT* = (ME, MER, U*,
V*, R*, §*, 0*) for a message M*, and we declare .4y as the winner of this game if
the following conditions are satisfied.

v The Unsigncryption algorithm is capable of generating the message M*.
v The Signcryption queries are not allowed to query the message M*, ME’; or ME,.
v' The EntityKeyGen queries are not allowed to query the member entity MEY.

5. The Proposed LR-PKSCET Scheme

In this section, we show a leakage-resilient public key signcryption with equality test (LR-
PKSCET) scheme that includes the following six algorithms.

— Initialization: The designated entity DE of this scheme (system) is responsible for exe-
cuting the algorithm with a security parameter A and outputs the system parameters SP
by the following steps.

v Follow the guidelines provided in Section 3 to generate the bilinear parameters G,
Gr,q,¢, 8.

v" Pick two random values x, y € Z*, and then compute X = g* and ¥ = g”.

v Select five hash functions, namely, HF| : Gt — G, HF> : G x G x G —
{0, 1y"*" HF3 : {0, 1} — G,HFy : {0, 1}"" — Z,,HFs : {0, 1}*x{0, 1y
{0,1}" x G x G x G — {0, 1}/, where m, n and t represent fixed lengths.

v Define the system parameters SP = {G, G7,q,¢,g,X,Y, HF |, HF, HF3, HF 4,
HFs}.

— EntityKeyGen: By executing the algorithm with the system parameters SP, the member
entity ME generates two entity secret keys ESK!, ESK!! and two entity public keys
EPK!, EPK'! using the following steps.
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v' Choose two random values «, 8 € Z*, and then compute ESK! = g% and
ESK'! = gP.

v Utilize ESK! and ESK'! to establish EPK! = é(g, g%) and EPK!! = é(g, gP),
respectively.

Next, the member entity ME chooses two random renewed values, a and b, to calcu-
late the initial entity secret keys ESK{ = (ESK{, ,, ESK{} z) = (ESK" - g%, g™“) and
ESK{" = (ESK{!,, ESK}!5) = (ESK'" - g, g7P).

Signcryption: By executing the algorithm in the ith round with the system parameters

SP, two entity secret keys ESKg’ i1 ESK{S’IF1 (the i — 1th round) of the member en-

tity ME, identified as the sender, a message msg, and two entity public keys EPKZ,

EPK;QI of the member entity ME g, identified as the receiver, the sender ME s generates

a ciphertext CT by the following steps.

v' Pick two random values & € {0, 1}" and v € Z;, and compute U = g"* and V = g7,
where u = HF 4(msg, h).

v Compute R = HF>((EPKL)", U, V) @ (msgl||h) and S = HF((EPKY)?) -
HF3(msg)".

v" Choose a random values ¢ € Z;‘ which are used to update the entity secret keys.

v Compute two entity secret keys ESKgJ- = (ESKg’l.‘A, ESKgyi’B) = (ESKgJ._LA .
8 ESKG, | 5 - &) and ESKY{, = (ESK{, ., ESK{, p) = (ESK{',_, , -
g‘, ESK{?’II._LB -g79.

v Compute § = HFs(MEs, MEg, U, V, R, S, msg), and then set TS! = ESKg,i’A .
(X - Y®)*and TS' = ESK{!, , - (X - YO)".

v Generate a signature o = ESKY ; 5 - TS' - ESK{!, - TS/

v' Set aciphertext CT = (MEg, MEg,U,V,R,S,0).

Unsigncryption: By executing the algorithm in the jth round with the system parame-

ters SP, two entity secret keys ESKk -1 ESK% -1 (the j — 1th round) of the member

entity ME g, identified as the receiver, a ciphertext CT, and two entity public keys EPKY,

EPKL! of the member entity ME, identified as the sender, the sender ME s generates

a message msg’ by the following steps.

v' Choose a random values d € Z; which are used to update the entity secret keys.

v' Compute two entity secret keys ESKfe’j = (ESK;QJ’A, ESK%,’].,B) = (ESK;VFI)A .

d 1 —d 11 _ 11 11 _ 11
gd’ESKfij_l’B -8 ) ) and ESKy = (ESKy ; o, ESKy ; p) = (ESKy ;4 4 -
g ,ESKR’FLB -8 9.

v SetTU! = é(ESwa,A, V)and TU!! = é(ESKfe{j,A, V).

v Compute R @ HF»(TU" - é(ESwa-‘B, V), U, V) to obtain msg’ and i’.

V' Setu' = HF4(msg', 1’). If the two equations U = ¢“ and S = HF(TU'! .
S(ESKY ; 5. V) - HF3(msg))"" hold, compute 8' = HF5(MEs, MEg, U, V, R, S,
msg’). Otherwise, return the result “failure”.

v Ifé(g,0) = EPK! - EPK'! . (U - V, X - Y¥) holds, return the message msg’.
Otherwise, return the result “failure”.

Authorization: By executing the algorithm in the kth round with the system parameters

SP and the entity secret key ESKg{ «—1 (the k — 1th round) of a member entity ME, the
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member entity ME generates a trapdoor 7D using the following steps.

v' Choose a random value e € Z;‘, and update the entity secret key ESK,{I =
(ESK;',, ESK}'g) = (ESK{" | , - 8% ESK{" | 5 -g7).

v SetTT = ESK;',, and compute TD =TT - ESK}/p.

— Test: By executing’ the algorithm with the system ;;arameters SP, the ciphertext-
trapdoor pair (CT¢, TD;) of the member entity ME; and the ciphertext-trapdoor pair
(CTy, TDy) of the member entity ME,, the cloud server CS generates 1 or 0 by the
following steps.

v Compute R; = S; /HF1(é(TD¢, V;) and R, = S,)/HF 1(é(TDy, Vy).
v If the equation é(R,;, U;) = é(R;, U,) holds, output 1. Otherwise, output 0.

The following describes how to obtain the message msg and verify the signature o in the
Unsigncryption algorithm.

R@HF(TU" - ¢(ESK}y ;5. V), U, V)

= HF>((EPK%)", U, V) @ (msg || h)

@ HF(¢(ESK% j 4. V) - é(ESKy ; 5. V), U, V)

= (msg || h) ® HF>((EPK})", U, V) ® HF»(¢(ESK%, V), U, V)

= (msg || h)GBHFz(é(g,g ) U, V)@HFQ( (g , 8 ) U, V)

= (msg || h) ® HF>(e(g. 8)*", U, V) @ HF(é(g, )**, U, V)

= (msg |l h),
é(g.0) =@é(g,ESK; - TS" - ESK{/, g - TS'T)
o(g. ESKY ; 5 - ESK%; 4 - (X - Y°)" - ESKY, g - ESKY, o - (X - ¥°)")
= é(g. ESK§ - (X - Y°)" -ESK”~(X-Y5)”)

=é(g. 8" (X Y7)"-gP - (x17)")

= 6(5.8%) - é(5.8") - élg. (X - ¥')") -2z, (X - V7)")
= EPK" - EPK'" - ¢(g", (X - Y°)) - é(g", (X - ¥?))

= EPK" - EPK'" . ¢(U, (X - Y°)) - é(V, (X - Y?))

= EPK" -EPK'" .U -V, X - Y°).

Next, we present the equation derivation process used in the T est algorithm.

Ry = S¢/HF(é(TD, Vy))
= HF ((EPK”)”C) - HF3(msg,)"s /HF\(é(TT; - ESK{'5, g"))
= HF(é(g. ¢ )f) HF3(msg)" /HF (e(ESK(/, 4 - ESK; 5.8"))
= HF(&(g". ™)) - HF3(msg,)"¢ /HF | (¢(ESK]". g"))
= HF1(é(3" 8)) - HF3(msgo)" /HF1(é(8" . 8™))
=HF3(msg;) ‘

elg
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Ry, = Sy/HF(e(TDy, V)
:HFl((EPK”)””) - HF 3(msg,)"" /HF 1 (e(T T, - ESK} 5. 8"))

(
=HF(é(g. g )”) HF3(msg,)"" /HF\ (¢(ESK} 1 - ESK}!y 5. 8"))
= HF(6(g", ")) - HF3(msg,)"" /HF (¢(ESK.', g"))
= HF(é(g", g™)) - HF 3(msg,)"" JHF 1 (g, "))
= HF3(msg,)"",

&Ry, Up) = &(HF3(msg, )", ") = &(HF3(msg,). )",
E(Re,Uy) = &(0HF3(msg)" ¢) = S(HFa(msg ). g) "

6. Security Analysis

In this section, we will prove three theorems to establish the security of the proposed LR-
PKSCET scheme in terms of indistinguishable security, one-way security and existential
unforgeability, while ensuring that the proposed scheme possesses leakage resilience to
withstand side-channel attacks.

Theorem 1. Under the assumptions of DL and HF, the proposed LR-PKSCET scheme
possesses leakage resilience and indistinguishable security in the security game (Defini-
tion 2) using the GBG model.

Proof. Let’s begin the security game with the interaction between a challenger CH and
an adversary Aj.

— Setup: The challenger CH utilizes a security parameter A to execute the Initialization
algorithm to generate the system parameters SP = {G, Gr,q, ¢, g, X, Y, HF |, HF3,
HF3, HF 4, HF 5}. Furthermore, C?H creates eight lists LG, LG, LHF |, LHF >, LHF 3,
LHF 4, LHF5, LMEkeys as below.

v’ The list LG contains pairs of (PG, ,, BG,; ), where each element in G is rep-
resented by a multivariate polynomial PG, ,, and its corresponding encoded bit-
string is denoted by BG,; ,,. Here, r, ¢, and v respectively represent the query type,
the -th query, and the v-th element in G. Initially, the challenger CH adds three pairs
(Pg,BGys,0,1), (PX,BGs,0,2) and (PY, BGy 0,3) to the list LG.

v' The list LG 1 contains pairs of (PG v, BGT /), Where each element in Gt is
represented by a multivariate polynomial PG7 ;. ., and its corresponding encoded
bit-string is denoted by BG 7, 1 ,. Furthermore, the symbols r, ¢, and v have the same
meanings as those in the list LG above.

Each element present in the lists LG and LG 7 is represented both as a multivari-
ate polynomial and a bit-string. To facilitate the conversion between these represen-
tations, we introduce two conversion rules, namely Rule-1 and Rule-2. These rules
illustrate the process of transforming a multivariate polynomial into its correspond-
ing bit-string and vice versa.
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e Under Rule-1, when encountering the multivariate polynomial PG, ; ,/PG7 ;v
in the list LG /LG, the procedure involves converting it to the corresponding bit-
string BG,;.,/BGT v, which will be the output. However, if the multivariate
polynomial is not present in the list, a random bit-string BG,; ,/BGr ;. , related
to PG, ;,v/PPGr, 1. is chosen. This newly selected string will be appended to the
list LG /LG, and then returned as the output.

e Under Rule-2, when encountering the bit-string BG,; ,/BGr ,; in the list
LG /LG, the procedure involves converting it to the corresponding multivari-
ate polynomial PG, ; ,/PPGr ., which will be the output. However, if the bit-
string is not present in the list, a random polynomial PG, ; /PG, related to
BGy,.;,v/BGT,1.v is chosen. This newly selected polynomial will be appended to
the list LG /LG 7, and then returned as the output.

v' The list LHF| contains pairs of (IPEPK” -PV,IPH;), where PEPK'! . PV and
P H; are the necessary information for the execution of HF ;.

v The list LHF, contains pairs of (PEPK! - PV||PU||PV,PH,), where PEPK .
PV||PU||PV and P H; are the necessary information for the execution of HF ;.

v' The list LHF3 contains pairs of (msg, IP H3), where msg and IP H3 are the necessary
information for the execution of HF3.

v' The list LHF 4 contains pairs of (msg||h, PHy), where msg||h and IPHy are the
necessary information for the execution of HF 4.

v' The list LHFs5 contains pairs of (MEgs||MER||PU||PV||PR||PS||msg, PHs),
where MEs||MER||U||PV||PR]||PS||msg and P Hs are the necessary information
for the execution of HF's.

v The list LMEkeys contains pairs of (ME, PESK', PESK'! , PEPK!, PEPK'!),
where ME, (IPESKI ,PESK!! ) and (IPEPK’ ,PEPK!! ), respectively, are presented
as the information of member entity, entity secret keys and entity public keys.

— Phase 1: The adversary .A; has the capability to make at most | queries as follows.

V' Qg query: By providing BGy,y,m, BG4,u,» and ACT as inputs to this query, the
execution of the following steps will produce a response denoted by BGy ;.

e Execute Rule-2 to transform (BG y,m, BG4 u.») into PGy um, PGy un).

e Compute PG, ;1 = PGyum + PGy, if ACT = “multiplication” and
PGy ui =PGyum—PGyunif ACT = “division”.

e Execute Rule-1 to transform PGy, ; into BGy 4 ;.

v' Q¢ query: By providing BGr 4.u,m,» BGT,g4,u,n and ACT as inputs to this query,
the execution of the following steps will produce a response denoted by BG7 4 .1
o Execute Rule-2 to transform (BG7 g.u,m» BG1,g,u,n) into PG g um» PGT g un)-
e Compute PGr 4 u; = PGrgum +PGrgunif ACT = “multiplication” and

PGr14ui =PGCGr.gum —PGr,gunif ACT = “division”.

o Execute Rule-1 to transform PGy 4, into BGr 4 -

v Q; query: By providing BG , » and BGy ., as inputs to this query, the execution
of the following steps will produce a response denoted by BGr 4 4.

o Execute Rule-2 to transform (BGg,y,m, BG4 u,n) into PGy um, PGy un).

o Compute PGr 441 =PGyum PGy un.
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Execute Rule-1 to transform PG 4,,,; into BG7 g 4,1-

v’ EntityKeyGen query: By providing member entity’s information ME as inputs to this
query, the challenger CH uses ME to search the list LMEkeys. Once the matching
pair (]PESKI ,PESK'! PEPK' PEPK'! ) is located, CH transforms the pair into
(BESK', BESK'!, BEPK!, BEPK!), respectively, and subsequently returns them
to Aj.

v Signcryption query: By inputting two entity secret keys ESKY ;, ESK{/; of the mem-
ber entity ME g5, identified as the sender, a message msg, and two entity public keys
EPK 5%3 EPK%’ of the member entity ME g, identified as the receiver, the execution of
the following steps will produce a ciphertext CT'.

Use MEs and ME to find (PESK%, PESKL!) and (PEPK%, PEPKY) in the list
LMEkeys, respectively.

Choose the variate IP H4 from the list LHF 4 by using msg||h, where h is a random
value.

Set PU = PP H4 and pick a random variate PV in G.

Choose the variate IP H, from the list LHF; by using IE’EPK;e -PV||PU||PV.
Execute Rule-1 to transform IP H; into B H.

Compute BR = BH;, @ (msg||h), and execute Rule-2 to transform BR into PR.
Choose the variate I’ H; from the list LHF'; by using ]PEPK;QI - PV, and choose
the variate IP H3 from the list LHF3 by using msg.

Set PS =PH; +PH;3-PU.

e Choose the variate IP Hs from the list LHF 5 by using MEs||ME R ||PU||IPV||PR||

PS||msg.
Set Po = PESKY + (PX +PY -PHs)-PU +PESKY +(PX +PY -PHs) - PV.
Set CT = (MEs, MEgR,PU, PV, PR, PS, Po).

v Signcryption leak query: By providing an index i, and two leaked functions
LFg‘CJ. and LF?CJ as inputs to this query, the challenger C’H provides two sets
of leaked information ALF§.; = LF§c (ESKY; ,, ESK('; ) and ALF§., =
LF3. ;(ESKY ; 5. ESKY/, p) back to A;.

V' Unsigncryption query: By inputting two entity secret keys ESK%,’ I ESK%I’ j of the
member entity MEg, identified as the receiver, a ciphertext CT message msg, and
two entity public keys EPKX, EPKgI of the member entity MEg, identified as the
sender, the execution of the following steps will produce a message msg.

Choose the variate IP H> from the list LHF; by using IE’ESK;e -PV||PU||IPV.
Execute Rule-1 to transform IP H, and PR into BH, and BR.

Compute BR & BH>, and obtain msg’ and h'.

Choose the variate IP H; from the list LHF| by using IPESK;{ -PV.

Choose the variate IP H3 from the list LHF3 by using msg’.

Choose the variate P Hy from the list LHF 4 by using msg’||h’.

If both equations PU = PH4 and PS = IPH; + P H3 - IP H4 hold, find IP Hs from
the list LHF s by using MEs||MER||PU||PV||PR||PS||msg .

If Pg-Po = PEPK, +PEPKY + (PU +PV) - (PX +PY - P Hs) holds, return
the message msg’.



444 T.-T. Tsai

v Unsigncryption leak query: By providing an index j, and two leaked functions
LF 6SC, F and LF 5SC’ ; as inputs to this query, the challenger CH provides two sets of
leaked information ALF{jsc ; = LF{jsc ;(ESK}p ; 4 ESKY ;) and ALFfige ; =
LF{gc j(ESKy ; g, ESKY' ; p) back to A;.

v’ Authorization query: By providing member entity’s information ME as inputs to this
query, the challenger CH uses ME to search the list LMEkeys. Once the matching
pair (PESK!, PESK'!, PEPK!, PEPK'!) is located, CH transforms the pair into
(BESK!, BESK'!, BEPK', BEPK'!) respectively. Then, CH sets T D = BESK!!,
and subsequently returns it to A;.

v Authorization leak query: By providing an index k, and two leaked functions

LF fmh, ¢ and LF fmh’  as inputs to this query, the challenger CH provides two

sets of leaked information ALF4,,, = LF4,, (ESKY ; ,) and ALF, =
LFR o (ESKY ; ) back to A;.

— Challenger: A; chooses a specific member entity ME?,, and provides two target plain-
texts, msgy and msgy, to CH. Subsequently, CH chooses a random bit b € {0, 1} and
utilizes the Signcryption algorithm with the corresponding parameters msgj, EPK%,
EPK;QI , ESKg’ ; and ESKg{i to generate the target ciphertext CT*. Then, CH sends the
resulting ciphertext CT* to Aj;.

— Phase 2: The adversary A; can make further queries at most v, times as in the Phase 1
except that the selected target, namely ME%,, msgy, ESKL’S’ ; and ESKg{ ;» may not appear
in the EntityKeyGen, the Unsigncryption and the Authorization queries.

— Guess phase: Aj produces the value b’ and succeeds in the game if 4’ is equal to b. The
advantage of winning the game is represented by Adv(A;) = | Pr[b’ = b]-1/2]|.

In the following, we explore the advantage that .4; wins the security game. We discuss
Aj’s advantage in two scenarios: (1) A; refrains from employing leak queries; (2) A;
utilizes Signcryption leak query, Unsigncryption leak query and Authorization leak query.
— Scenario I: A; possesses Adv’fi‘l’ < |Pr[Case 1] + Pr[Case 2] — 1/2| < |384(yr; +

V2)?/q + 1/2 — 1/2| = O((¥1 + ¥2)?/q) in winning the security game, where

Pr[Case 1] and Pr[Case 2] are described below.

v' Pr[Case 1] refers to the probability of encountering a collision in either LG or LG T.
Let’s focus on the collision probability within the list LG . Assume that we have j el-
ements in LG, denoted by v; € Z; fori € [1, j], where j random values are consid-
ered. In the event of a collision, we observe PG (vy, vy, ..., v;) = PG, -PG, =0,
where PG,, and PG, represent any two polynomials from the list £LG. This implies
that IPG,,, and IPG,, have the same value, which resembles a collision in a hash func-
tion. Therefore, if one could efficiently find such a collision, it would imply the ability
to solve the discrete logarithm problem. Utilizing Lemma 2, we can evaluate the prob-
ability of a collision occurring within LG, estimated as (3/q) (‘LZG‘), based on the fact

that the maximum degree of a polynomial in LG is 3, as observed from the Signcryp-

tion query where the highest-degree term IPY - PHs - IPU has degree 3. Similarly,
the probability of a collision occurring within the list LGt is (6/q)(|£ ng). Thus,
we have Pr[Case 11 £ 3/)("5") + 6/@)(“§") < (6/9)(ILG| + 1LGr)?* =

384(y1 + ¥2)?/q due to the fact that |[LG| + | LG 1| < 8(¥1 + V).
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V" Pr[Case 2] refers to the probability of encountering a correct guess ¥’ = b and so
Pr[Case 2] £ 1/2.

— Scenario II: A; possesses Advlfll <O +¥2)?/q - 22%) + O((Y1 + ¥2)?/q) =

O((Y1 + ¥2)?/q - 2*®) in successfully winning the security game by the following

cases
v Aj issues the Signcryption leak query: Through this query, A; acquires AL F% Sc.i

and ALFB SC.i from two leaked functions LF ; and LFB SC.i» where ALF ?C’i is de-
fined as LF4 (ESKS iA ESKg’l 4)»and ALFSC ; corresponds to LFSC ; (ESKg’l.,B,

SC,i
ESKg’Ii’ g)- Here, ESKI and ESKgl can be obtained from the equations ESKéyO’ A
1 _ 1 1 _ . 1 _ 1
ESKsop = ESK o ESKg p =+ =ESKs; | o ESKg; | p=ESKg; -
17 11 11 11
ESKSl p- and ESK' 4 - ESKg o p = ESKS 1A ESKS,I,B = =ESKg; | 4"

ESKgll LB = ESKgll N ESKéI - By employing key update techniques in Galindo
and Virek (2013) with the constraint that |ALFSC ;| and |ALFSC ;| are both less
than @, the adversary A;’s ability is restricted to acquiring a maximum of 2& bits
of ESKY% and ESK%!.

v Ay issues the Unsigncryption leak query: Through this query, A; acquires
ALF ésc, jand ALF 5SC’ ; from two leaked functions LF ésc, jand LF 55(;’ j» where
ALF?,SC j is defined as LF?]SCJ. (ESK;Q’/"A, ESK;QIJ.’A), and ALFgSCJ corresponds
to LF{jsc ;(ESK}y ; g, ESKY'; ). Here, ESK}, and ESK}/ can be obtained from the

equations ESK}, 4 - ESKfm’B = ESKp o - ESKp p = -+ = ESKp ;) 4 -
1 1 11 11

ESKy ;15 = ESKg ;- ESKg ; g, and ESKY, , -ESKROB = ESK}, , -

ESKY g = -+ = ESKY ;| 4 - ESKY ;| p = ESKY; 4 - ESKY; 5. By em-

ploymg key update techmques in Galindo and Virek (2013) with the constraint that
|ALFUSC’J.| and |ALFUSC,J.| are both less than @, the adversary A;’s ability is re-
stricted to acquiring a maximum of 2 bits of ESK% and ESK%!.
v Aj issues the Authorization leak query: Through this query, Ay acquires ALF th’ k
and ALFAmh k from two leaked functions LFAuzh ¢ and LFB Auth k> where ALF;;‘M At
defined as LFAmh k(ESK] A) and AL FAmh X corresponds to LFUSC j (ESKR . B)
Here, ESK%! can be obtamed from the equation ESKY , - ESKY | , = ESKY/, , -
ESKY | p = -+ = ESK{,_| 4 - ESK{,_ | 5 = ESKY, o - ESK}!\ 5. By em-
ploying key update techniques in Galindo and Virek (2013) with the constraint that
|ALFAmh « and |ALFAuth «| are both less than @, the adversary A;’s ability is re-
stricted to acquiring a maximum of 2® bits of ESK;QI .
Based on the aforementioned discussions, three events are defined as follows:
— In the first event EESK!, A; has the capability to derive ESK! from ALF ?C,i*

ALF gc ;» ALF ?JSC, j and ALF 5SC, I Furthermore, the complementary event of
EESK! is denoted as EESK' .

— In the second event EESK'!, A; has the capability to derive ESK!! from ALF ?C,i’
ALF§e ;. ALFjge ;s ALF {ge ;o ALF},  and ALF .. Furthermore, the com-

plementary event of EESK!! is denoted as EESK! .
— In the third event ECG, Aj has a correct guess.
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Considering these three events, we can compute the probability Pr[.4;] of .A; winning
this game.

Pr[A;] = Pr[ECG]

=Pr[£CG A (EESK" v EESK'")] + Pr[ECG A (EESK! A EESK'!)]

< Pr[€ESK’ v EESK' | + Pr[ECG A (EESK' A EESK'T)]

Because of Lemma 2, we obtain Pr[EESK! A EESK'T] < Advﬁ(j 222% < O((y +

V)% /q - 22%). Since Pr{ECG A (EESK! A EESK!!)] indicates the advantage of correct
guess while having no knowledge of ESK! and ESK!!, we have Pr[ECG A (EESK! A
EESK')] = AdvA;™ = O((Y1 + ¥2)?/q). Finally, we have Pr{A;] = Pr[CG] <
O((W1 +¥2)*/q - 2°%) + 01 +¥2)*/q) = O((Y1 +¥2)*/q - 22P). O

Theorem 2. Under the assumptions of DL and HF, the proposed LR-PKSCET scheme
possesses leakage resilience and one-way security in the security game (Definition 3) us-
ing the GBG model.

Proof. Let’s begin the security game with the interaction between a challenger CH and
an adversary Ajj.

— Setup: This stage is the same as that in the proof of Theorem 1.

— Phase 1: This stage is the same as that in the proof of Theorem 1.

— Challenge: Aj; chooses a specific member entity ME} to CH. Subsequently, CH
chooses a random message msg* and utilizes the Signcryption algorithm with the cor-
responding parameters msg*, EPKL, EPK%I , ESKg and ESKgI to generate the target
ciphertext CT*. Then, CH sends CT* to Ay;.

— Phase 2: The adversary Aj; can make further queries at most ¥, times as in the Phase 1
except that the selected target, namely ME%,, msg*, ESKL’S’ ; and ESK_’{ ;» may not appear
in the EntityKeyGen and the Unsigncryption queries.

— Guess phase: Ay produces the message msg’ and wins the game if msg’ is the same
as msg. The advantage of winning the game is represented by Adv(A;;) = |Pr[msg =
msg]|.

In the following, we explore the advantage that A;; wins in the security game. We
discuss A;;’s advantage in two scenarios: (1) A refrains from employing leak queries;
(2) Ay utilizes Signcryption leak query and Unsigncryption leak query.

— Scenario I: Aj possesses Advr/;llql < |Pr[Case 1]+ Pr[Case 2]| < |384(Y1 + ¥2)%/q +
2/q] = O((Y1 + ¥2)*/q) in winning the security game, where Pr[Case 1] and
Pr[Case 2] are described below.

v Pr[Case 1] refers to the probability of encountering a collision in either LG or LG .
We can obtain Pr[Case 1] < 384(y; + wg)z /q using a proof similar to that in the
proof of Theorem 1.
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v" Pr[Case 2] refers to the probability of encountering a correct output msg’ = msg.
Certainly, Aj; will be provided with a target ciphertext CT* = (MES, ME U VE,
R*, §*, 0*), and Aj; will utilize the Unsigncryption algorithm to derive the mes-
sage msg’. Notably, the message msg’ is computed using the expression R* @
HF,(6(ESKL, V*), U*, V*). Let’s denote PT = PV* . ]PESK{Q. The polynomial
PT exhibits a maximum degree of 2. By Lemma 2, the probability Pr[Case 2] < 2/¢

can be achieved.
— Scenario II: By employing a similar approach to the proof of Theorem 1, we have that
Ay possesses Adv'] < O((W1 + ¥2)%/q - 22%) + 01 + ¥2)*/q) = O((¥ +

¥2)?/q - 2°®) in winning the security game. O

Theorem 3. Under the assumptions of DL and HF, the proposed LR-PKSCET scheme
possesses leakage resilience and existential unforgeability in the security game (Defini-
tion 4) using the GBG model.

Proof. Let’s begin the security game with the interaction between a challenger CH and
an adversary Ayj.

— Setup: This stage is the same as that in the proof of Theorem 1.

— Phase 1: This stage is the same as that in the proof of Theorem 1.

— Forgery: The adversary Ajy; successfully forges a ciphertext CT* = (ME, MEY,, U*,
V*, R*, §*, o*) for a message msg*, and we declare Ay as the winner of this game if
the following conditions are satisfied.

v' The Unsigncryption algorithm is capable of generating the message msg*.

v' The Signcryption queries do not include the message msg*, and that also do not
contain the two member entities ME’; and ME?,.

V' The EntityKeyGen queries do not include the member entity ME?.

In the following, we explore the advantage that Ay wins the security game. We discuss
Ajr’s advantage in two scenarios: (1) Ay refrains from employing leak queries; (2) Ay
utilizes Signcryption leak query, Unsigncryption leak query and Authorization leak query.

— Scenario I: Ay possesses Adv’;l;]l < |Pr[Case 1] + Pr[Case 2]| < |384¢12/q +3/q|l =
o (1&12 /q) in winning the security game, where Pr[Case 1] and Pr[Case 2] are described
below.

v' Pr[Case 1] refers to the probability of encountering a collision in either LG or LG T.
We can obtain Pr[Case 1] < 384(y1 + v¥2)2/q using a proof similar to that in the
proof of Theorem 1.

v' Pr[Case 2] refers to the probability of forging a valid pair (msg*, CT* =
(ME%, ME},, U*, V*, R*, §*, 0*)). The valid pair satisfies Pg - Po = IPEPKg +
PEPKY + (PU + PV) - (PX + PY - PHs) in the Unsigncryption algorithm. Let’s
denote PT = Pg - Po — PEPKL + PEPKY + (PU + PV) - (PX + PY - PHs).
The polynomial IPT exhibits a maximum degree of 3. By Lemma 2, the probability
Pr[Case 2] < 3/q can be achieved.
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— Scenario II: By employing a similar approach to the proof of Theorem 1, we have that
Aupr possesses AdVIJZm SO0Wi/q-2*2)+0Wi/q) = O(Y}/q-2°?) in winning the
security game. O

7. Comparisons

We compare the proposed LR-PKSCET scheme with the existing PKEET scheme (Ma
et al., 2015), PKSCET scheme (Le et al., 2021), LR-PKE scheme (Galindo e? al., 2016),
and LR-PKSC scheme (Tseng et al., 2022). Table 2 summarizes these comparisons on
three properties: possession of signature and encryption, permission of secret keys leak-
age, and with the property of equality test. Firstly, let’s consider the PKEET scheme (Ma
et al., 2015), which focuses on the equality test functionality, but falls short in the other
two properties. On the other hand, the PKSCET scheme (Le et al., 2021) possesses the
property of performing both signature and encryption, along with the desirable equality
test functionality. Unfortunately, it does not allow secret keys leakage. Conversely, the LR-
PKE scheme (Galindo et al., 2016) addresses the issue of secret keys leakage, but does
so without possessing both signature and encryption capabilities or the equality test func-
tionality. In contrast, the LR-PKSC scheme (Tseng et al., 2022) combines the advantage
of possessing both signature and encryption capabilities along with the ability to allow
secret keys leakage. However, it falls short in providing the equality test functionality. In
conclusion, the proposed LR-PKSCET emerges as a versatile solution that includes all
three properties — having signature and encryption capabilities, permission of secret key
leakage, and with the equality test functionality.

Next, we introduce a pair of symbols aimed at evaluating the computational effort of
the algorithms of our LR-PKSCET scheme:

e CEj),: This symbol denotes the computational effort required for performing a bilinear
pairing operation ¢ : G x G — Gr.

e CE,yp: This symbol denotes the computational effort required for performing expo-
nentiation of the group G or Gr.

We derive the pertinent result from simulations (Xiong and Qin, 2015) to obtain an
approximate 20 ms for C Ep, and 7 ms for C E,),. These simulations are conducted under
a computer environment of an Intel Core i7 CPU with 1.80 GHz. The input of simulations

Table 2
Comparison of our LR-PKSCET with existing PKEET, PKSCET, LR-PKE and LR-PKSC.
Schemes Possession of Permission of With the property
signature and encryption secret keys leakage  of equality test
Ma et al.’s PKEET scheme (2015) No No Yes
Le et al.’s PKSCET scheme (2021) Yes No Yes
Galindo ef al.’s LR-PKE scheme (2016) No Yes No
Tseng et al.’s LR-PKSC scheme (2022)  Yes Yes No

Our LR-PKSCET scheme Yes Yes Yes




Leakage-Resilient Public Key Signcryption with Equality Test and Its Application 449

Table 3
Computational cost of our LR-PKSCET.

Algorithms Computational effort Running time on a MD Running time on a PC
Initialization 2 CEexp 62 ms 14 ms

EntityKeyGen 2CEpp + 6CEexp 378 ms 82 ms

Signcryption 10 CEexp 310 ms 70 ms

Unsigncryption 5CEpp +5CEexp 635 ms 135 ms

Authorization 2 CEexp 62 ms 14 ms

Test 4 CEpp 384 ms 80 ms

........ » Public channel

2@ %ﬁ 2@ nﬁ Tﬁ Tﬁ —— Secure channel

Ciphertexts Ciphertexts

Ph-h=t6-8

‘ Trapdoor TD ;5¢ Cloud Server Trapdoor 7D,

B ? o

Send a warning message

Anti-Scam Center User Interlocutor
W[4 Gt G
Scam keywords Extracted keywords

Fig. 3. Building an anti-scam system based on the proposed LR-PKSCET scheme.

encompasses a finite field denoted as F;, along with the groups G and G7. Here, g denotes
a prime number with 512 bits, and it concurrently serves as the order of the two groups G
and Gr. The simulations involve a mobile device environment that employs an Intel 624-
MHz PXA270 CPU. We obtain C Epp, and C E,y), to be approximately 96 ms and 31 ms,
respectively. For a more comprehensive understanding, Table 3 presents an overview of the
computational effort of our LR-PKSCET scheme linked to distinct algorithmic processes,
including Initialization, EntityKeyGen, Signcryption, Unsigncryption, Authorization and
Test on a mobile device MD and a PC.

8. Application

As mentioned in Section 1, our LR-PKSCET scheme can be applied to anti-scam sys-
tems. As depicted in Fig. 3, we present a situation that exemplifies the utilization of the
LR-PKSCET scheme to counteract telephone scams. The scenario encompasses four key
roles: anti-scam centre, interlocutor, user, and cloud server. Now, we provide a breakdown
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of the responsibilities and functions associated with each role within the presented sce-
nario.

v The anti-scam centre (ASC) continuously collects keywords related to telephone scams
and subjects these keywords to a signcryption process (by using Signcryption algo-
rithm). Also, the ASC employs its own secret key to perform Authorization algorithm
to generate a trapdoor 7D 4cs. Subsequently, the ASC transmits the generated cipher-
texts and the trapdoor TD 4¢s to the cloud server through public and secure channels,
respectively.

v' The interlocutor could potentially be a scammer, who initiates a call to the user with
the intention of orchestrating a fraudulent scheme over the phone.

v The user is vulnerable to potential scammers. When an interlocutor’s call is received,
the mobile application automatically transforms the spoken content into text. Relevant
keywords are extracted from this transcribed text, and then these keywords will also
be subjected to the signcryption procedure. On the other hand, the user also employs
its own secret key to generate a trapdoor TDy . Subsequently, the user transmits the
generated ciphertexts and the trapdoor 7Dy to the cloud server through public and
secure channels, respectively.

v" The cloud server (CS) is responsible for performing equality tests of ciphertexts using
the 7est algorithm, which determines whether two ciphertexts contain the same plain-
text. During this test process, the CS remains unaware of the actual plaintext content.
Upon detecting a specific number of matches, the CS will promptly dispatch a warning
message to the user. This message serves to alert the user that the ongoing conversation
could be linked to a scam activity. As a result, the user may be able to avoid this scam
activity.

According to the scenario described above, the proposed LR-PKSCET scheme demon-
strates a collaborative approach to counter telephone scams effectively. The synergy
among the ASC, interlocutor, user, and CS displays the potential to enhance security mea-
sures in the realm of telecommunication.

9. Conclusions and Future Work

In this paper, we have presented a novel solution to the critical challenge of enhancing the
security of PKSCET against side-channel attacks. Our proposed leakage-resilient public
key signcryption with equality test (LR-PKSCET) scheme not only successfully combines
the benefits of public key signcryption and equality test properties but also offers robust
resistance against side-channel attacks. Through rigorous analysis and security proofs, we
have demonstrated that the LR-PKSCET scheme achieves several essential security at-
tributes, including leakage resilience, indistinguishability, one-wayness, and existential
unforgeability. By incorporating the proposed LR-PKSCET scheme into an anti-scam
system, we offer a practical application that addresses a pressing societal concern. The
integration of our scheme into such a system has the potential to significantly reduce
the frequency and impact of scam cases, thereby safeguarding users from financial and
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personal losses. While our proposed scheme is based on classical bilinear pairing and
achieves indistinguishable chosen-ciphertext attacks (IND-CCA) security, we recognize
the increasing importance of post-quantum cryptography (PQC). Although some research
efforts have been made in designing PQC-based public key signcryption with equality test
(PKSCET), these schemes still lack the functionality to side-channel attacks. As part of
our future work, we aim to design a PQC-based LR-PKSCET scheme that maintains IND-
CCA security and addresses the challenges posed by the quantum era.
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