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Abstract. To resolve both certificate management and key escrow problems, a certificateless public-
key system (CLPKS) has been proposed. However, a CLPKS setting must provide a revoca-
tion mechanism to revoke compromised users. Thus, a revocable certificateless public-key system
(RCLPKS) was presented to address the revocation issue and, in such a system, the key generation
centre (KGC) is responsible to run this revocation functionality. Furthermore, a RCLPKS setting
with an outsourced revocation authority (ORA), named RCLPKS-ORA setting, was proposed to
employ the ORA to alleviate the KGC’s computational burden. Very recently it was noticed that
adversaries may adopt side-channel attacks to threaten these existing conventional public-key sys-
tems (including CLPKS, RCLPKS and RCLPKS-ORA). Fortunately, leakage-resilient cryptogra-
phy offers a solution to resist such attacks. In this article, the first leakage-resilient revocable cer-
tificateless encryption scheme with an ORA, termed LR-RCLE-ORA scheme, is proposed. The
proposed scheme is formally shown to be semantically secure against three types of adversaries
in the RCLPKS and RCLPKS-ORA settings while resisting side-channel attacks. In the proposed
scheme, adversaries are allowed to continually extract partial ingredients of secret keys participated
in various computational algorithms of the proposed scheme while retaining its security.
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1. Introduction

To eliminate the management of both public keys and their associated certificates in the
traditional public-key systems (PKS), an identity (ID)-based public-key system (IDPKS)
was proposed (Boneh and Franklin, 2001). In an IDPKS setting, a private key generator
(PKG) is responsible to generate all participants’ secret keys. Hence, the IDPKS setting
has an inborn disadvantage, namely, the key escrow problem in the sense that the PKG
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can decrypt any ciphertexts of all participants and sign any messages on behalf of all
participants. To resolve both certificate management and key escrow problems, Al-Riyami
and Paterson (2003) proposed the certificateless public-key system (CLPKS). In which,
there are two kinds of participants, namely, a key generation center (KGC) and users. The
KGC is responsible to generate all users’ identity secret keys. In the meantime, each user
chooses a personal secret key and sets the associated public key. Therefore, each user has
two secret keys, namely, identity secret key and personal secret key. Obviously, the CLPKS
setting can solve both the key escrow and certificate management problems.

Under some situations, a user’s ID or public key has to be revoked before expiration.
Although the certificate revocation list (CRL) (Housley et al., 2002) is a well-known re-
vocation method, it is unsuitable for IDPKS and CLPKS settings because no certificate is
required. Therefore, an IDPKS or CLPKS setting must provide a revocation mechanism to
revoke compromised users. Tseng and Tsai (2012) has presented a revocable IDPKS set-
ting. By this revocable concept of Tseng and Tsai, revocable CLPKS (RCLPKS) settings
(Shen et al., 2014; Tsai and Tseng, 2015; Hung et al., 2016) were presented to address
the revocation issue and the key generation center (KGC) is also responsible to run this
revocation functionality. Furthermore, a RCLPKS setting with an outsourced revocation
authority (ORA), named RCLPKS-ORA setting (Tsai et al., 2015; Du et al., 2018), was
presented to employ the ORA to alleviate the KGC’s computational burden.

Typically, all public-key systems mentioned above have a nature assumption that secret
(or private) keys are completely hidden to adversaries. However, a new type of attacks,
called “side-channel attacks”, has threatened these existing public-key systems. An ad-
versary may employ side-channel attacks, such as power analysis (Kocher et al., 1999)
and timing attack (Kocher, 1996; Brumley and Boneh, 2005) to continually obtain par-
tial ingredients of a participant’s secret (or private) keys so that the associated crypto-
graphic schemes/protocols could be broken. Ways to withstand side-channel attacks on
cryptographic schemes/protocols have received significant attention of researchers. For-
tunately, leakage-resilient cryptography offers a solution to resist such attacks. Up to date,
little research addresses leakage-resilient certificateless public-key systems. In this paper,
our aim is to propose the first leakage-resilient revocable certificateless encryption (LR-
RCLE) scheme with an outsourced revocation authority (ORA), termed LR-RCLE-ORA
scheme.

1.1. Related Work

In leakage-resilient cryptography, a cryptographic scheme/protocol remains secure even
though partial ingredients of a participant’s secret (or private) keys in this scheme/proto-
col is leaked to adversaries. For leakage property, there are two leakage models, namely,
bounded and continual. In the bounded leakage model (Katz and Vaikuntanathan, 2009;
Alwen et al., 2009), total leaked bit sizes of secret keys for a cryptographic scheme/proto-
col are limited during its life cycle. Obviously, this limitation is impractical. In contrast, in
the continual leakage model, adversaries may continually get leaked information of secret
keys for each invocation of cryptographic scheme/protocol. Indeed, the continual leakage
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model is more accredited (Galindo and Virek, 2013; Wu et al., 2019, 2020; Tseng et al.,
2020; Hsieh et al., 2020; Tsai et al., 2021) and it consists of four properties as follows:

e Only computation leakage: An adversary can extract partial ingredients of secret keys
involved in the current computation round.

o Bounded leakage of single computational algorithm: A cryptographic scheme/protocol
typically includes several computation rounds. In each computation round, an adversary
can extract partial ingredients of secret keys. Namely, an adversary can select a leakage
function f for each computation round and obtain the leaked information f (SK), where
SK denotes the involved secret keys and f(SK) is bounded to A bits.

o Independent leakage: Any two leaked partial ingredients of secret keys in various com-
putation rounds are mutually independent. For achieving this property, a secret key must
be updated before (or after) running each computation round.

o Overall unbounded leakage: The total amount of leaked information is overall un-
bounded. Indeed, by the independent leakage property, the total leakage amount of
secret keys is unlimited.

According to the usage of secret key or public key, there are two kinds of encryp-
tion schemes, namely, symmetric encryption and asymmetric encryption based on various
public-key systems. For a symmetric encryption scheme, a pre-shared secret key between
a sender and a receiver is used to encrypt and decrypt procedures. A symmetric encryption
scheme is typically employed to encrypt a large size of message and have high-throughput
efficiency. On the contrary, for an asymmetric encryption scheme, a sender uses a des-
ignated receiver’s public key to encrypt message while the receiver uses her/his private
key to decrypt it. Generally, an asymmetric encryption scheme is employed to encrypt
a short size of message (e.g. a session key) or authenticate identity/message so that the
throughput of encryption/decryption procedure is not their priority. Also, for considering
leakage-resilient property, there are two kinds of leakage-resilient encryption schemes,
namely, leakage-resilient symmetric encryption and leakage-resilient asymmetric encryp-
tion based on various public-key systems.

Here, let’s introduce the evolution of leakage-resilient symmetric encryption schemes.
The first generic construction of leakage-resilient symmetric encryption based on mini-
mal assumptions has been proposed by Hazay er al. (2013). However, the efficiency of
Hazay et al.’s scheme is not good so that Abdalla e al. (2013) improved their scheme to
propose an efficient leakage-resilient symmetric encryption scheme using the AES block
cipher without constructing a leakage resilient block cipher. Recently, for enhancing the
efficiency, several leakage-resilient authenticated symmetric encryption schemes based
on hardware AES coprocessors (Unterstein ef al., 2020; Bronchain et al., 202 1) have been
proposed.

In the following, several leakage-resilient asymmetric encryption (or key encapsula-
tion) schemes based on traditional PKS, IDPKS and CLPKS settings are reviewed. Based
on a traditional PKS setting, the first leakage-resilient encryption (LRE) scheme was pre-
sented by Akavia er al. (2009). Subsequently, several LRE schemes (Naor and Segev,
2009, 2012; Liu et al., 2013; Li et al., 2013) were proposed to improve security and per-
formance of Akavia et al.’s scheme. However, all these LRE schemes above are secure
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only in the bounded leakage model. Moreover, Kiltz and Pietrzak (2010) presented the first
LRE scheme under the continual leakage model. Furthermore, Galindo et al. (2016) pre-
sented an efficient ElGamal-like LRE scheme under the continual leakage model. Based
on an IDPKS setting, Brakerski et al. (2010) proposed the first leakage-resilient ID-based
encryption (LR-IBE) scheme under the continual leakage model. Subsequently, several
LR-IBE schemes (Yuen et al., 2012; Li et al., 2016) were also proposed to improve secu-
rity and performance of Brakerski et al.’s scheme.

Up to date, little research addresses leakage-resilient certificateless public-key sys-
tems. In 2013, the first leakage-resilient certificateless encryption (LR-CLE) scheme was
presented by Xiong et al. (2013). To improve the security and performance of Xiong et
al’s scheme, Zhou et al. (2016) proposed a new leakage-resilient certificateless signcryp-
tion scheme. However, both Zhou et al.’s and Xiong et al.’s schemes are secure only under
the bounded leakage model. In 2018, Wu et al. (2018) proposed the first LR-CLE scheme
under the continual leakage model. In the generic bilinear group (GBG) model (Boneh et
al.), Wu et al.’s LR-CLE scheme is semantically secure against chosen ciphertext attacks
for two adversaries, namely, outsider and honest-but-curious KGC.

1.2. Contribution and Organization

As mentioned earlier, a RCLPKS setting with an outsourced revocation authority (ORA),
named RCLPKS-ORA setting, can revoke compromised users and alleviate the KGC’s re-
vocation computation burden. However, up to date, there are no leakage-resilient revoca-
ble certificateless encryption (LR-RCLE) or leakage-resilient revocable certificateless key
encapsulation scheme. In this article, the first leakage-resilient revocable certificateless
encryption scheme with an ORA, termed LR-RCLE-ORA scheme, is proposed. By ex-
tending the adversary models of the revocable certificateless encryption (RCLE) (Tsai and
Tseng, 2015) and leakage resilience certificateless encryption (LR-CLE) schemes (Xiong
etal.,2013; Wu et al., 2018), a new adversary model of LR-RCLE-ORA schemes is pre-
sented. Under this new adversary model, the proposed scheme is formally shown to be
semantically secure against three types of adversaries, namely, outsider, revoked user and
honest-but-curious KGC. Finally, comparisons with previously proposed schemes (Tsai
and Tseng, 2015; Xiong et al., 2013; Wu et al., 2018), the proposed scheme has the fol-
lowing merits. (1) It can resist side-channel attacks and has leakage resilience properties.
(2) The revocation functionality is outsourced to an ORA to alleviate the computational
load of the KGC. (3) It permits adversaries to continually extract partial ingredient of
secret keys and offers the overall unbounded leakage property.

The remaining paper is organized as below. Several preliminaries are presented in
Section 2. In Section 3, the syntax (framework) and adversary model (security notions) of
LR-RCLE-ORA schemes are defined. The proposed LR-RCLE-ORA scheme is presented
in Section 4. In Section 5, the security of the proposed scheme is formally established. The
comparisons of the proposed scheme with some RCLE and LR-CLE schemes are given
in Section 6. Conclusions are drawn in Section 7.
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2. Preliminaries
2.1. Bilinear Groups

Let G be an additive group of a prime order p and Q be a generator of G;. Let G, be a
multiplicative group of the same order p. A bilinear admissible pairingé : G x G| — G»
possesses the following properties:

— Bilinear: for r, s € Z3, e(r-Q,s-0)=e(Q, 0,
— Non-degenerate: ¢(Q, Q) # 1;
— Efficiently computable: for R, S € G, é(R, S) is efficiently computed.

We say that {G1, G2, p, Q, ¢} are the bilinear group parameters. A reader may refer
to Boneh and Franklin (2001), Scott (2011) for detailed definitions of bilinear groups.

2.2. Generic Bilinear Group Model

In 2005, Boneh et al. (2005) defined the generic bilinear group (GBG) model, which is a
technique of proving the security of some cryptographic schemes. In the GBG model, the
discrete logarithm problems on groups of a large order would be solved if collisions of the
groups were found by adversaries after finishing the security games of the cryptographic
scheme.

In the GBG model, as mentioned in Section 2.1, let {G1, G2, p, O, ¢} be the bilinear
group parameters and let each element in two groups G and G, be represented by distinct
bit-strings. In such a case, a random injective mapping ®; : Z;; — &G is used to encode
all elements of G, where £ G| denotes the set of the encoded bit-strings of G1. By the
same reason, the other random injective mapping @, : Z; — &G is employed to encode
all elements of G;, where £ G, denotes the set of the encoded bit-strings of G>. Two sets
£G1 and £Gy satisfy |EG| = |EG2| = p and EG1 N &G, = ¢. In addition, let three
operations O1, Oz and O, respectively, denote the addition of G1, the multiplication
of G, and the bilinear pairing ¢. To perform these group operations, an adversary must
request the associated operations (oracles) O1, O and O, which are defined as below:

- 01(®1(r), @1(s)) — @1 (r + s mod p);
= 02(P2(r), P2(s)) = P2(r + s mod p);
— Op(®1(r), 1(s)) — Do(rs mod p).

Note that r, s € Z;",, 0 =®;(1)and e(Q, Q) = P(1).

After finishing the security games in the GBG model of a cryptographic scheme, the
discrete logarithm problem on G or G, would be resolved if adversaries discovered a
collision on G or G. The discrete logarithm problem and assumption are presented as
below:

— Discrete logarithm (DL) problem and assumption: Let {G |, G3, p, Q, ¢} be the bi-
linear group parameters. Given a group element r - Q € G or eé(Q, Q)" € G, for
unknown r € Z;‘,, the DL problem is to find r from r - Q or ¢(Q, Q)". The DL as-
sumption is that no polynomial time algorithm A with non-negligible probability can
discover r.
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2.3. The Security Measure of Leaked Information

To measure the security influence incurred by leaked information of secret keys (finite
random variables) involved in a cryptographic scheme, we first introduce the concept of
entropy. The entropy of a random variable is employed to denote its uncertainty for guess-
ing this random variable. Let R be a finite random variable and let Pr[R = r] denote the
associated probability of R = r. In the following, we present two kinds of min-entropies:

1. Min-entropy of R:
Hy(R) = —log, (mrax Pr[R = r]);

2. Average conditional min-entropy of R under the condition § = s:
Huo(R|S = s) = —logz(E“_S[mraxPr[R =[S = s]]).

In 2008, Dodis ef al. (2008) inferred the following consequence related to the security
influence incurred by leaked information of a secret key (finite random variable).

Lemma 1. Let A denote the maximal bit-length of leaked information of a secret key
(a finite random variable) R. Let f : R — {0, 1}* denote the associated leakage
function of R. Under the condition f(R), the average conditional min-entropy on R is
Hyo(RIf(R)) 2 Hoo(R) — 1.

Galindo and Virek (2013) further presented the following consequences related to mul-
tiple secret keys (finite random variables).

Lemma 2. Let Ry, Ry, ..., R, be n random variables. Let F' € Zy[Ry, Ra, ..., R,] be
a polynomial with at most degree d. Let Py denote a probability distribution on Z, such
that Hyo(Py) 2 logp — A and 0 < A Slogp, fork =1,2,...,n. Ifall Ry = ry < Z,
with probability distribution Py are mutually independent, we have Pr[F(Ry =r;, Ry =
r2, ... Ry = 1) =01 = (d/p)2".

Corollary 1. Pr[F(Ry = r1,Ry = ra, ..., R, = r,) = 0] is negligible if A <
(1 — €) log p, where € is a positive value.
3. Syntax and Adversary Model

The syntax (framework) and adversary model (security notions) of LR-RCLE-ORA
schemes are presented as follows.
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KGC’s secret key: KSK | ====9> Public channel Time secret key: 7SK
Time secret key: 7SK — Secure channel Time periods: 7y, 7y,..., T,

‘ Time secret key: 75K _
ORA

KGC Jiad
#|Identity secret key: e
ISK 1 o= Time update key TUK)p
Lo of the user ID at 7

Ciphertext tuple .
-- p! p
D, T, 6)

Receiver Sender
Identity: ID Time period: 7§
Personal secret key: PSKp Plaintext: msg

Ciphertext: 6

Fig. 1. The system architecture of a LR-RCLE-ORA scheme.

3.1. Syntax of LR-RCLE-ORA schemes

Here, let us present the system architecture of an LR-RCLE-ORA scheme as depicted in
Fig. 1. An LR-RCLE-ORA scheme consists of three roles, namely, a key generation centre
(KGC), an outsourced revocation authority (ORA) and users (senders and receivers). Each
user with an identity ID randomly selects a personal secret key PSK;p by herself/himself.
For each user with ID, the KGC with a secret key KSK is responsible to generate and
securely send an identity secret key ISK;p to the user. For each non-revoked user with
ID at each period T, the ORA with a time secret key TSK is responsible to generate and
publicly send a time update key TUK|p s to the user. For compromised or revoked users,
the ORA will not generate any associated time update keys. At period T, when a sender
would like to encrypt a plaintext msg to a receiver with ID, the sender uses the receiver’s
ID and associated public keys to encrypt msg to generate a ciphertext tuple (ID, Ty, 6)
while sending (ID, Ty, 6) to the receiver. The receiver then uses her/his PSK;p, ISK;p and
TUKp.s to decrypt (ID, T, 0) to obtain msg.
In the following, we summarize some notations used in the whole paper:

KSK: the KGC'’s secret key;

KPK: the KGC’s public key;

TSK: the time secret key;

TPK: the time public key;

ID: a user’s identity;

PSKjp: a user ID’s personal secret key;
PPKp: a user ID’s personal public key;
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(1) System setup algorithm:
Run by the KGC and ORA
- (KSK, KPK, TSK, TPK, Ty, T,..., T;) <= System setup(k, t)

(3) Identity secret key extract algorithm: (4) Time update key extract algorithm:
Run by the KGC with KSK Run by the ORA with 7SK
- (ISKp, IPK p)<= Identity secret key extract(ID -(TUK ps, TUPK )<= Time update key extract(ID, T}
ly a4 /4 34
(7SK, TPK) i
====<pp Public channel Lo
KGC P Secure channel ___"‘ ORA

1D 4 |(ISKip, IPK ) _.ee"" (TUKp, TUPKp,)

‘\

@ “ @
UD, 15, 0=(C, C1))
“ wfccccccccssnccccsanccccccnantcsssanssnss “
Receiver Sender

(2) Personal secret key setting algorithm:
Run by a user with /D
- (PSK;p, PPKp)<= Personal secret key setting(ID)

(7) Encrypting algorithm:
Run by a sender

- (ID, 1y, 0)<= Encrypting(msg, ID, T,

(5) Private key setting algorithm: (PPKp, IPKpp, TUPK p 5))
Run by a user with /D

- (PSKp, ISKp, TUK 1 )<= Private key setting(ID)

(6) Public key setting algorithm:
Run by a user with /D
- (PPKp, IPKp, TUPK p )<= Public key setting(ID)

(8) Decrypting algorithm:
Run by a receiver with (D, PSKp, ISK;p, TUK p 5)
- (msg)<= Decrypting(ID, T, 0)

Fig. 2. The algorithm architecture of the proposed LR-RCLE-ORA scheme.

ISKjp: a user ID’s identity secret key;

IPK;p: a user ID’s identity public key;

Ts: a period Ty € {0, 1}*, fors = 1, ..., t, where ¢ denotes the period length;
TUK|p s: a user ID’s time update key at period T;

TUPKp s: a user ID’s time update public key at period Ty;

msg: a message;

0: a ciphertext.

Based on the syntax (framework) in (Tsai and Tseng, 2015; Xiong et al., 2013; Wu et
al., 2018), the syntax of LR-RCLE-ORA schemes is defined as follows. An LR-RCLE-
ORA scheme consists of three roles, namely, a key generation centre (KGC), an outsourced
revocation authority (ORA) and users (senders and receivers) while including eight algo-
rithms: (1) System setup; (2) Personal secret key setting; (3) Identity secret key extract;
(4) Time update key extract;, (5) Private key setting; (6) Public key setting; (7) Encrypting;
(8) Decrypting. Fig. 2 depicts the algorithm architecture, interactions and their inputs/out-
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puts of the proposed LR-RCLE-ORA scheme. Eight algorithms of the LR-RCLE-ORA
scheme are presented in Definition | as below:

DerintTiON 1. An LR-RCLE-ORA scheme consists of three roles, namely, a key gener-
ation centre (KGC), an outsourced revocation authority (ORA) and users (senders and
receivers). Eight algorithms of the LR-RCLE-ORA scheme are presented as below:

— System setup: By taking as input a security parameter « and a period number ¢, the
KGC generates the KGC’s secret key KSK = (KSKy,1, KSKo,2) and associated public
key KPK, the time secret key 7SK = (TSKo,1, TSKp,2), and time public key TPK.
The KGC then securely sends TSK to the ORA. Finally, the KGC publishes ¢ periods
T1, T, ..., T; and public system parameters PSP.

— Personal secret key setting: Each user with an identity /D randomly selects a personal
secret key PSK;p = (PSKip.0,1, PSKip,0,2) and generates the associated personal pub-
lic key PPKjp.

— Identity secret key extract: In this algorithm’s i-th round, by taking as input a
user /D and (KSK;_11, KSK;_12), the KGC first carries out two sub-algorithms
ISKExtract-1 (ID, KSK;_1,1) and ISKExtract-2 (KSK;_12) to set the new KGC’s secret
key (KSK; 1, KSK; »), and generate the user’s identity secret key ISK;p and associated
identity public key IPK;p. Finally, the KGC securely sends IPK;p and ISKjp to the user.

— Time update key extract: In this algorithm’s j-th round, by taking as input a user
ID, a period Ty and (TSK;_11,TSK; 1), the ORA carries out two sub-algorithms
TUKEXxtract-1 (ID, Ty, TSK;_1,1) and TUKEXxtract-2 (7SK;_12) to set the new time
secretkey (TSK 1, TSK; »), and generate the user’s time update key TUKp s and asso-
ciated time update public key TUPK|p  at period T;. Finally, the ORA sends TUK|p
and TUPK|p  to the user.

— Private key setting: At period Ty, a user ID’s private key tuple includes three parts,
namely, PSKjp, ISKp, and TUK|p 5. The user also sets PSK;p = (PSKip.0,1. PSKip.0,2)
and ISK[D = (ISKID,()J, ISK[D,(),z).

— Public key setting: At period T, a user ID’s public key tuple includes three parts,
namely, PPK]D, IPKID, and TUPK]D,S.

— Encrypting: At period T, by taking as input a plaintext msg and a receiver ID with
public key tuple (PPKp, IPKip, TUPK|p ), the sender generates a ciphertext tuple
(D, Ts,0 = (C, CT = Egx(msg))), where Egk(-) is a symmetric encryption function
and EK is an encryption key encrypted to generate C. Finally, the sender returns the
ciphertext tuple (ID, Ty, 6 = (C, CT)).

— Decrypting: In this algorithm’s k-th round, by taking as input (ID, Ty, 0 = (C, CT)),
areceiver with ID uses her/his private key tuple (PSK;p = (PSKip k—1,1. PSKip k—1,2),
ISK;p = (ISKID,k—l,lv ISK]D,/(_LQ), TUK]D,S) to carry out two sub-algorithms
DEC-1(PSKjp k—1,1, ISKip xk—1,1) and DEC-2(PSKp x—1,2, ISKip k1,2, TUKp 5, Ty,
0 = (C, CT)) to set new private key tuple (PSK;p = (PSKip k.1, PSKip k. 2), ISKip =
USKip k.1, ISKip.k,2), TUKp s), compute the encryption key EK from C, and decrypt
msg = Dgg(CT), where Dgk(+) is the corresponding symmetric decryption function
of Egg(-).
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3.2. Adversary Model of LR-RCLE-ORA Schemes

By the entropy concept of secret keys mentioned in Section 2.3, six leakage functions
JISKE,i» hiskE,i» fTUKE, j» hTUKE, j» fDECx and hpgc i are employed to present capabilities
of adversaries obtaining leaked information of secrets keys. Both fisxg ; and hjsgg; are
employed to obtain leaked information of the KGC’s secret key (KSK; 1, KSK; 2) used
in the Identity secret key extract algorithm’s i-th round. Both frygg, ; and hrykg,; are
employed to obtain leaked information of the time secret key (7SK; 1, TSK; ) used in
the Time update key extract algorithm’s j-th round. Furthermore, both fprc « and hpgc k
are employed to obtain leaked information of a receiver’s private key tuple (PSK;p =
(PSKip.k,1, PSKip k2), ISKip = (ISKip k.1, ISKiD .2), TUK|p 5) used in the Decrypting
algorithm’s k-th round of a user /D. An adversary can obtain at most A bits of secret keys
used in each associated algorithm, where A is related to the security parameter selected
in the System setup algorithm. Namely, | fiske.i|, |hiske.ils | fruke, j|, |hTuke, jls | fpEC K
|hpECk| < A, where |-| denotes the output bit-length of a function. The leaked information
of a leakage function f is denoted by Af. In the sequel, leaked information of the six
leakage functions are denoted as below:

— Afiske,i = fiske,i (KSK; 1);

— Ahyske,i = hiske,i (KSK; 2);

- Afruke,j = fruke,j(TSK; 1);

— Ahruke,j = hruke, j (TSK 2);

- Afpeck = fpeck(PSKip k1, ISKip x.,1);

Ahpgck = hpec k(PSKip k.2, ISKip k.2, TUKp i 2).

By extending the adversary model (security notions) in Tsai and Tseng (2015), Xiong
et al. (2013), Wu et al. (2018), the adversary model of LR-RCLE-ORA schemes consists
of three types of adversaries, namely, outsider (Type I, A;), revoked user (Type II, Ajy)
and honest-but-curious KGC (Type 111, Apy).

— Outsider (Aj): Although Aj is not a legal user of the LR-RCLE-ORA scheme, it may
obtain the time update key TUK|p s of any user /D at any period 7 from public chan-
nels. Also, A; may get the personal secret key PSK;p and the identity secret key ISK;p
of any user ID, but it is disallowed to get the identity secret key ISK;p+ of the target user
ID*. For leakage resilient property, A; can obtain leaked information of both the target
user’s ISKjpx = (ISKjp+ .1, ISKjp* x 2) used in the Decrypting algorithm’s k-th round
of the target user and the KGC'’s secret key (KSK; 1, KSK; 2) used in the Identity secret
key extract algorithm’s i-th round.

— Revoked user (Aj7): When Ajy is a legal user of the LR-RCLE-ORA scheme who has
been revoked, it knows the personal secret key PSKjp and the identity secret key ISK;p
of any user ID. Also, A;; may get the time update key TUK|p ; of any user ID at any
period T, except TUKp+ ¢« of the target user /D* at target period Ts+. For leakage
resilient property, Ay can obtain leaked information of the time secret key (75K 1,
TSK ») used in the Time update key extract algorithm’s j-th round.

— Honest-but-curious KGC (Ayyy): Since Ay knows the KGC’s secret key KSK and time
secret key 7SK, it can get the identity secret key ISKjp and time update key TUKp s of
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any user ID at any period T;. Also, Ay may get the personal secret key PSKjp of any
user ID, except PSK;p+ of the target user ID*. For leakage resilient property, Ay can
obtain leaked information of the target user’s PSKjp+ = (PSKjp* k.1, PSKip+* 1 2) used
in the Decrypting algorithm’s k-th round of the target user.

In the continual model of leakage resilient property, the adversary model of LR-RCLE-
ORA schemes is defined by the following security game G1g.rcLE-0rA played by both an
adversary (Ay, Ay or App) and a challenger B.

DEeFintTION 2. In the continual leakage model, an LR-RCLE-ORA scheme is semanti-
cally secure against chosen cipher-text attacks if no adversary (A;, Ay or Ajr) with non-
negligible advantage wins the security game Gygr.rcLE-OrRA in polynomial time. This se-
curity game Grr-rcLE-ORA consists of three phases:

— Setup phase: By taking as input a security parameter « and a period number ¢, a chal-
lenger B carries out the System setup algorithm of the LR-RCLE-ORA scheme to gen-
erate the KGC’s secret key KSK = (KSKp,1, KSKp,2), the KGC’s public key KPK, the
time secret key T7SK = (TSKo,1, TSKp,2), and the time public key TPK. Also, B sets
t periods T1, T», ..., T; and publishes public system parameters PSP. Additionally, B
sends messages to the adversary of various types by the following rules:

o If the adversary is of A, B sends out TSK;

o If the adversary is of Ay, B sends out KSK;

o If the adversary is of Ay, B sends out KSK and TSK.

— Query phase: In the phase, the adversary may request the following queries to B adap-
tively.

o Identity secret key query (ID): For this query’s i-th round, B sets the new
KGC’s secret key (KSK; 1, KSK;2) by using (KSK;_1,1, KSK;_1,2). Also, B uses
(KSK; 1, KSK; ») to generate and return the associated identity secret key ISKjp and
identity public key IPKjp.

o Identity secret key leak query (fiske,i, hiske.i, i): In the Identity secret key query’s
i-th round, this query is allowed to be requested only once. B returns leaked infor-
mation (Afiske,i, AhiskE,i)-

o Time update key query (ID, Ty): In this query’s j-th round, B sets the new time secret
key (TSK; 1, TSK ») by using (TSK; 1,1, TSK;_12). Also, B uses (ISK; 1, TSK; 7),
ID and Ty to generate and return the associated time update key TUK|p s and the time
update public key TUPKp 5.

o Time update key leak query (fruke,j, hTuke, ;. j): In the Time update key query’s
Jj-th round, this query is allowed to be requested only once. B returns leaked infor-
mation (Afruke, j, AhTUKE, })-

e Public key retrieve query (ID, T;): B returns the associated public key tuple
(PPKp, IPK;p, TUPK p ;).

e Public key replace query (ID, Ty, (PPK}y,, IPK)p,, TUPK};, )): B sets the new public
key tuple (PPKjp,, IPK);,, TUPKj), ) of the user ID at period T.

e Personal secret key corrupt query (ID): If the Public key replace query (ID) has never
been requested, B returns the associated personal secret key PSK;p.
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e Decrypting query (ID,T;,0 = (C,CT)): In this query’s k-th round, B sets
the user ID’s new private key tuple (PSK;p = (PSKip k1, PSKipk.2),ISKip =
(USKip.k,1,ISKip k2), TUK|p 5) by using (PSK;p = (PSKp k1,1, PSKip k-1,2),
ISKID = (ISKip,k—1,1, ISKip.k—1,2), TUK|p ). Also, B uses the new private key
tuple to compute the encryption key EK from C, and decrypt msg = Dgg(CT).
B returns msg.

o Decrypting leak query (ID, Ty, fpec.k, hpec.k, k): In the Decrypting query’s k-th
round of the user ID at period Ty, this query is allowed to be requested only once.
B returns leaked information (A fpec.k, AhpEC.K)-

— Challenge phase. The adversary sends a target identity ID*, a target period T+ and a
plaintext pair (msgg, msgy) to B. B chooses an unbiased random bit b € {0, 1} and car-
ries out the Encrypting algorithm with (ID*, Ts«, (PPKjp+, IPKip+, TUPKp= s«), msgy)
to generate C*, EK* and CT* = Egg+(msgy). Finally, B returns the ciphertext tuple
(ID*, Tyx, 6 = (C*, CT*)) to the adversary. Additionally, the associated conditions
must be satisfied according to various types of adversaries:

1. If the adversary is of Ay, the Identity secret key query (ID*) has never been re-
quested;

2. If the adversary is of Ay, the Time update key query (ID*, T,") has never been re-
quested;

3. If the adversary is of Apy, both the Personal secret key corrupt query (ID*) and the
Public key replace query (ID*, T;*, (PPK},., IPK},,.. TUPK}D*, ,+)) has never been

requested.

— Guess phase. In this phase, the adversary must output a bit ' € {0, 1}. If &’ = b, we
say that it wins the game Grr.rcLE-0ra and its advantage is | Pr(b’ = b] — 1/2|.

4. The Proposed LR-RCLE-ORA Scheme

The proposed LR-RCLE-ORA scheme consists of eight algorithms as follows:

— System setup: By taking as input a security parameter « and a period number ¢, the KGC
chooses the bilinear group parameters {G 1, G2, p, Q, €}, picks a symmetric encryption
function E(-) and its associated decryption function D(-), and sets a period set T =
{Ty, T1, T, . .., T;}. The KGC carries out the following procedures:

(1) Randomly select an integer « € Z*, and generate the KGC’s secret key KSK =
a - Q and public key KPK = ¢(Q, KSK). Additionally, the KGC randomly selects
an integer xg € Z;", and generates the KGC’s current secret key (KSKo, 1, KSKo2) =
(x0 - @, KSK + (=x0) - Q).

(2) Randomly select an integer 8 € Z%, and generate the time secret key 7SK = 8 - Q
and time public key TPK = ¢(Q, TSK). Additionally, the KGC securely sends TSK to
the ORA. The ORA then selects a random integer yg € Z;‘; and generates the current
time secret key (TSKo,1, 7SKo,2) = (yo - @, TSK + (=y0) - Q).
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(3) Randomly select four integers m, n, r, s € Z*, and compute M = m-Q, N =n-Q,
R=r-Qand S=s-0Q.

(4) Publish public system parameters PSP = {Gy, G2, p, Q, ¢, KPK,TPK, T, D(),
E(O),M,N,R,S}.

Personal secret key setting: Each user with an identity ID randomly selects an integer
Y € Z;, and generates personal secret key PSK;p = y - Q and the associated personal
public key PPK;p = e(Q, PSKp).

Identity secret key extract: In this algorithm’s i-th round, by taking as input
a user’s ID and (KSK;_1,1,KSK;_12), the KGC carries out two sub-algorithms
ISKExtract-1(ID, KSK;_1,1) and ISKExtract-2(KSK;_1 2) as below:

o ISKExtract-1(ID, KSK;_1,1):

(1) Randomly select an integer x; € Z;, and compute KSK; | = KSK; 1,1 +x; - Q.
(2) Randomly select an integer u € Z;‘), and compute IPK;p = u - Q and temporary
value TViskg = KSK; 1 +u - (M +ID - N).

o ISKExtract-2(KSK;_12):

(1) Compute KSK; » = KSK; 17 + (—x;) - Q and ISK;p = KSK; 2 + TVskE.
(2) Send the user’s identity secret key ISKjp and associated identity public key IPK;p
to the user using a secure channel.

Time update key extract: In this algorithm’s j-th round, by taking as input a user’s
ID, a period Ty and (TSK;_1,1, TSK;_12), the ORA carries out two sub-algorithms
TUKExtract-1(ID, Ty, TSK;—1,1) and TUKExtract-2(TSK; 1 2) as below:
o TUKExtract-1(ID, Ty, TSK;_1,1):
(1) Randomly select an integer y; € Z;‘), and compute TSK; 1 = TSK; _11+y;- Q.
(2) Randomly select an integer v € Z,, and compute TUPKjp,s = v - Q and tem-
porary value TVrygg = TSK; 1 +v - (R + (D||Ty) - S).
o TUKExtract-2(TSK;_12):
(1) Compute TSKj’z = TSK]'_LZ + (—yj) - Q and TUKps = TSK]"Q + TVryke.
(2) Send the user’s time update key TUK|p ¢ and associated time update public key
TUPKp s to the user.
Private key setting: At period T, a user ID’s private key tuple includes three parts,
namely, PSKp, ISKjp, and TUK|p ;. The user carries out the following procedures:
(1) Randomly select an integer zg € Z; and compute the current personal secret key
(PSKip,0,1, PSKip,0,2) = (z0 - Q, PSKip + (—z0) - Q).
(2) Randomly select an integer wo € Z;, and compute the current identity secret key
(ISK1p,0,1, I1SK1p,0,2) = (wo - O, ISKip + (—wo) - Q).
(3) Set the user’s private key tuple (PSK;p = (SKmp.0.1,5Kip.02),ISKip =
(ISKip,0,1,1SKip,0,2), TUKp s).
Public key setting: At period Ty, a user ID sets her/his public key tuple (PPKjp, IPKp,
TUPKp ).
Encrypting: At period T, by taking as input a plaintext msg and a receiver ID with
public key tuple (PPKp, IPKip, TUPK|p ), the sender carries out the following pro-
cedures:
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(1) Randomly select an integer ek € Z7,.
(2) Compute C = ¢k - Q, K = (PPK;p)?*, K» = (KPK - é(IPK;p, M + ID - N))
and K3 = (TPK - (TUPKp ¢, R + (ID||Ty) - S))°k.
(3) Set the encryption key EK = K| @& K2 @ K3.
(4) Compute CT = Egg(msg) and return the ciphertext tuple (ID, Ty, 6 = (C, CT)).
— Decrypting: In this algorithm’s k-th round, by taking as input (ID, Ty, 0 = (C, CT)),
a receiver ID uses her/his private key tuple (PSKip = (PSKip k—1,1, PSKip k—1.2),
ISKip = USKipk—1.1,1ISKipk—12), TUK|ps) to carry out two sub-algorithms
DEC-1(PSKjp k1,1, ISKip x—1,1) and DEC-2(PSKp x—1,2, ISKip k—1,2, TUKp 5, Ty,
6 = (C, CT)) as below:
o DEC-1(PSKip 1,1, ISKip k—1,1)
(1) Randomly select an integer zx € Z%, and compute PSKip .1 = PSKip k—1.1 +
- Q.
(2) Randomly select an integer wy € Z%, and compute ISKip x.1 = ISKip k—1.1 +
Wy - Q
(3) Compute two temporary values TV; = e(C, PSKip x.1) and TV, = e(C, ISKip k.1)-
o DEC-2(PSKip i—1.2. ISKip k1.2, TUK1p,5. Ty 6 = (C. CT))
(1) Compute PSKjp k2> = PSKip k—1,2 + (—=zx) - Q and ISKjp 1.2 = ISKip k—1,2 +
(—wp) - Q.
(2) Compute K| = TV; - &(C, PSKp r.2), K5 = TV, - é(C, ISKip 2) and K; =
e(C, TUKp ;).
(3) Compute the encryption key EK' = K| & K} ® K.
(4) Decrypt the plaintext msg = Dgg (CT).
In the following, by the key refreshing technique, we have

KSK = KSKo,1 + KSKo,» = KSKi,1 + KSK1 2 = --- = KSKi 1 + KSK 2;
TSK = TSKo,1 + TSKo,> = TSK1,1 + TSK1 2 = - - = TSK 1 + TSK ;>
PSK;p = PSKip,0,1 + PSKip,0,2 = PSKip,1,1 + PSKip,1,2

= .-+ =PSKip i1+ PSKip i 2;
ISKip = ISKip 0,1 + ISKip,o,2 = ISKip,1,1 + ISKip 1,2

=+ =ISKip k1 +ISKip i 2-

In the following, we show the correctness of EK = K1 ® Kr ® K3 = K| ® K, ® K =
EK'.
EK =K ® K> ® K3

= (PPKip)®* & (KPK - é(IPKip, M + ID - N))**
@ (TPK - ¢(TUPKp 5, R + (ID||T) - §))**

= &(Q, PSKip)* @ (6(Q, KSK) - é(u - Q, M + ID - N))**
@ (6(Q, TSK) - é(v - Q, R+ (ID||Ty) - 5))*

= &(Q, PSKip)* & (6(Q, KSK) - 6(Q, u - (M + ID - N)))™*
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@ (2(Q, TSK) - é(Q, v - (R + (D||T) - 5)))**
= &(Q, PSKip)* @ (6(Q, KSK +u - (M +ID - N)))*™*
® (6(Q. TSK+ v - (R + (ID||Ty) - S)))**
= é(ek - Q, PSKip) ® é(ek - Q, KSK+u - (M +ID - N))
@®é(ek- Q, TSK+v - (R + (UD||Ty) - S))
= &(C,PSK;p) ® é(C,KSK+u - (M +1ID - N))
®e(C,TSK+v - (R + (D||Ty) - S))
= ¢(C, PSKip) ® é(C, KSK;,1 + KSKi2 +u - (M +1ID - N))
®¢é(C, TSK;j,1 + TSKj» + v - (R + (IDI||Ty) - S))
= é(C, PSKip) ® ¢(C, KSK; » + TViske) ® e(C, TSKj » + TVrykE)
= é(C, PSKip) @ é(C, ISK;p) & é(C, TUKp.5)
= ¢e(C,PSKip k,1 + PSKipk2) ® e(C, ISKip k1 + ISKip x,2) ® e(C, TUKp,s)
= (é(C, PSKip k1) - ¢(C, PSKip 1.2))
@ (é(C,ISKpx.1) - €(C, ISKip k.2)) @ é(C, TUKp )
= (TV) - é(C,PSKipx,2)) ® (TV2 - é(C, ISKip,k.2)) ® é(C, TUK p,s)
=K ®K,®K; =EK'.

5. Security Analysis

As the security game G r-rcLE-0rA Presented in Definition 2, the adversary model consists
of three types of adversaries, namely, outsider (Type I, A), revoked user (Type I, Ay7) and
honest-but-curious KGC (Type III, Ajj7). Under the GBG model presented in Section 2,
we employ three theorems to demonstrate that the proposed LR-RCLE-ORA scheme is
semantically secure against chosen cipher-text attacks against three types of adversaries,
respectively. The relationship and robustness of security analysis are depicted in Fig. 3.
In Theorem 1, we first discuss the advantage (denoted by Adv4—_j—_w) of an outsider (Aj)
without requesting any leak queries and then evaluate the advantage (denoted by Adv4—_1)
of an outsider (A7) with requesting Identity secret key leak and Decrypting leak queries.
Indeed, by Corollary 1, Adv4_ is negligible based on the DL assumption. For Theorems 2
and 3, by similar arguments as in Theorem 1, the advantages (denoted by Adv4_j and
Adv s_pp) of arevoked user (A7) and an honest-but-curious KGC (Ayy) are also negligible
based on the DL assumption.

Theorem 1. In the GBG model, the proposed LR-RCLE-ORA scheme is semantically
secure against chosen cipher-text attacks against an outsider (Ay) in the security game
G LR-RCLE-ORA-

Proof. Let Ay be an outsider of the security game Grg-rcre-ora played with a chal-
lenger B. In the GBG model, A; may request three queries (oracles) O, Oz and O, to
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Case 1:
A finds a collision
in L, or Lz_
Without requesting / (DL assumption)
any leak queries Advyw=0(q"p)
Case 2:
A guesses it at random.
Theorem 1 With re :
) questing leak
Outsider (4,) queries (Identity o
secret key leak & Ad‘f_/_i-l gAdeA-I-%'Z
Decrypting leak =0((q"/p)-2™)
queries)
Without requesting By sin_lilz}l;,argum;nts
any leak queries as in Lheorem
Y d Adv 1w = O(q*p)
Security analysis Theorem 2
GrRRCLE-ORA Revoked user (4;)
With requesting leak < A2
\ queries (ZTime update Advé"b(:(Azg/IV;:g'z?_')z
key leak queries) =tlgr
Without requesting By sin'lila};lar gumints
any leak queries as in fheorem,
Y d Adv i nw=O(q/p)
Theorem 3
Honest-but-
ious KGC (4 , : .
curious (Am) \ \3/1:2};12?1(15:2357 zlfn"?g]'( Adv .= Adv 1.y o2
leak queries) =0Ugpy2")

Fig. 3. The relationship and robustness of security analysis for the proposed scheme.

perform three corresponding group operations. In the security game Grr-rcLE-orA, fOUr
phases are presented as below:

— Setup phase: By taking as input a security parameter ¥ and a period number ¢,
B carries out the System setup algorithm of the LR-RCLE-ORA scheme to gen-
erate the KGC’s secret key KSK = (KSKo.1, KSKo,2), the KGC’s public key
KPK, the time secret key TSK, and the time pubic key TPK. Also, B sets a pe-
riod set T = {To, T1, T», ..., T;} and publishes public system parameters PSP =
{G1,G2, p,Q0,¢,KPK,TPK, T, D(), E(), M, N, R, S}. Additionally, B sends TSK to
Aj since Ay is an outsider. To respond the queries requested by Ay, five initially empty
lists L1, Lo, Lisk, Ltykx and L psk are constructed as below:

e L and L, are used to encode elements of groups G| and G, respectively.

(1) Lj includes pairs of (£G1t.u.v, @G1,u)- An element in G is represented
by a multivariate polynomial &Gy ; ., and @Gy 4, is the corresponding en-
coded bit-string, where ¢, u and v, respectively, denote the query type ¢, the u-th
query and the v-th element in G1. B initially adds seven pairs (£ Q, ©G1.1,0.1),
(EKSK, ©G1,1,0,2), (ETSK, ©G1,1,03), (EM,OG11,04), (EN,OG11,0,5),
(ZR,0©G1,106)and (£S,0G1,107)in L.

(2) Ly includes pairs of (G2 ¢u.v, @ G2, .uv)- Anelementin G, is represented by a
multivariate polynomial &G2 ;v and @Gy .y is the corresponding encoded



Leakage-Resilient Revocable Certificateless Encryption with ORA 167

bit-string, where ¢, u and v have the same meanings with those indices in L.
B initially adds two pairs (EKPK, ©®G2.10,1) and (ETPK, ©G2 10.2) in L2,
where EKPK = EQ - EKSKand ETPK = EQ - ETSK.

It is worth mentioning the two transforming rules defined below.

(1) By taking as input a polynomial =Gy ,.0/EG21uv, B looks for
(EGC1iuvOGC11uv)/(EG2tun, ©Go ) in L1/Ly. If it is found, B re-
turns the encoded bit-string @Gy y,v/O@G2.u,v. Otherwise, B randomly
chooses and returns a distinct encoded bit-string @G ¢ ,»/©G2t.4.». In ad-
dition, B adds (EGI,I,M,U’ @Gl,t,u,v)/(EGZ,t,u,v» @G2,l,u,v) in LI/LZ-

(2) By taking as input an encoded bit-string @Gt ,0/@G2t4.v, B looks for
(EGC1tuvOG11uv)/(EG2tun, ©Go ) in L1/Ly. If it is found, B re-
turns the associated multivariate polynomial =G .v/ & G2,t.u.v. Otherwise,
B terminates the game.

Ljsk includes tuples of (ID, EISK;p, EIPK|p), where £ ISK;p and & IPK|p, respec-

tively, represent the user’s ISK;p and IPKjp.

L psk includes tuples of (ID, & PSKp, & PPK|p), where & PSK;p and & PPKp, re-

spectively, denote the user’s PSKjp and PPK;p.

Lryk includes tuples of (ID, Ty, ETUKp s, ETUPK|p ), where &TUKp s and

ETUPKp s, respectively, denote the user’s TUK)p s and TUPK|p ;.

Finally, these public system parameters ZQ, EM, EN, &R, ES, EKPK and ETPK
are sent to A;. Also, B sends the time secret key ZTSK to Aj.

Query phase: Aj can adaptively request various queries to B at most g times. Note that
Aj does not need to request the Time update key leak query and Public key replace
query, since Ay may get the time update key TUK|p s of any user ID at any period T
from public channels.

01 query (©G1,0,1,1, ©G1,0,1,2, OP): In this query’s [-th round, B carries out the

following steps:

(1) Get a pair of polynomials (5'G1 9,1, &G1,0,,2) by transforming a pair of bit-
strings (0 G1,0,,1, ©G1,0,,2) in Ly.

(2) Compute the polynomial £G1,9,13 = £G1,0,1,1 + £G1,0,1,2 if OP = “addi-
tion”, and £G1,9,,3 = EG1,01,1 — £G1,0,,2 if OP = “subtraction”.

(3) Return the encoded bit-string @ G, 1,3 by transforming £G1,g,1,3 in L.

0 query (©G2,0,1,1, @G>, 0,12, OP): In this query’s [-th round, B carries out the

following steps:

(1) Get a pair of polynomials (£G2,¢,,1, £G2,0,,2) by transforming a pair of bit-
strings (0 G2,0.1,1, ©G2,0,1,2) in Ls.

(2) Compute the polynomial £G3 0,13 = §G2,0,1,1 + £G2,0,1,2 if OP = “multi-
plication”, and £ G2, 0,13 = £G2,0,1,1 — EG2,0,,2 if OP = “division”.

(3) Return the encoded bit-string & G2, ¢ ;,3 by transforming Z'G3 g3 in L,.

O query (©Gy,p 1, ©Gy, p,y2): In this query’s [-th round, B carries out the fol-

lowing steps:

(1) Get a pair of polynomials (£ G p.1, &G, p,,2) by transforming a pair of bit-
strings (©G1,p1.1,©Gy,py2)inLy.
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(2) Compute the polynomial £G2 p ;1 = EG1,p11-EG1,P12-
(3) Return the encoded bit-string @ G7, p .1 by transforming =Gy p 1 in Lo.

e [dentity secret key query (ID): In this query’s i-th round, B searches (ID, EISK)p,
EIPKjp)in Lsk. Ifitis found, B transforms (& ISK;p, E IPK|p) to send two encoded
bit-strings (@ISKjp, @IPKp) to A;. Otherwise, B carries out the following steps:
(1) Choose a new variate Z7Gsk ;.1 in Gi.

(2) Set two polynomials Z'/PK;p = ETGysk,;1 and ETID = ID.

(3) Set the user’s identity secret key ZISK;p = EKSK+ ETGski1- (EM+EN -
ETID) while adding (ID, Z1SK;p, ZIPKp) in Ljsk.

(4) Transform (ZISKjp, EIPK|p) to send two encoded bit-strings (O ISKp, @IPK;p)
to Aj.

o Identity secret key leak query ( fiskE,i, hiskE.i, i): In the Identity secret key query’s
i-th round, this query is allowed to be requested only once. B returns leaked in-
formation (AfiskE,i, Ahiske,i), where Afiskei = fiske,i (KSK; 1) and Ahysgg,i =
hiske,i (KSK; 2).

o Time update key query (ID, T): In this query’s j-th round, B searches (ID, T,
ETUKp s, ETUPK|p ) in Ltyk. Ifitis found, B transforms (2 TUKp 5, ETUPK|p )
to return two encoded bit-strings (@ TUK|p s, ® TUPK|p ). Otherwise, B carries out
the following steps:

(1) Choose a new variate ZTGryk, p,j,1 in G1.

(2) Seta polynomial ETUPKp s = ETGryk p,j,1 and ETTD = ID||T;.

(3) Set the user’s time update key ETUKp, = ETSK + ETGryk,mp,j,1 - (ER +
Z S8 - ETTD) while adding (ID, Ty, ETUKp s, ETUPK|p 5) in LTyk.

(4) Transform (ETUKps, ETUPK|ps) to return two encoded bit-strings
(OTUKp,s, ®TUPK|p 5).

o Time update key leak query (fruke,j, htuke,j, j): In the Time update key query’s
Jj-thround, this query is allowed to be requested only once. B returns leaked informa-
tion (Afruke,j, Ahtuke,j), where Afruke; = fruke,j(TSK ;1) and Ahyke,j =
htuke, j (TSK; 7).

e Public key retrieve query (ID, T;): B applies ID and T to search Ljsk, Lpsx and
Lryk to get the associated public key tuple (£ PPK;p, EIPK|p, ETUPK|p ). B re-
turns the corresponding tuple (® PPKip, ©®IPKip, ©TUPK|p ;).

e Public key replace query (ID, Ty, (O PPK},, @IPK),, ('-)TUPK}D’S)): B first trans-
forms a tuple of bit-strings (©PPK;p, OIPK),, OTUPK);, ) to get the cor-
responding tuple of polynomials (ZPPK},, EIPK),, ETUPK), /). B replaces
the related tuples with (ID, —, EPPK};) in Lpsk, (ID, —, IPK}D’) in Ljsg, and
(D, Ty, —, ETUPK;D’S) in Lryk.

e Personal secret key corrupt query (ID): If the Public key replace query (ID) has
never been requested, B uses ID to search (ID, & PSKip, & PPKjp) in Lpsk. If it is
found, B transforms (& PSK;p, & PPK|p) to return two encoded bit-strings (® PSK;p,
®PPK)p). Otherwise, B carries out the following steps:

(1) Choose a new variate &7 Gpsk,ip,1 in G1.
(2) Set two polynomials ZPSKjp = ETGpsk.p.1 and ZPPK;p = EQ - EPSK;p,
and add (ID, EPSK]D, EPPK[D) in LPSK-
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Transform (& PSKjp, ZPPKp) to return two encoded bit-strings (®@PSK|p,
®PPK;p).

e Decrypting query (ID, T, 60 = (C, CT)): In this query’s k-th round, B carries out
the following steps:

ey

@

By ID and T, B finds the associated private key tuple (EPSK;p, ZISKp,
ETUKp ) in Lpsk, Lisk and L7yk.

B transforms the ciphertext C to the polynomial &C in L; and sets three
polynomials £K; = EPSKjp - EC, EKy, = EISK)p - EC and EK3 =
ETUKp s - EC. Moreover, B transforms 5K, & K> and & K3 to obtain bit-
strings ® K1, © K5 and O K3, respectively. Hence, B can gain the encryption key
OEK = OK| @& © K, & ©Ks. Finally, B returns the encryption key ® EK and
the plaintext msg = Do gk (CT).

o Decrypting leak query (ID, Ty, fpec.k, hpEC.k, k): In the Decrypting query’s k-th
round of the user ID at period Ty, this query is allowed to be requested only
once. B returns leaked information (Afprck, Ahpeck), where Afpeck =
JpECKk(PSKip i1, ISKip k1) and Ahpgc,k = hpec,k (PSKip k2, ISKip k2, TUKp ).

— Challenge phase. Aj sends a target identity ID*, a target period T+ and a plaintext
pair (msgg, msgy) to B. Here the Identity secret key query (ID*) must have never
been requested by A;. B chooses an unbiased random bit » € {0, 1} and carries out
the Encrypting algorithm with (ID*, Ty, (PPK;p~, IPK;p+, TUPK|p* ), msg}) to
generate C*, EK* and CT* = Egg+(msg}). Finally, B returns the ciphertext tuple

(ID*, Tsx, 6 = (C*, CT*)) to the adversary.

— Guess phase. In this phase, A; must output a bit b’ € {0, 1}. If b’ = b, we say that it

wins the game Gr rcre-ora and its advantage is |Pr[b’ = b] — 1/2].

To evaluate the advantage that A; wins the game Grg-rcLE-OrRA, WE count the total
number of elements in both L and L;. Subsequently, we count the maximal degrees of
polynomials in L and L, respectively.

B The total number of elements in both L; and L;:
7 and 2 elements are increased in L and L,, respectively, in the Setup phase.
For each O1, O or O, query, at most 3 elements are increased in L or L.

For each Time update key query, at most 3 elements are increased in L.

[}
[}
e For each Identity secret key query, at most 3 elements are increased in L.
[ ]
[ ]

For each Decrypting query, at most 4 elements are increased in L.

Let go denote the total number of Oy, O; and O, queries. Let g, g7 and gp, respec-
tively, be the query numbers of the Identity secret key query, Time update key query

and Decrypting query. Since Aj is allowed to request all queries at most g times, we

have

|L1| + |L2| £9+43q0 +3q1 + 391 +49p = 4q.

B The maximal degrees of polynomials in L| and L;:
(1) The maximal degree of polynomials in L is 3 due to the following facts:
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In the Setup phase, 7 new variates (polynomials) & Q, EKSK, ETSK, EM, E N,
&R and E'S are initially increased in L. All these polynomials have degree 1.
For the O; query, G g, 3 has the maximal degree of EGj g1 and
2G1,0,1,2-

For the Identity secret key query, 2 TGsk.;.1, & TID and Z ISKp have degrees 1,
1 and 3, respectively.

For the Time update key query, ETGryk,ip,j,1, ETTD and ETUK|p ; have de-
grees 1, 1 and 3, respectively.

(2) The maximal degree of polynomials in Lj is 6 by the following facts:

In the Setup phase, & KPK and = TPK have degree 2.

For the O, query, G o3 has the maximal degree of £G2 o1 and
EG2,0.1,2-

For the O, query, EGj p;1 has degree at most 6 because EGo p;1 =
EG1,p11-EG1,p2 andboth Gy py 1 and EGy p2 belong to L.

For the Decrypting query, all Z K1, Z K, and & K3 have degrees 2.

In the following, let us first evaluate the advantage that A; wins Gg-rcLE-0rA Without
requesting any leak query. Subsequently, the advantage of A; is evaluated when it is al-
lowed to request two kinds of leak queries (Identity secret key leak query and Decrypting
leak query).

B The advantage of A; without requesting any leak query: If either of the following
two cases occurs, A; wins the game.
Case 1: A; discovers a collision of two elements in L; or L;. Let us first eval-

uate the collision probability in L. Let n be the number of all variates
in L and B selects n random values v; € Z; for/ = 1,2,...,n. Let
EG1,; and EGy,; be any two distinct polynomials in L. B then computes
EG1,c(v,v2,...,v,) = EG1; — :Gl,j- If £Gic(vi,v2,...,vy) =0,
it is said that the collision occurs. By Lemma 2, the probability of
EGi1,c(v1,v2,...,v,) = 0is at most 3/p because the maximal polynomial
degree in L is 3 and no information (A = 0) is leaked. Since there are (‘LZ‘ I)
distinct pairs (£'G1,;, &Gy ;) in Ly, the collision probability is (3/p)(|L2‘|).
Similarly, the collision probability in Lj is (6/ p)(‘L22|). As mentioned ear-
lier, we have |L| + |L2| < 4q. Let the probability of Case 1 be denoted by
Pr[Case 1]. Then we have

L L
Pr(Case 1] < (3/p)(' 2”) +(6/p>(' 22') < 6/p)(IL1|+|L21)’ < 9647/ p.

Case 2: If Case 1 does not occur and A; gets no leaked information, the success prob-

ability of b’ = b is 1/2 in the Guess phase. Let Pr[Case 2] denote the success
probability that Case 2 occurs. Then we have Pr[Case 2] < 1/2.

Let Pra_;_w and Advs_;_w be the probability and advantage, respectively, that A;
wins the game without requesting any leak query. By Pr[Case 1] and Pr[Case 2], we
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have

Pra_;—w < Pr[Case 1] + Pr[Case 2] < 96q2/p + (1/2),
Adva-i-w < [96¢°/p+ (1/2) = (1/2)] = 9647/ p = O(q°/ p)-

Hence, Adv4_j_w is negligible if ¢ = poly(log p).

B The advantage of A; with requesting two kinds of leak queries: A; can obtain
leaked information of related secret keys by the Identity secret key leak query and De-
crypting leak query.

(1) Identity secret key leak query (fiske.i, hiskE.i,): By this query, A; may derive

2

leaked information (AfiskE.i, Ahiske,;) such that | fisgei|, |hiskeil < A, where

Afiskei = fiske,i(KSK; 1) and Ahjske; = hiske,i (KSK; 2) that are discussed as

below:

e (KSK; 1, KSK; >): Indeed, the KGC’s secret key KSK has the property in the sense
that KSK = KSKo,1 + KSKo» = KSK1,1 + KSK12 = --- = KSK; 1 + KSK; ».
By the refreshing technique, leaked information of KSK;_1,1/KSK;_1 2 is inde-
pendent of that of KSK; 1 /KSK; >. Thus, A; may derive at most 2 bits of KSK.

Decrypting leak query (ID, T, fpec.k, hpEC.k, kK): As mentioned earlier, A; is not

a legal user of the LR-RCLE-ORA scheme, but it may get the time update key

TUKp, s of any user ID at any period Ty from public channels. Also, A; may get

the personal secret key PSK;p and the identity secret key ISK;p of any user ID,

but it is disallowed to get the identity secret key ISK;p+ of the target user ID*.

Therefore, by this query, A; may derive leaked information (Afpec.k, AhpEC.k),

where Afpecr = fpeck USKip* k1) and Ahpecr = hpec x (ISKjp 1 ») that are

discussed as below:

o (ISKip* i1, ISKip* x—12): Indeed, the identity secret key ISKjp+ satisfies
ISKip+ = ISKjp* 0,1 + ISKip 02 = ISKip11 + ISKip<12 = -+ =
ISKip* .1 + ISKip* 2. By the refreshing technique, leaked information of
ISKjp* k—1.1/1SK|p* —1 2 is independent of that of ISKjp+ j 1 /ISKip*  ». Thus,
Aj may derive at most 2A bits of ISK;p«.

Let Pry_; and Adv4—_; be the probability and advantage, respectively, that A; wins
G Lr-RCLE-0RA With requesting the Identity secret key leak query and Decrypting leak
query. If A; can obtain the KGC’s secret key KSK or the target user’s identity key
ISK;p+, A; may decrypt the message. Three events are defined as below:

6]
2
3)

Let EKSK denote the event that A; gets the KSK by Afiske,; and Ahjskg, ;. Addi-
tionally, EKSK is the complement event of EKSK.

Let EISK that Aj gets the ISK;p+ by Afpec.x and Ahpgc k. Additionally, EISK is
the complement event of EISK.

Let ECB denote the event that A; outputs a correct b'.

Hence, the advantage Pr4_; is Pr[ECB] and the following inequality holds:

Prp_; = Pr[ECB]
= Pr[ECB A (EKSK V EISK)| + Pr[ECB A (EKSK A EISK) |
< Pr[(EKSK Vv EISK)| + Pr[ECB A (EKSK A EISK)].
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For the event (EKSK A EISK), A can’t obtain the useful information to output a correct
bit b’. A; has probability 1/2 to guess the correct bit, so Pr[ECB A (EKSK A EISK)] is
still 1/2 on average. Thus, we have:

Pry_; < Pr[(EKSK Vv EISK)] + 1/2,
Adva_; < |Pra_; — 1/2| = Pr[(EKSK V EISK)].

Because Adv4_;_w < O(g?/p) and A; can learn at most 2A bits of KSK and ISK;y+ by
the Identity secret key leak query and Decrypting leak query, we have

Adva_; S Adva_i—w -2** < 0((¢%/p) - 2*).
By Corollary 1, Adv4_y is negligible if A < (1 — ¢) log p. O

Theorem 2. In the GBG model, the proposed LR-RCLE-ORA scheme is semantically
secure against chosen cipher-text attacks against a revoked user (Ajy) in the security game

G LR-RCLE-ORA-

Proof. Let Ay be a revoked user of the security game Grg.rcLE-orA played with a chal-
lenger B. A may issue various queries to B at most ¢ times in the game. This game
consists of four phases as follows:

— Setup phase: The phase is the same as that in the proof in Theorem 1. Additionally,
B sends the time secret key TSK to Ay since it is a revoked user.

— Query phase: In this phase, Aj; can adaptively issue various queries to B at most g
times. Aj; queries are identical to those queries in the proof of Theorem 1. Note that
Ajr knows the personal secret key PSKjp and the identity secret key ISK;p of any user
ID. Also, A; may get the time update key TUK|p  of any user ID at any period Ty,
except TUKp+ ¢+ of the target user ID* at target period T-.

— Challenge phase: Aj sends a target identity ID*, a target period Ty« and a plain-
text pair (msgg, msgy) to B. Here the Time update key query (ID*, T") must have
never been requested by Ay;. B chooses a unbiased random bit b € {0, 1} and carries
out the Encrypting algorithm with (ID*, T;*, (PPKp+, IPK;p+, TUPKpy+ +), msg};) to
generate C*, EK* and CT* = Egg+(msg}). Finally, B returns the ciphertext tuple
(ID*, Ty, 0 = (C*, CT")) to Ayy.

— Guess phase: In this phase, A;; must output a bit & € {0, 1}. If b’ = b, we say that it
wins the game Grr rcLe-ora and its advantage is | Pr(b’ = b] — 1/2|.

In the following, let us first evaluate the advantage that Ay wins Grg-rcrLE-OrRA With-
out requesting any leak query. Subsequently, the advantage of Ay is evaluated when it is
allowed to request the Time update key leak query.

B The advantage of A;; without requesting any leak query: Let Adv4_j—w be the
advantage that Aj; wins the game without requesting the Time update key leak query. By
the similar evaluations as in the proof of Theorem 1, we have Adva_;—w = O(¢%/p).
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B The advantage of Aj; with requesting the Time update key leak query: By the
Time update key leak query (fruke,j, hTuke,j. j)» Ap may derive leaked informa-
tion (Afruke,j. Ahtuke,j) such that | fruke, jl, |hruke,j| < A, where Afryke,; =
fTUKE,j(TSKj,]) and AhTUKE,j = hTUKE,j(TSijz). Indeed, the time secret key TSK
has the property in the sense that 7SK = 7SKo 1 +TSKo2 = TSK1,1+TSK12 = --- =
TSK; 1+TSK, »>. By the refreshing technique, leaked information of 7SK; _1,1 /TSK; -1 2
is independent of that of TSK; 1/TSK; ». Thus, Ay may derive at most 2A bits of TSK.

Let Pra_j and Adv 4— 1 be the probability and advantage, respectively, that A;; wins
G LR-RCLE-0RA With requesting the Time update key leak query. Two events are defined
as below:
(1) Let ETSK denote the event that Ay gets the time secret key TSK by fryke,; and
hruke, j. Additionally, ETSK is the complement event of ETSK.
(2) Let ECB denote the event that Aj; outputs a correct b'.
Hence, the advantage Prs_j; is Pr[ECB] and the following inequality holds:

Pra_j = Pr[ECB]
= Pr[ECB A ETSK] + Pr[ECB A ETSK]
< Pr[ETSK] + Pr[ECB A ETSK].

For the event ETSK, Ay can’t obtain the useful information to output a correct bitb’. Ay
has probability 1/2 to guess the correct bit, so Pr[ECB A ETSK] is still 1/2 on average.
Thus, we have

Pra_y < Pr[ETSK] +1/2,
Adva_jp < |Pra_y — 1/2| = Pr[ETSK].

Because Adva_j—w < O(q2 /p) and A can learn at most 2X bits of TSK by the Time
update key leak query, we have

Adva_y < Adva_i—w - 2% < 0((¢%/p) - 27).
By Corollary 1, Adv4_j is negligible if A < (1 — ¢) log p. O

Theorem 3. In the GBG model, the proposed LR-RCLE-ORA scheme is semantically
secure against chosen cipher-text attacks against an honest-but-curious KGC (Ajy) in the
security game G[R-RCLE-ORA-

Proof. Let Ajjy be an honest-but-curious KGC of the security game Grr-rcLE-0rA pPlayed
with a challenger B. Aj;; may issue various queries to B at most g times in the game. This
game consists of four phases as follows:

— Setup phase: The phase is the same as that in the proof in Theorem 1. Additionally,
B sends the KGC’s secret key KSK and time secret key 7SK to Ay since it is an honest-
but-curious KGC.
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— Query phase: In this phase, Ay can adaptively issue various queries to B at most g
times. All queries are identical to those queries in the proof of Theorem 1. Note that
A knows the KGC'’s secret key KSK and time secret key TSK so that it can get the
identity secret key ISK;p and time update key TUK|p , of any user ID for any period 7.
Also, Ay may get the personal secret key PSKjp of any user ID, except PSKjp+ of the
target user ID*.

— Challenge phase: Aj sends a target identity ID*, a target period T+ and a plaintext
pair (msgg, msgy) to B. Here both the Personal secret key corrupt query (ID*) and the
Public key replace query (ID*, Ty, (PPK;D*, IPK}D*, TUPK;D*’S*)) must have never
been requested by Aj;. B chooses an unbiased random bit b € {0, 1} and carries
out the Encrypting algorithm with (ID*, T;*, (PPKp+, IPKjp+, TUPKp+ ¢+), msg};) to
generate C*, EK* and CT* = Egg+(msgj). Finally, B returns the ciphertext tuple
(ID*,TF,6 = (C*, CT")) to Ay

— Guess phase: In this phase, Ay must output a bit b’ € {0, 1}. If ¥’ = b, we say that it
wins the game Grg_rcLe-ora and its advantage is | Pr[b’ = b] — 1/2].

In the following, let us first evaluate the advantage that Ay wins Grr-rcLE-0rRA Without
requesting any leak query. Subsequently, the advantage of Ay is evaluated when it is
allowed to request the Decrypting leak query (ID, Ty, fpec.k, hpeEC.k, k).

B The advantage of Aj;; without requesting any leak query: Let Adv4_j—w be the
advantage that Ay wins the game without requesting the Decrypting leak query. By
the similar evaluations as in the proof of Theorem 1, we have Advas_j—w = O(q2 /D).

B The advantage of Aj;; with requesting the Decrypting leak query: By the De-
crypting leak query (ID, Ts, fpec.k, hpEC Kk, k), Ay may derive leaked informa-
tion (Afpeck, Ahpeck) such that |fpeckl, |hpeckl < A, where Afpecik =
SpECK(PSKD 1) and Ahpgc k = hpec .k (PSKp ,2). Note that Ay may get the per-
sonal secret key PSKjp of any user ID, except PSKp+ of the target user ID*. For leak-
age resilient property, Ay can obtain leaked information of the target user’s PSK;p« =
(PSKip* k.1, PSKjp*  2) used in the Decrypting algorithm’s k-th round of the target
user. Indeed, the personal secret key PSKjp has the property in the sense that PSK;p+ =
PSKip* 0,1 + PSKip+ 02 = PSKip* 1,1 + PSKip* 12 = - - = PSKp* .1 + PSKjp* 1 2
By the refreshing technique, leaked information of PSKjp+ x_1,1/PSKp* x—12 is in-
dependent of that of PSKjp« i 1/PSKjp* k2. Thus, A;y may derive at most 2A bits of
PSK;p~.

Let Pra_jy and Adva_j be the probability and advantage, respectively, that Ay
wins Grg-rcLE-OrRA With requesting the Decrypting leak query. Two events are defined
as below:

(1) Let EPSK denote the event that Ay gets the personal secret key PSK;p+ by fpec.k
and hpgc k. Additionally, EPSK is the complement event of EPSK.
(2) Let ECB denote the event that Ay outputs a correct b’.
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Table 1
Computational time (in millisecond) of two time-consuming operations.
Notation Operation Computational time
Tp a bilinear pairing ¢ : G| x G| — G 7.84 ms
a scalar multiplication on an additive group G
Tme or 0.48 ms

an exponentiation on a multiplicative group Go

Hence, the advantage Pr4_jy is Pr[ECB] and the following inequality holds.

PrA—III = Pr[ECB]
= Pr[ECB A EPSK] + Pr[ECB A EPSK]
< Pr[EPSK] + Pr[ECB A EPSK].

For the event EPSK, Ay can’t obtain the useful information to output a correct bit &',
Ajyr has probability 1/2 to guess the correct bit, so Pr[ECB A EPSK] is still 1/2 on
average. Thus, we have

Pra_gr < Pr[EPSK] +1/2,
Adva_q = [Pra_m — 1/2| = Pr{EPSK].

Because Adva_j—w = O(q2 /p) and Apy can learn at most 2) bits of PSK by the De-

crypting leak query, we have
Adva_m £ Adva_p—w - 2** < 0((¢*/p) - 2*).

By Corollary 1, Adv4—_jy is negligible if A < (1 — ¢) log p. O

6. Comparisons

Here, let’s first present the computation notations of several operations in bilinear groups.
By employing the simulation experiences in Li et al. (2021), Table 1 lists two kinds of
time-consuming operations and their computational time (in milliseconds). The environ-
ment of simulation experiences is a platform with the Intel Core i7-8550U CPU 1.80 GHz
processor. The selection of security parameters are Fp, G1 and G». Here, F), is a finite
field which consists of the set of integers {0, 1, ..., p — 1}, where p is a 256-bit prime
number. And, G and G, are groups with 224-bit prime order over the finite field F),.
It is worth mentioning that the computation of a one-way hash function, an addition on an
additive group G and a multiplication on a multiplicative group G, are omitted because
their computational costs are small and negligible.

Table 2 lists the comparisons of our LR-RCLE-ORA scheme with several RCLE and
LR-CLE schemes (Tsai and Tseng, 2015; Xiong et al., 2013; Wu et al., 2018) in terms of
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Table 2
Comparisons between our scheme and the previously proposed schemes.

Tsai and Tseng’s Xiong et al.’s Wueral’s Our

RCLE scheme LR-CLE scheme LR-CLE scheme LR-RCLE-ORA

(Tsai and Tseng, 2015) (Xiong et al., 2013)  (Wuet al.,2018)  scheme
Encryption cost 3Tme +Tp 6T e 4Tme + Tp 4Tne +2Tp

(9.28 ms) (2.88 ms) (9.76 ms) (17.6 ms)
Decryption cost 2Tme + Tp ATy 4T e +4Tp 4T e + 5Tp

(8.8 ms) (31.36 ms) (33.28 ms) (41.12 ms)
Security proof model ~Random oracle model  Standard model GBG model GBG model

(Dual system)

Revocation property Yes No No Yes
Outsourced No No No Yes
revocation
Resisting No Yes Yes Yes
side-channel attacks
Leakage resilience No Bounded Continual Continual
model

encryption cost (time), decryption cost (time), security proof model, revocation property,
outsourced revocation, resisting side-channel attacks and leakage resilience model. Note
that a user’s private key in Xiong er al.’s LR-CLE scheme (2013) is a vector with n = 2
elements (here, letn = 2). As compared to the bounded leakage property of Xiong et al.’s
LR-CLE scheme (2013), Wu et al.’s scheme and ours possess continual leakage property
and are practical for applications. To resist side-channel attacks, our scheme requires some
extra computation costs than the RCLE scheme in Tsai and Tseng (2015). As compared
with the LR-CLE scheme (Wu et al., 2018), our scheme requires one 7, for encryption
cost and decryption cost, respectively, but our scheme offers outsourced revocation func-
tionality to reduce the computational burden of the KGC for generating all non-revoked
users’ time update keys. By Table 2, even though the computational cost of our scheme
is worse than the other schemes, our scheme possesses four complete properties, namely,
revocation property, outsourced revocation, resisting side-channel attacks and continual
leakage property. We emphasize that our scheme is the first LR-RCLE-ORA scheme re-
sisting side-channel attacks while possessing continual leakage property.

7. Conclusions

In this paper, the first leakage-resilient revocable certificateless encryption scheme with
an outsourced revocation authority (LR-RCLE-ORA) was proposed. As compared to pre-
vious RCLE and LR-CLE schemes, our scheme possesses several merits. (1) It can resist
side-channel attacks and has leakage resilience properties. (2) The revocation functional-
ity is outsourced to the ORA to alleviate the computational load of the KGC. (3) It permits
adversaries to continually extract partial ingredients of secret keys and offers the overall
unbounded leakage property. By extending the adversary models of RCLE and LR-CLE
schemes, a new adversary model was defined while three kinds of leak queries are added,
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namely, Identity secret key leak query, Time update key leak query and decrypting leak
query. In the GBG model, the security of the proposed scheme is shown to be semantically
secure against chosen cipher-text attacks for three kinds of adversaries, namely, outsider,
revoked user and honest-but-curious KGC.
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