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Abstract. A fail-safe sequential machine is one that produces error sig
nal when failures occure in the machine. This paper presents a new method 
of realization of fail-safe sequential machines under the following assumptions: 
1) failure is caused by faUlts of logical and memory elements in the machine, 
2) output of faulty elements is stuck at one or zero. 

A feature of this method is that an input inversion is used for additional 
state assignment and this additional state is used for detection of faults of ele

, ments. 
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1. Introduction. A fail-safe sequential machine is one that 
produces error signal when failures occur in the machine. A num
ber of investigations (Sapoznikov and Sapozniko~ 1984; Thoma, 
Ohyama and Sakai,1971) have dealt with the careful encoding of 
the secondary state assignments of sequential machines or finite 
automata, often directly using ·the properties of error-correcting 
codes. These machines are encoded redundantly (hence, they have 
redundant states) and, if properly designed, can posses any of a 
number of several error-tolerant properties. The assumption of a 
redundant state may signal an error-detection circuit that an im
proper transition has occured. These investigations have dealt with 
the cases in which the failure is caused by a single fault of element 
in the machine and erroneous signal may take value one or zero. A 
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new method of realization of a fail-safe sequential machine for all 
kinds of fault of element is presented in this paper. 

Let us consider a Moore-type sequential machine M(A, S, Z, 6,,.) 
in Fig. 1, where in normal operation A, S, Z, 6,,, are as follows: 

A - set of input alphabets; 
S - set of states; 
Z - set of output alphabets; 
6 - state transition function, 6: A x S - S; 
x - output function, x: S -t Z. 

X 
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n 

Fig. 1. Moore-type sequential machine. 

Sequential machine operation is determined by the following 
equations: 

s(t).= 6(a(t), s(t -1»), 
z(t) = x(s(t)) , 

where t is the number of clock time, t = 1,2,3, .... 

(1) 

(2) 

The state at clock time t is completely determined by the state 
transition function, by the previous state at clock time t - 1 and 
by the input variables at clock time t. Output is determined only 
by the output function and by the state at clock t. This means 
that the output variables is completely determined by the state of 
memory elements. If a high speed operation is not required, this 
property can be used for fault detection. 
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From the point of view of fail-safeness, it is necessary to con
sider failures that occur in input" circuit C1, excitation circuit E, 
memory elements M and output circuit C2 separately. Since the 
output circuit C2 in Fig. 1 is combinational, it must be realized us
ing a fail-safe combinational circuit (see, for example, Sogomonyan· 
and Slabakov, 1989). Let us consider only failures that occur in 
the C1, E and M circuit. Furthermore, we assume the following 
conditions. 

1. Failure is causing by faults of logical and memory elements 
in the machine. 

2. Fault is stationary, that is, output of faulty element is stuck 
at one or zero. 

2. Conditions of state assignment. Let Sr be a set of states 
that occur under failure condition. States of S will be called normal 
states and states of Sr will be called erroneous states in the sequel. 
These states are represented by vector of n state variables Yl, Y2, ... , 

and Yn. 

If state transition function is modifiedoy some fault, the state 
is not s but Sr. The previous state of state B is state s'. The next 
state of state s is state s·. 

State transition from a normal state is specified by 6, while 
state transition from an erroneous state at any input is not speci
fied. After the excitatic)ll circuit is constructed the state transition 
from any possible state is completely determined. Let A be a com
pletely specified state transition function such as 

Va EA, Vs' E S, A(a, s') =6(a, s') E S, (3) 

and let A' be a modification of A by a failure condition. Then the 
above closure condition of the state transition is expressed by the 
following equations: 
under normal condition 

Va E A, Vs' E S, 

Va E A, Vs E S, 

A(a,s') = 6(a,s') = s E S, 

A(a, s) = 6(a,s) = s· E S, 

(4) 

(5) 
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under failure condition 

Va E A, 'lis' E S, ~'(a,s') = Sr E Sr, 

Va E A, VSr E Sr, ~'(a,sr) = s; E Sr. 

(6) 

(7) 

The object of this paper is to show that we can construct 
sequential machines that generate error signal under any failure 
condition. 

The state s .. , if defined in special mode, can be used for erro
neous state's Sr identification. We must assign such a code to each 
s .. that satisfies the following condition. 

"Is,s" E S, .. -s = s. (8) 

State transition from state s to state s· satisfies the following 
equation: 

'Va E A, "Is E S, 6(0,s) = s· E S. (9) 

The erroneous state Sr .can be identified by the comparison 
with the state s·. It is possible if: 

a) the state variables 'of state S are fixed in memory M, 
b) before the arrival of the next clo~k signal the new sb.te 

transition to the next state s· take place. 
The state s· is temporal. It is changed by leading edge of new 

clock signal. The values of each state variables of state s" can be 
compared in the special control circuit with the values of corre
sponding state variables of state s, which are stored in memory. 

Realization of sequential machine is shown in Fig. 2. 
Circuit FDCgenerates error signal F, if i 1: s". As shown in 

Fig. 3, error signal is stuck at one F - 1, if i = s .. and stuck at zero 
F - 0, if i 1: 8· • 

Fault detecting circuit FDe can be constructed' by using self
testing and self-checking comparison schemes which are represented 
in (Gossel and SogOl:nonyan, 1992). 
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Fig. 2. Fail-safe sequential machine. 
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S. Construction of input circuit. In common the set of 
input alphabet A is pre-assigned. It is necessary to complement in
put alphabet by new elements. Let assume the set of new elements 
A'. For convenient fault detection, it is necessary that A ancl.A' a-te 
disjoint. 
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AnA' = 0. (10) 

According to equation (9) we must assign a new code to each 
element of A', which satisfies' the following condition: 

(11) 

where i = 1,2, ... ,m. 
In Older to satisfy these conditions, let us assume the clock 

signal BY (Fig. 2) as an input variable (Zl' Z2, ... ,Zn, BY). Relation 
between a and a' is shown in Table 1, where BY, Qij E to, 1}. 

Table 1. Input alphabets assignment 

Z 

Zl Z2 Zr SY 
Qu Q12 ... Qln 0 
Q21 Q22 ... Q2n 0 
.. . . .. . .. '" ... 

Qm 1 Qm 2 ... Qmn 0 
Q11 Q12 ... Q1n 1 
Q21 Q22 .' .. Q2n 1 
.. . . .. .. . . .. . .. 

am 1 Qm2 .' .. Qmn 1 

Input function we can express as follows. 

,- -
Zi = Zi SY V Zi BY. (12) 

From this equation it is evident that input circuit can be con
structed by using standard logical elements that realise Exclusive 
Or function. 

4. Construction of excitation circuit. For convenient fault 
detection according to Eq. 8 and 9 it is necessary to complement 
set of states by new states si, s;, ... , s~. 

where i = 1,2, ... ,m. 

. -
Si = Si, (13) 
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The state assignment of excitation circuit of normal sequential 
machine is shown in Table 2, where state Sij belongs to set of states 
S. The number of different states Sij is m. 

Table 2. State assignment 

S 
a 

a1 a2 a r 

Sl Sll S12 ... Slr 

S2 S2l S22 ... S2r 

- .. ~ .. . .. . . .. ... 
Sm Sm1 Sm2 ... Smr 

For convenient fault detection Table 2 must be complemented 
by states S· according to Eq. 9 and condition 13, as shown in Ta
ble 3. From this table we can obtain completely definite state tran
sition function 6 that is used for transition to state s and transient 
state s·. 

Table 3. States and complement states assignment 

s a a' 
a1 a2 a r a1 a2 ar 

Sl S11 S12 ... SIr 81 81 . .. 81 
s2 s21 S22 .. . s2r 82 82 ... 82 
.. . .. . .. . .. . " . . .. .. . .. . . .. 
sm Sm1 sm2 .. . Smr 8m 8m ., . 8m 

Let us examine the behavior of sequential machine under fail
ure condition that occure in the input circuit. If output of faulty 
element is stuck at one or zero it is evident that output of input 
circuit will be stuck at one or zero. This means that some input 
variables can not be changed in accordance with (11) and the er
ror signal will be generated, because next state S· will not satisfy 
condition (13). 

The same result will be obtained if .such a failure will occur 
in the excitation <;ircuit or in memory element. In both cases the 
condition (13) will not be satisfied and the error signal will be 
generated. 
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In order to detect failures if erroneous state occur in the cause 
of memory malfunction, it is desirable that Sand Sr are disjoint 

SnSr = 0. (14) 

Equation (14) and the definition of Sr require that an erroneous 
state should go over to a state that must belong to Sr when an 
arbitrary input is applied. Now let us consider state transition 
from an erroneous state Sr at input a. When no fault exists the 
next state s; is, of course, determined by 6 (9). 

6(a,Sr)=S;. (15) 

If Sr E S the state transition satisfies condition (13) and fail
ure can not be detected. If Sr did not belongs to S, but Sr Eo;: Sr 
the state transition from erroneous state results to an erroneous 
.state and condition (13) ,,:ill not be satisfied. Logic gates in the 
E circuit and memory elements (Fig. 2) are not used in common 
for many state variables. According to this proper construction of 
the E circuit and the assumption of occurrence of single fault, the 
Hamming distance d{s,sr} between state assignments of sand Sr 
is one. Therefore, in order to make Sand Sr disjoint, we must 
assign such a code to each normal state that satisfies the following 
distance condition: 

(16) 

5. Illustrative examples. In order to illustrate the above 
method, let us consider a sequential machine which state transition 
function is specified by Table 4 and 5. 

Table 4. State assignment 

a 
S 

al a2 
1 1 3 
2 1 4 
3 4 2 
4 3 . 1 
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Table 5. State assignment 

a s o " 1 
100 100 111 
010 100 001 
111 001 010 
001 111 100 

Sequential machine (Fig. 2) has one input represented by in
put variable Zl and four states represented by three state variables 
Yl, 1/2, Ya. According to (12) the set of input alphabets A{O, I} will 
be transformed in to the set of input alphabets A' {OO, 10, 11, Ol}, a£; 

shown in Table 6. Assigning a code to each additional state, which 
satisfy condition (13) we obtain the following logical functions of 
exitation circuits. 

Yl =al(Ydi2Ys VYlY2Ys VYlY2Ya) Va2(YlY2YS V lid/2Ya) 

V (al V(2)(YIY2Ys VYlY2Ya), (16a) 

Y2 =alYlY2Ys V a2(YlY2Ys V YlY2YS) 

V (al V(2)(YIY2Ya V YIY2Ya) , (16b) 

Ys =al(YlY2YS V ihY2YS) V a2(YIY2Ys V YIY2YS) 

V (al V (2)(YIY2Ya V YIY2Ya). (16c) 

Table 6. States and complement states assignment 

8 
a' 

00 10 11 01 
100 100 111 011 011 
010 100 001 101 101 
111 001 010 000 000 
001 111 100 . 110 110 

6. Conclusion. A new method of realization of fail-safe sin
chronous sequential machines has been presented. A feature of 
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this method is that input variables inversion in time between two 
cloc~ signal is used. New state transition into transient state is 
determined by inverted input variables. This state is used for fault 
detection. 
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